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EXECUTIVE OVERVIEW

1.7 INTRODUCTION

DeBridge is a cross-chain interoperability and liquidity transfer proto-
col that allows truly decentralized transfer of assets between various
blockchains.

DeBridge engaged Halborn to conduct a security audit on their smart
contracts beginning on November 15th, 2022 and ending on November 18th,
2022. The security assessment was scoped to the smart contracts provided
to the Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided one week for the engagement and assigned
a full-time security engineer to audit the security of the smart con-
tract. The security engineer is a blockchain and smart-contract security
expert with advanced penetration testing, smart-contract hacking, and
deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

® Ensure that smart contract functions operate as intended
®* Identify potential security issues with the smart contracts

In summary, Halborn identified two informational findings that were ac-
knowledged by the DeBridge team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this audit. While manual testing is recommended to uncover
flaws in logic, process, and implementation; automated testing techniques
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help enhance coverage of the bridge code and can quickly identify items
that do not follow security best practices. The following phases and
associated tools were used throughout the term of the audit:

®* Research into architecture and purpose

®* Smart contract manual code review and walkthrough

Graphing out functionality and contract logic/connectivity/functions
(solgraph)

® Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes

Manual testing by custom scripts

® Scanning of solidity files for vulnerabilities, security hotspots
or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-
tions. (Slither)

®* Testnet deployment (Brownie, Remix IDE)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk
assessment methodology by measuring the LIKELIHOOD of a security incident
and the IMPACT should an incident occur. This framework works for commu-
nicating the characteristics and impacts of technology vulnerabilities.
The quantitative model ensures repeatable and accurate measurement while
enabling users to see the underlying vulnerability characteristics that
were used to generate the Risk scores. For every vulnerability, a risk
level will be calculated on a scale of 5 to 1 with 5 being the highest
likelihood or impact.

RISK SCALE - LIKELIHOOD

Almost certain an incident will occur.

High probability of an incident occurring.
Potential of a security incident in the long term.

Low probability of an incident occurring.

- N w h~h O
|

Very unlikely issue will cause an incident.
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RISK SCALE - IMPACT
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May

May

May

May

cause devastating and unrecoverable impact or loss.
cause a significant level of impact or loss.

cause a partial impact or loss to many.

cause temporary impact or loss.

cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.
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1.4 SCOPE

IN-SCOPE:
The security assessment was scoped to the following smart contracts:

contracts/libraries/Flags.sol
contracts/libraries/SignatureUtil.sol
contracts/periphery/CallProxy.sol

®* contracts/periphery/DeBridgeToken.sol

®* contracts/periphery/DeBridgeTokenPaused. sol
contracts/periphery/DeBridgeTokenProxy.sol
contracts/periphery/FeeProxy.sol

® contracts/periphery/FeesCalculator.sol

® contracts/periphery/SimpleFeeProxy.sol
contracts/periphery/UpgradeableBeacon.sol
contracts/transfers/DeBridgeGate.sol
contracts/transfers/DeBridgeTokenDeployer.sol
® contracts/transfers/OraclesManager.sol
contracts/transfers/SignatureVerifier.sol

contracts/transfers/WethGate.sol
Commit ID: a542b@bba3274aea8a9af7b087b8c9b3c8e0619b

® DeBridgeGate old deployed implementation address:
0x24455aa55DED7728783¢c9474bE8eA2f5C9358EB

®* DeBridgeGate new deployed implementation address:

0x797161BCC625155D2302251404ccB93c2632658e


https://github.com/debridge-finance/debridge-contracts-v1/tree/a542b0bba3274aea8a9af7b087b8c9b3c8e0619b
https://github.com/debridge-finance/debridge-contracts-v1/pull/207/commits/a542b0bba3274aea8a9af7b087b8c9b3c8e0619b
https://etherscan.io/address/0x24455aa55ded7728783c9474be8ea2f5c935f8eb#code
https://etherscan.io/address/0x797161BCC625155D2302251404ccB93c2632658e#code
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IMPACT

2. ASSESSMENT SUMMARY & FINDINGS
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SECURITY ANALYSIS

HAL@1 - USE ++I INSTEAD OF I++ IN
LOOPS FOR GAS OPTIMIZATION

HAL@2 - ZERO ADDRESS NOT CHECKED

RISK LEVEL

REMEDIATION DATE

ACKNOWLEDGED

ACKNOWLEDGED
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FINDINGS & TECH DETAILS

3.1 (HAL-01) USE ++I INSTEAD OF I++
IN LOOPS FOR GAS OPTIMIZATION -
INFORMATIONAL

Description:

In various code sections, within the loops, the variable i is incremented
using i++. It is known that, in loops, using ++i costs less gas per
iteration than i++. This also affects variables incremented inside the
loop code block.

Code Location:

54 function initialize(

55 string memory name_,

56 string memory symbol_,

57 uint8 decimals_,

58 address admin,

59 address[] memory minters

60 ) public initializer {

61 _decimals = decimals_;

62 name_ = string(abi.encodePacked(”"deBridge ",
63 bytes(name_).length == @ ? symbol_ : name_));
64 symbol_ = string(abi.encodePacked("de”, symbol_));
65

66 __ERC20_init_unchained(name_, symbol_);

67

68 _setupRole (DEFAULT_ADMIN_ROLE, admin);

69 _setupRole (PAUSER_ROLE, admin);

70 uint256 mintersCount = minters.length;

71 for (uint256 i = @; i < mintersCount; i++) {
72 _setupRole (MINTER_ROLE, minters[i]);

73 }

74

7% uint256 chainlId;

76 assembly {

77 chainId := chainid()

13
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78 }

79 DOMAIN_SEPARATOR = keccak256 (

80 abi.encode(

81 keccak256 (

82 "EIP712Domain(string name,string version,uint256

L, chainId, address verifyingContract)"”

83 ),

84 keccak256 (bytes(name_)),
85 keccak256 (bytes("1")),
86 chainId,

87 address (this)

88 )

89 E

90 }

381 function updateChainSupport(

382 uint256[] memory _chainIds,

383 ChainSupportInfol[]l memory _chainSupportInfo,

384 bool _isChainFrom

385 ) external onlyAdmin {

386 if (_chainIds.length != _chainSupportInfo.length) revert
L, WrongArgument () ;

387 for (uint256 i = @; i < _chainlIds.length; i++) {

388 if(_isChainFrom){

389 getChainFromConfig[_chainlIds[i]l] = _chainSupportInfoli
L 1;

390 3}

391 else {

392 getChainToConfigl[_chainIds[i]] = _chainSupportInfol[i];

393 }

394 emit ChainsSupportUpdated(_chainIds[i], _chainSupportInfol
L i], _isChainFrom);

395 }

396 }

414 function updateAssetFixedFees/(

415 bytes32 _debridgeld,
416 uint256[] memory _supportedChainlIds,
417 uint256[] memory _assetFeesInfo
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418 ) external onlyAdmin {

419 if (_supportedChainIds.length != _assetFeesInfo.length) revert
L, WrongArgument () ;

420 DebridgeFeeInfo storage debridgeFee = getDebridgeFeeInfol
L, _debridgeId];

422 debridgeFee.getChainFeel[ _supportedChainIds[i]] =
L, _assetFeesInfol[il;

423 3}

424 %}

537 function blockSubmission(bytes32[] memory _submissionIds, bool
L, isBlocked) external onlyAdmin {

539 isBlockedSubmission[_submissionIds[i]] = isBlocked;
540 if (isBlocked) {

541 emit Blocked(_submissionIds[il]);

542 } else {

543 emit Unblocked(_submissionIds[i]);

544 3

545 3}

546 }

176 function setOverridedTokenInfo (

177 bytes32[] memory _debridgelds,

178 OverridedTokenInfo[] memory _tokens

179 ) external onlyAdmin {

180 if (_debridgelds.length != _tokens.length) revert

L, WrongArgument () ;
182 overridedTokens[_debridgeIds[i]] = _tokens[il;
183 3
184 3}

56 function submit(

59 bytes32 _submissionId,

15
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60 bytes memory _signatures,

61 uint8 _excessConfirmations

62 ) external override onlyDeBridgeGate {

63 //Need confirmation to confirm submission

64 uint8 needConfirmations = _excessConfirmations >

L, minConfirmations

) ? _excessConfirmations

66 minConfirmations;

67 // Count of required(DSRM) oracles confirmation

68 uint256 currentRequiredOraclesCount;

69 // stack variable to aggregate confirmations and write to
L, storage once

70 uint8 confirmations;

71 uint256 signaturesCount = _countSignatures(_signatures);
72 address[] memory validators = new address[](signaturesCount);
73 for (uint256 i = @; i < signaturesCount; i++) {

74 (bytes32 r, bytes32 s, uint8 v) = _signatures.

L, parseSignature(i * 65);

75 address oracle = ecrecover(_submissionId.getUnsignedMsg(),
L r, s);

76 if (getOracleInfol[oracle].isValid) {

77 for (uint256 k = @; k < i; k++) {

78 if (validators[k] == oracle) revert

L, DuplicateSignatures();

79 3}

80 validators[i] = oracle;

81

82 confirmations += 1;

83 emit Confirmed(_submissionId, oracle);

84 if (getOracleInfo[oracle].required) {

85 currentRequiredOraclesCount += 1;

86 3

87 if (

88 confirmations >= needConfirmations &&

89 currentRequiredOraclesCount >=

L, requiredOraclesCount

90 ) {

91 break;

92 3}

93 }

94 }

95

96 if (currentRequiredOraclesCount != requiredOraclesCount)
97 revert NotConfirmedByRequiredOracles();

16
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98

99 if (confirmations >= minConfirmations) {
100 if (currentBlock == uint40(block.number)) {
101 submissionsInBlock += 1;
102 } else {
103 currentBlock = uint40(block.number);
iz submissionsInBlock = 1;
105 }
106 emit SubmissionApproved(_submissionId);
1y 3}
108
109 if (submissionsInBlock > confirmationThreshold) {
110 if (confirmations < excessConfirmations) revert
L, NotConfirmedThreshold();
1M 3}
112
113 if (confirmations < needConfirmations) revert

L, SubmissionNotConfirmed();
114 }

82 function addOracles(

83 address[] memory _oracles,

84 bool[] memory _required

85 ) external onlyAdmin {

86 if (_oracles.length != _required.length) revert WrongArgument
L O

87 if (minConfirmations < (oracleAddresses.length + _oracles.
L, length) / 2 + 1) revert LowMinConfirmations();

88

89 for (uint256 i = @; i < _oracles.length; i++) {

90 OracleInfo storage oracleInfo = getOracleInfol[_oracles[i
L 11;

91 if (oracleInfo.exist) revert OracleAlreadyExist();

92

93 oracleAddresses.push(_oracles[i]);

94

95 if (_required[i]) {

96 requiredOraclesCount += 1;

97 }

98

99 oracleInfo.exist = true;
100 oracleInfo.isValid = true;
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101 oracleInfo.required = _required[i];

102

103 emit AddOracle(_oracles[il], _required[il]);
104 }

105 }

111 function updateOracle(

112 address _oracle,

113 bool _isValid,

114 bool _required

115 ) external onlyAdmin {

116 //1f oracle is invalid, it must be not required

117 if (!_isValid && _required) revert WrongArgument();

118

119 OracleInfo storage oracleInfo = getOracleInfo[_oraclel;
120 if (loracleInfo.exist) revert OracleNotFound();

121

122 if (oracleInfo.required && ! _required) {

123 requiredOraclesCount -= 1;

124 } else if (loraclelInfo.required &% _required) {

125 requiredOraclesCount += 1;

126 3}

127 if (oracleInfo.isValid && !_isValid) {

128 // remove oracle from oracleAddresses array without

L, keeping an order

129 for (uint256 i = @; i < oracleAddresses.length; i++) {
130 if (oracleAddresses[i] == _oracle) {
131 oracleAddresses[i] = oracleAddresses[

L, oracleAddresses.length - 1];

132 oracleAddresses.pop();

133 break;

134 3}

135 }

136 } else if (loracleInfo.isValid && _isValid) {

137 if (minConfirmations < (oracleAddresses.length + 1) / 2 +
L, 1) revert LowMinConfirmations();

138 oracleAddresses.push(_oracle);

139 }

140 oracleInfo.isValid = _isValid;

141 oracleInfo.required = _required;

142 emit UpdateOracle(_oracle, _required, _isValid);

143 }

18
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Risk Level:

Likelihood - 2
Impact - 1

Recommendation:

It is recommended to use ++i instead of i++ to increment the value of
a uint variable inside a loop. This also applies to variables declared
inside the for loop, but does not apply outside of loops.

Remediation Plan:

ACKNOWLEDGED: The DeBridge team acknowledged this issue.

19
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3.2 (HAL-02) ZERO ADDRESS NOT
CHECKED - INFORMATIONAL

Description:

In some code sections, contract address variables are not being checked
to avoid pointing to the zero address.

Code Location:

26 constructor (IWETH _weth) {
27
28

|

127 function setDebridgeAddress(address _debridgeAddress) external
L, onlyAdmin {

128

129 }

72 function initialize(

73 address _tokenImplementation,
74 address _deBridgeTokenAdmin,
75 address _debridgeAddress

76 ) public initializer {

81 _setupRole (DEFAULT_ADMIN_ROLE, msg.sender);

20
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449 function setCallProxy(address _callProxy) external onlyAdmin {
450
451 emit CallProxyUpdated(_callProxy);
452 }

476 function setSignatureVerifier (address _verifier) external
L, onlyAdmin {

477

478 }

482 function setDeBridgeTokenDeployer (address _deBridgeTokenDeployer)
L, external onlyAdmin {

483

484 3}

488 function setFeeContractUpdater (address _value) external
L, onlyAdmin {

489

490 }

494 function setWethGate (IWethGate _wethGate) external onlyAdmin {
495
496 3}

530 function setFeeProxy(address _feeProxy) external onlyAdmin {
531
532 }

21
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Risk Level:

Likelihood - 2
Impact - 1

Recommendation:

When setting an address variable, always make sure the value is not zero.

Remediation Plan:

ACKNOWLEDGED: The DeBridge team acknowledged this issue.

22
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MANUAL TESTING

Halborn performed several manual tests in the following contracts:

® contracts/libraries/Flags.sol
contracts/libraries/SignatureUtil.sol
contracts/periphery/CallProxy.sol

®* contracts/periphery/DeBridgeToken.sol

® contracts/periphery/DeBridgeTokenPaused. sol
contracts/periphery/DeBridgeTokenProxy.sol
contracts/periphery/FeeProxy.sol
contracts/periphery/FeesCalculator.sol

® contracts/periphery/SimpleFeeProxy.sol
contracts/periphery/UpgradeableBeacon.sol
contracts/transfers/DeBridgeGate.sol
contracts/transfers/DeBridgeTokenDeployer.sol
®* contracts/transfers/OraclesManager.sol

® contracts/transfers/SignatureVerifier.sol

contracts/transfers/WethGate.sol

The manual tests were focused on testing the main functions of these
contracts:

sendMessage()

® claim()

® _publishSubmission()
deployNewAsset ()

® addOracles()

® submit()

* withdraw()

® call()

¢ callERC20()
permit()

® withdrawFee()

®* withdrawNativeFee()
® updateAsset()

No other issues than those mentioned during manual testing have been
found.
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AUTOMATED TESTING

5.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of cer-
tain areas of the scoped contracts. Among the tools used was Slither, a
Solidity static analysis framework. After Halborn verified all the con-
tracts in the repository and was able to compile them correctly into their
ABI and binary formats, Slither was run on the all-scoped contracts. This
tool can statically verify mathematical relationships between Solidity
variables to detect invalid or inconsistent usage of the contracts’ APIs
across the entire code-base.

Slither results:

contracts/libraries/Flags.sol

Flags.getFlag(uint266,uint256) (contracts/libraries/Flags.sol#24-30) is never used and should be removed
Flags.setFlag(uint266,uint256,bool) (contracts/libraries/Flags.sol#36-45) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

Parameter Flags.getFlag(uint256,uint256). packedFlags (contracts/libraries/Flags.sol#25) is not in mixedCase
Pazameter Flags.getFlag(uint256,uint256). flag (contracts/libraries/Flags.sol#26) is not in mixedCase

Parameter Flags.setFlag(uint256,uint256,bo0l)._packedFlags (contracts/libraries/Flags.sol#37) is not in mixedCase
Parameter Flags.setFlag(uint266,uint256,bool}. flag (contracts/libraries/Flags.sol#38) is not in mixedCase
Parameter Flags.setFlag(uint256,uint256,bool). _value (contracts/libraries/Flags.sol#39) is not in mixedCase
Reference: https://github.con/crytic/slither/wiki/Detector-Documentationfcantormance-to-solidity-naning-conventions

contracts/libraries/SignatureUtil.sol

signatureUtil.parsesignature(bytes,uint256) (contracts/libraries/Signatureutil.sol#3z-49) uses assembly
— INLINE ASM (contracts/libraries/SignatureUtil.sol#41-45)

SignatureUtil.toUint256 (bytes,uint256) (contracts/libraries/SignatureUtil.sol#51-61) uses assembly
— INLINE ASM (contracts/libraries/SignatureUtil.sol#58-68)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

SignatureUtil.getUnsignedMsa(bytes32) (contracts/libraries/SignatureUtil.sol#13-15) is never used and should be removed
Signatureutil.parsesignature(bytes,uint256) (contracts/libraries/SignatureUtil.sol#32-49) is never used and should be removed
SignatureUtil.splitSignature(bytes) (contracts/libraries/SignatureUtil.so1#19-38) is never used and should be removed
SignatureUtil.toUint256(bytes,uint256) (contracts/libraries/SignatureUtil.sol#51-61) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationtdead-code

Parameter SignatureUtil.getUnsignedMsg(bytes32). submissionld (contracts/libraries/SignatureUtil.sol#13) is not in mixedCase
Parameter SignatureUtil.splitSignature(bytes). signature (contracts/libraries/SignatureUtil.sol#19) is not in mixedCase
Parameter SignatureUtil.parseSignatura(bytes,uint256). signatures (contracts/libraries/SignatureUtil.sol#32) is not in mixedCase
Parameter SignatureUtil.toUint256(bytes,uint256). bytes (contracts/libraries/Signatureutil.sol#51) is not in mixedCase
Parameter SignatureUtil.toUint256(bytes,uint256). offset (contracts/libraries/SignatureUtil.sel#51) is not in mixedCase
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#canformance-to-solidity-naning-conventions

26
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Reference: https://github.com/crytic/slither/wiki

contracts/periphery/CallProxy.sol

BytesLib.concatStorage (bytes, bytes) (contracts/librari

s/BytesLib.s0l#91-226) performs a multiplication on the result of a division:

-sstore(uint256,uint256) (_preBytes, fslot_concatStorage_asm_8 + mload(uint256) (_postBytes + @x28) / @x108 #+ 32 — mlength_concatStorage_asm_B * 8x108 # 32 — newlength_concatStorage_asm_8 + mlength_concatStc

@)
BytesLib.concatStorage (bytes,bytes) (contracts/librar:
-sstore(uint256, uint256) (sc_concatStorag

s/BytesLib.501491-226) performs a mniuh‘c.t‘wn on the rnult uf a d‘m‘.‘w B
asn_g,mload(uint256) (me_ m_9) / mask. _asn_o) ( Libraries/BytesLib.sol#189)
BytesLib.concatStorage (bytes, bytes) (contracts/libraries/BytesLib.sol#91-226) performs a multlul):ltwn o the result of a divison:

—sstore(uint256, uint256) (sc_ asn_8,mload(uint256) (me. _asm_0) / m: _asn_0 + mask_ _asn_0) ( Lib
BytesLib.equalStorage(bytes, bytes) (contracts/libraries/BytesLib.sol#439-509) perforns a nult)pl)cntlu on the result of a division:
~fslot_squalStorage_asm_8 = fslot_equalStorage_asm_0 / 0x108 + 8x180 (contracts/libraries/BytesLib.sol#466)
Refersnce: https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply

BytesLib.sol#223)

CallProxy.call(sddress, address,bytes, uint56, bytes, uint256) . _reserveAddress (contracts/porishery/CallProxy.sol#75) lacks a zerocheck on :
ccess) = _reserveAddress.call{value:

amount}(new bytes(8)) (contracts/periphery/CallProxy.sol#99)
Reference: https://github.con/crytic/slither/wiki/Detect; fon#missi lidation

Variable 'BytesLib.concatStorage(bytes,bytes).sc_concatStorage_asn_8 (contracts/libraries/Bytesiib.sol#147)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.so1#91-226) potentially used before
uint256) (0x9,0x28) + slength_ _asn_e / 32 libraries/BytesLib.sol#195)

Variable 'BytesLib.concatStorage(bytes,bytes).submod_concatstorage_asm_8 (contracts/libraries/BytesLib.sol#161)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used bef
thnod_concatStorage_asm_@ (contracts/libraries/BytesLib.sol#204)

Variable 'BytesLib.concatStorage(bytes,bytes).mc_concatStorage_asm_@ (contracts/libraries/Byteslib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sc1#91-226) potentially used before
d_concatStorage_asn_8 (contracts/libraries/BytesLib.s0l#205)

Variable 'BytesLib.concatStorage (bytes,bytes).submod_ _asn_@ (contracts/libraries/BytesLib.sol#161)' in BytesLib.
ubmod_concatStorage_asm_® (contracts/libraries/BytesLib.sol#205)

bytes, bytes) libraries/BytesLib.sol#91-226) potentially used bef

Variable 'BytesLib.concatStorage(bytes,bytes).end_concatStorage_asm_@ (contracts/libraries/Byteslib.sol#163)" in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used before
ngth_concatStorage_asm_@ (contracts/libraries/BytesLib.sol#266)

Variable 'BytesLib.concatStorage (bytes, bytes).submod_concatStorage_asm_8 (contracts/libraries/BytesLib.sol#161)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used bef
mod_concatStorage_asm_@ — 1 (contracts/libraries/BytesLib.sol#207)

Variable 'BytesLib.concatstorage(bytes,bytes).mask_concatStorage_asm_@ {contracts/libraries/BytesLib.sol#164)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sole91-226) potentially used befor
d_concatStozage_asm_@ — 1 (contracts/libraries/BytesLib.sol#207)

Variable 'BytesLib.concatStorage(bytes,bytes).mc_concatStorage_asm_8 (contracts/libraries/Byteslib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sc1#91-226) potentially used before
m_8,s10ad(uint256) (sc_concatStorage_asm_8) + mluaam‘nmss)mc concatStorage-asn.. sk_concatStorage_asm_@) (contracts/libraries/BytesLib.sol

Variable 'BytesLib. bytes, bytes) . s 8 (cont:

Libraries/BytesLib.sol#147)' in BytesLib.concatStorage (bytes,bytes) (cnn!!a:!s/hbza!xes/Eyteslxb 501#91-226) potentially used before
b2 ond(LAnT256) (oc. conarstorage. adn.B) + miosd (uint256) (ne- tuncatstuxau: asn_8) & mask_concatStorage_asn_g) (contracts/libraries/BytesLib. soll
Variable 'BytesLib.concatStorage (bytes,bytes).mask_

asm_8, sload (uint256) (sc_concatStorage_asm_

n_8 ib.s0l#164)" in synshb.wncnswn“(bnes.wtnb (contracts/libraries/BytesLib.s0l#91-226) potentially used befor
2 + mload(uintase) (me_concatSiorage asn. m & mask_concatstorage_asn_0) (contracts/libraries/Bytestib.so1#209

Variable 'BytesLib.concatStorage (bytes,bytes).sc_concatStorage_asn_8 (contracts/libraries/Byteslib.sol#147)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/Byteslib.sol#91-226) potentially used before
sm_® + 1 (contracts/libraries/BytesLib.sol#212)

variable 'BytesLib.concatStorage(bytes,bytes).mc_concatStorage_asm_8 (contracts/libraries/Bytesiib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.so1#91-226) potentially used before
sm_9 + @x20 (contracts/libraries/BytesLib.sol#213)

Variable 'BytesLib.concatstorage(bytes,bytes).end_concatStorage_asm_@ (contracts/libraries/BytesLib.sol#163)* in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used before
_asm_8 (contracts/libraries/BytesLib.sol#214)

Variable 'BytesLib.concatStorage(bytes,bytes).mc_concatStorage_asm_@ (contracts/libraries/Byteslib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sc1#91-226) potentially used before
asm_@ (contracts/libraries/BytesLib.sol#214)

Variable 'BytesLib. bytes, bytes).end _asn_@ tract:
catStorage_asn_o - end_concatStorage_asm_@ (contracts/libraries/BytesLib.sol#22

libraries/BytesLib.sol#163)" in BytesLib.

/bytes) 14l ytesLib.sol#91-226) potentially used before

Variable 'Byteslib.concatStorage (bytes,bytes).mc_concatStorage_asm_8 (contracts/libraries/Byteslib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/Byteslib.sc1#91-226) potentially used before
atStorage_asm_@ - end_concatStorage_asm_8 (contracts/libraries/BytesLib.sol#221

ib.s01#221)
variable 'BytesLib. tuntatstuxage(byt!s hvt:s) mc. cuncatstuxaue asm_ a (contracts/libraries/BytesLib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used
m_8,mload (uint256) (me_| ) / mask # mask_concatStorage_asm_8) (contracts/libraries/BytesLib.sol#22

Variable 'Byteslib. :un:atstumge(bytes hyles) mask cnncntSlnrant asm_® (contracts/libraries/BytesLib.sol#164)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.s0l#91-226) potentially used befor
_asm_@ — end,

before
3

Variable 'Bytestib. cancatstorage (byTes, bytes) . se.soncatStorago. aon. B (cuntzacts/l)branes/zytesl)b sol#147)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.so1#91-226) potentially used before
m a.maanmntzss)mc cancatStorage_asn_8) / mask_concatStorage_ase.0  mask_concatStorage_asn_8) (contracts/libraries/BytesLic. sal#223)

Variable 'BytesLib.concatStorage (bytes,bytes).mask _asn_g

ib.sol#164)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/Byteslib.sol#91-226) potentially us
asm_g,mload (uint256) (nc_concatStorage_asn_8) / mask_concatStorage_asm_a * mask cuncatﬁtcrnue asn_a) (contracts/libraries/BytesLib.sol#2:
Variable 'BytesLib. \

bytes, bytes).mc_

ed befor
m_8,mload (uint256) (nc_concatStorage_asn_g)) :mntuctmmnuurayusun s014:

ytesLib.sol#162)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/BytesLib.sol#91-226) potentially used

before
Variable 'BytesLib. cuncalstuxagn(bytss.hvtns) sc_concatStorage_asm_@ Kcunt!acts/l)bra!)es/Bylesl)h.sulﬂlk?D‘ in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/ByteslLib.sol#91-226) potentially used before
m_8,mload(uint256) (nc_concatStorage_asm_8)) (contracts/libraries/BytesLib.sol
Variable ‘BytesLib.concatStorage(bytes,bytes).sc_concatStorage_asn_8 (contracts/libraries/Bytestib.sol#147)' in BytesLib.concatStorage(bytes,bytes) (contracts/libraries/Byteslib.sol#91-226) potentially used before
sm_@ + 1 (contracts/libraries/BytesLib.sol#215)
Variable 'BytesLib.concatStorage(bytes,bytes).mc_concatStorage_asn_8 (contracts/libraries/Bytestib.sol#162)' in BytesLib.concatStorage(bytes, bytes) (contracts/libraries/Byteslib.sols91-226) potentially used before
sm_8 + @x20 (contracts/libraries/BytesLib.sol#216
Reference: https://github.com/crytic/slither/wiki/Detect: ation#p larat:

o 1-variables

Reentrancy in CallProxy.callERC20(address,address,address, bytes,uint256,bytes, uint256) (contracts/periphery/CallProxy.sol#105-138)
External calls:
- _customApprove(IERC28Upgradeable (_token), receiver,amount) (contracts/periphery/CallProxy.sol#11
- ndata = addres:

s(token) . functionCall(abi.encodewithSelector(token.approve.selector, spender,value) ERC20 approve failed) (contracts/periphery/CallProxy.sol#218-221)
success, returndata) = target.call{value: value}(data) (node_modules.

Lin/cont lefutils e.501#132)
External calls sending eth:
- ~customkpprove (IERC20Upgradeable(..token), _recoiver, anount) (contracts/periphory/Callproxy. soli116)

~ (success, returndata) = target.call{value: value}(data) (node_modules/ contract le/utils/ le.s01#132)
State variables written after the call(s):

_externalCall(_receiver,d,_data, nativeSender, chainIdfrom, flags) (contracts/periphery/CallProxy.sol#118-125)
~ submissionChainIdFron = _chainIdFron (contracts/periphery/CallProxy.sol#177)
~ submissionChainIdFrom = 8 (contracts/periphery/CallProxy.sol#212)
_result = _externalCall(_receiver,8,_data, nativeSender, chainIdFrom, flags
- submissionNativeSender = _nativeSender (contracts/periphery/CallProxy.sol#178)
bnissionNativeSender = (contracts/periphery/CallProxy.sol#213)
Reference: https://github.com/crytic/slither/miki ionf#reentrancy lities-2

AddressUpgradeable. isContract(address) (node mudules/ﬂaDenztDDelln/cuntract
b

) (contracts/periphery/CallProxy.sol#118-125)

utils/ le.501#27-37) uses assembly

NLINE ASM (node_modules, e/util 1s.501#33-35)

Addressupgradeable. verifyCallResult(bool, bytes, Tring) (node. modutes infcontract. Le/util le.501#169-189) uses assembly
INLINE ASM (node_modules. ntracts— Le/util le.501#181-184)

BytesLib.concatibytes, bytes) (contracts/Libraries/BytesLib.sole13-89) uses assembly
INLINE ASM (contracts/libraries/BytesLib.so1#23-86)

BytesLib bytes,bytes) (contract

libraries/BytesLib.sol#91-226) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#92-225)
BytesLib.slice (bytos, uint266,uint2s6) (contzacts/libraries/Bytestib.sol#228-295) uses assombly
INLINE ASM (contracts/libraries/BytesLib.sol#242-292)
Bytestib. tohddzeas (bytos uint286) (contracts/libraries/Byteslin. sol#297-304) uses assembly
E ASM (contracts/libraries/BytesLib.sol#31-303
sytesub.mu)ntsmtes uint256) (contracts/libraries/BytesLib.sol4308-317) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#312-314)
BytesLib.toUint1é (bytes,uint256) (contracts/libraries/Bytesiib.sol#319-328) uses
~ INLINE ASM (contracts/libraries/BytesLib.sol#323-325)
BytosLib. toUint32 (bytes, uint256) (contracts/libraries/Bytoskib.sol338-339) uses
INLINE ASM (contracts/libraries/BytesLib.sol#334-335)
BytesLib. ToUinted (bytes, uint2se) (contracts/libraries/Byteskin,solail-060) uses
NLINE ASM (contracts/libraries/BytesLib.sol#345-347)
Eylssl)b tolint96 (bytes,uint256) (contracts/libraries/BytesLib.sol#352-361) uses
NLINE ASM (contracts/libraries/BytesLib.sol#356-358)
BytesLib. toUint128(bytes, uint256) (contracts/libraries/BytesLib. sol#363-372) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#367-369)
BytesLib.toUint266(bytes,uint256) (contracts/libraries/BytesLib.sol#374-383) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#376-380)
BytesLib.toBytes32(bytes,uint266) (contracts/libraries/BytesLib.sol#385-394) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#389-391)
BytesLib.equal(bytes,bytes) (contracts/libraries/BytesLib.sol#396-437) uses assembly
~ INLINE ASM (contracts/libraries/BytesLib.sol#399-434)
Bytestin.equalstorago(bytes, bytes) (contracts/libraries/Byceslib. sclaia?-509) uses assembly
E ASM (contracts/libraries/BytesLib.sol#449-506)
NultlSendnallﬂnly. multiSend(bytes) (contracts/libraries/MultiSendCallOnly.sol#21-68) uses assembly
E ASM (contracts/libraries/MultiSendCallOnly.sol#23-59
nanpmxy.,enunamﬂuuuauss uint256, bytes,bytes, uint256,uint256) (contracts/periphery/CallProxy.sol#163-215) uses assembly
- INLINE ASM (contracts/periphery/CallProxy.sol#197-199)
- INLINE ASM (contracts/periphery/CallProxy.sol#206-208)
Reference: https://github.com/crytic/slither/wiki

assembly
assembly
assembly

assembly

Different versions of Solidity are used:
- Version used: ['>=0.7.8<0.9.0', '>

.8.040.9.8', '"0.8.0', '70.8.7']

- %8.8.8 (node_modules. Lin/cont le/access/. solea)

- *8.8.8 (node_modules. le.solé4)

- %8.8.0 (node_modules/@openzeppelin/contracts— upgzad!able/pzu;{ylutl]s/Inlt)al)zab]! soled)

- *8.8.8 (node_modules. Lin/co le.s0l#4)

- 78.8.0 (node_modules. Lin/ I Jutils sol#n)
- %8.8.8 (node_modules. Lin/cont Le/util sol#a)

- *8.8.9 (node_modules. Lin/ cts— Le/util sol#t)

- %8.8.8 (node_modules. Lin/cont Le/utils/st sol#4)

- *8.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#4)
- %8.8.0 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/TERC166Upgradeable . solah)
- *8.8.7 (contracts/interfaces/ICallProxy.sol#2)

.8.948.9.0 (contracts/libraries/BytesLib.sol#9)
- "0.8.7 (contracts/libraries/Flags.sol#2)

.7.8<0.9.0 (contracts/libraries/MultiSendCallOnly.sol#2)
6.8.7 (contracts/periphery/CallProxy.sol#2)

ionddif

pragma-directi

x .. rol_init() (node_modules in/contract Le/access/, r le.s01451-56) is never used and should be removed

84 le _init um:halnndl) (node_modules. le/access/. ¢ 1le.s0l#57-58) is never used and should be removed
AccessControlUpgradeable. semuummn(nyteszz bytes32) (node_modu: lin/contract: access /| ¥

le.s014203-287) is never used and should be removed
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AddressUpgradeable. functionCall(address,bytes) (node

lin/contract le/utils/, le.s501#80-82) is never used and should be remove
AddressUpgradeable. functionCallWithValus(address, bytes,uint266) (node_modu 1in/contract: le/utils/ .501#189-115) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modul infeontract. utils, le.so0l#142-144) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes,string) (node. linfcontract utils/ le
AddressUpgradeable. sendValue (address, uint256) (nede_modul n/contracts— Le/util

01#152-161) is never used and should be removed

le.s0l#55-60) is never used and should be removed
BytesLib.concat (bytes, bytes) (contracts/libraries/BytesLib.sol#13-89) is never used and should be removed

BytesLib.concatStorage(bytes,bytes) (contracts/libraries/Byteslib.sol#91-226) is never used and should be removed
BytesLib.equal(bytes,bytes) (contracts/libraries/BytesLib.sol#396-437) is never used and should be removed

BytesLib.equalStorage(bytes, bytes) (contracts/libraries/BytesLib.sol#439-589) is never used and should be remov
BytesLib. bytes,uint256) ibraries/BytesLib.sol#297-386) is never used and should be removed
BytesLib. toBytes32(bytes,uint266) (contracts/libraries/BytesLib.sol#385-394) is never used and should be removed
BytesLib.toUint128(bytes,uint256) (contracts/libraries/BytesLib.sol#363-372) is never used and should be removed
BytesLib. toUint16(bytes,uint266) (contracts/libraries/BytesLib.sol#319-328) is never used and should be removed
BytesLib.toUint256(bytes,uint256) (contracts/libraries/BytesLib.sol#374-383) is never used and should be removed
BytesLib.toUinté4(bytes,uint256) (contracts/libraries/BytesLib.sol#341-35@) is never used and should be removed
BytesLib. touint(bytes, uint256) (contracts/libraries/BytesLib.sol#308~317) is never used and should be removed

BytesLib. toUint96(bytes, uint256) (contracts/libraries/BytesLib.sol#362-361) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modules,

infeontract: le/utils, ntex: 1'.501“1572“ is never used and should be removed
ContextUpgradeable.__Context_init_unchained() (node_modul in/contracts— le/utils, ntex: 1le.s0l#22-23) is never used and should be removed
ContextUpgradeable. msgData() (node_modul: 114 util: le.sol#28-3@) is never used and should be removed
ERC165Upgradeable. __ERCL66_init() (node_modu lin/contract:
ERC165Upgradeable. ERC165_init_

le/utils/introspection/ERC165Upgradeable. s0l426-26) is never used and should be removed

) 1lin/contract: le/utils/introspection/ERC1é5Ungradeable. s01#28-29) is never used and should be removed
Flags.sotFlag(uint256,uint256,bool) (contracts/libraries/Flags.sol#36-45) is never used and should be r

af Le.3afeApprove I le, address, uint256) (node_modu

1in/contracts— le/token/ERC26/utils/SafeERC20Upgradeable . s01#45-58) is never used and should be removed
le.saf lowance (I e, address,uint256) (node_modul 1in/contracts— 1e/token/ERC20/utils/SafeERC20UpgTadeable . 501#69-80) is never used and should be removed
SafeERCZﬂupg!adeab]! safelncreasedllonance (IERC20Upgradeable, address, uint256) (node_nodul lin/contracts-, le/token/ERC26/utils/SafeERC28UpgTadeable.s01460-67) is never used and should be removed
af e.safeTransferFron(T o,address, address, uint266) (node_modul lin/contracts- 1e/token/ERG28/utils/Saf eERC2BUpgradeable. 501#29-36) is never used and should be remov
St!lngsupgzadeable.tuHeuSt!ingw)nt255D (node_modul linfeontraet utils/stri le.s0l#48-51) is never used and should be remove
StringsUpgradeable. toString(uint256) (no lin/contract

le/utils/Stri
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#dead-code

le.501#15-35) is never used and should be removed

Pragma version"0.8.8 (node_modul, 1lin/contract: 1

s01#4) allows old versions
Pragma versionn0.8.8 (node_modul. 1in/contract: le/access/1. le.sole4) allows old versions
Pragma version"e.8.8 (node_modul, 1lin/contracts— Le/proxy/utile/ Tnitiatizable. sol44) allows old versi
Pragma versione.8.8 (node_modul 1in/contracts— 1e/token/ERC20/T &.501#4) allows old versions
Pragma version"e.8.8 (node_modul, lin/contracts- le mken/swczn/un1s/sanswc1znpgna=anu.suwa; allows old versions
Pragma version®8.8.8 (node_modul, lin/contracts— le/utils/ le.s0l#4) allons old versions
Pragma versionn0.8.8 (node_modul, 1in/contract: le/utils/Contex le.sol#s) allows old versions
Pragma version"e.8.8 (node_modul, 1lin/contracts— lefutils/stri le.s0l#4) allows old versi
Pragma version"e.8.8 (node_modul lin le/utils/i Le.501#4) allows old versions
Pragma version"@.8.8 (node_modul, 1lin/contracts- e
Pragma version>=

utils/introspection/IERC165Upgradeable. solss) allows old versions
.8.8<0.9.8 (contracts/libraries/Byteslib.sol#9) is too comple:
.7.0<0.9.0 (contracts/libraries/MultiSendCallonly.sols2) is too complex
https://github.com/crytic/slither/wiki/Detect

Pragma version:
Reference:

ation#incor: idity
Low level call in AddressUpgradeable.sendvalue(address,uint256) (node_modu 1in/contract: le/utils/ 1e.501#55-60) :
- (success) = recipient.call{value: amount}() (node_modu 1in/contract: e utils/ le.501#58)
Low level call in AddressUpgradeable.functionCallwithvalue(address,bytes,uint256,string) (node_modul infeont 1e/util lo.5014123-134) :
uccess, returndata) = target.call{value: value}(data) (node_modul Lin/contracts-, Le/util s501#132)
Low level call in AddressUpgradeable.functionStaticCall(address,bytes,string) (node_modul 1in, acts— le/util 501#152-161)
- (success, returndata) = target.staticcall(data) (nod: lin/contract le/utils/ Le.s01#169)
Low level call in caupmxy.uuuuuuss,aauuss,hnes.umtzss bytes,uint256) (contracts/periphery/CallProxy.sol#74-162):
- (success) = _reserveAddress.call{va
Reference

unt}(new bytes(8)) (contracts/periphery/CallProxy.se1#99)
https //u‘umm.cm/czytic/s]itmz/«in‘/uetecmz—nucumntadunum level-calls

Function T rol_init() (n lin/contract le/access/, le.s01#51-55) is not in mixedCase

Function T rol_init unchnned(b {node_ lin/contract le/access/ le.501#57-58) is not in mixedCase
variable AccessControlUpgradeable p (node_modul linfeontraet access /) ¥ le.s01#232) is not in mixedCase

Function ContextUpgradeable.__Context_init() (node_modul Lin/contracts-, le/util 501#18-20) is not in mixedCase

Function ContextUpgradeable._ Context_init_unchained() (node_modul Lin/contracts- le/util 50l#22-23) is not in mixedCase

variable ContextUpgradeable tnode_modu 1lin/contract: le/utils/Contex 01#31) is not in mixedCase

Function ERC165Upgradeable. _ERC165_init() (node_modul in/contract:

Function ERC165Upgradeable

utils/introspection/ERC165Upgradeable.sol#24-26) is not in mixedCase
ERC165_init_unchained() (node_modul infcontract ils/introspection/ERC165Upgradeable. sol#28-29) is not in mixedCase
gap (node_modul in/contract utils/introspection/ERC165Upgradeable. sol436) is not in mixedCase
Parameter BytesLib.concat(bytes,bytes). preBytes (contracts/libraries/BytesLib.sol#14) is not in mixedCase

Parameter BytesLib.concat(bytes,bytes). postBytes (contracts/libraries/BytesLib.sol#15) is not in mixedCase
Parameter BytesLib.concatStorage(bytes,bytes).

variable ERC165Upgradeable

_preBytes (contracts/libraries/BytesLib.s0l#91) is not in mixedCase
Parameter BytesLib.concatStorage(bytes,bytes). postBytes (contracts/libraries/BytesLib.sol#91) is not in mixedCase
Parameter BytesLib.slice(bytes,uint256,uint256). bytes (contracts/libraries/BytesLib.sol#229) is not in mixedCase
Parameter BytesLib.slice(bytes,uint256,uint256). start (contracts/libraries/BytesLib.sol#230) is not in mixedCase
Parameter BytesLib.slice(bytes,uint256,uintz h (contracts/libraries/BytesLib.sol#231) is not in mixedCase
Parameter BytesLib.toAddress(bytes,uint256). bytes (contracts/libraries/Byteslib.sol#297) is not in mixedCase
Pazamoter BytesLib.toAddress(bytes,uint256). start (contracts/libraries/BytesLib.sol#297) is not in mixedCase
Parameter BytesLib.toUint8(bytes,uint256). bytes (contracts/libraries/BytesLib.sol#308) is not
Parameter BytesLib.toUintB(bytes,uint256). start (contracts/libraries/BytesLib.sol#308) is not in
Parameter BytesLib.toUint1é(bytes,uint256). bytes (contracts/libraries/BytesLib.sol#319) is not in
Parameter BytesLib.toUint16(bytes,uint256)

mixedCase
.start (contracts/libraries/Byteslib.sol#319) is not in mixedCase
Parameter BytesLib.toUint32(bytes,uint256). bytes (contracts/libraries/BytesLib.sol#338) is not in mixedCase
Parameter BytesLib.toUint32(bytes,uint?56). start (contracts/libraries/BytesLib.sol#330) is not in mixedCase
Pazameter BytesLib.toUintes(bytes,uint256). bytes (contracts/libraries/BytesLib.sol#341) is not in mixedCase
Parameter BytesLib.toUint6é(bytes,uint256). start (contracts/libraries/BytesLib.sol#341) is not in mixedCase
Pazameter BytesLib.toUint96(bytes,uint256). bytes (contracts/libraries/BytesLib.sol#352) is not in mixedCase
Parameter BytesLib.toUint9s(bytes,uint256)

Parameter BytesLib.toUint128(bytes,uint256
Parameter BytesLib.toUint128(bytes,uint256).
Parameter BytesLib.toUint256(bytes,uint256)
Pazameter BytesLib.toUint256(bytes,uint256)
Parameter BytesLib.toBytes32(bytes,uint256)
Pazameter BytesLib.toBytes32(bytes,uint256)
Parameter BytesLib.equal(bytes, bytes).

_start (contracts/libraries/BytesLib.sol#352) is not in mixedCase
bytes (contracts/libraries/BytesLib.sol#363) is not in mixedCase
start (contracts/libraries/BytesLib.sol#363) is not in mixedCase
bytes (contracts/libraries/BytesLib.sol#374) is not in mixedCase
_start (contracts/libraries/BytesLib.sol#374) is not in mixedCase
bytes (contracts/libraries/BytesLib.sol#385) is not in mixedCase
start (contracts/libraries/BytesLib.sol#385) is not in mixedCase
_preBytes (contracts/libraries/BytesLib.sol#396) is not in mixedCase
Parameter BytesLib.equal(bytes,bytes). postBytes (contracts/libraries/BytesLib.sol#396) is not in mixedCase
Parameter BytesLib.equalStorage(bytes,bytes). preBytes (contracts/libraries/BytesLib.sol#s4d) is not in mixedCase
Parameter BytesLib.equalStorage(bytes,bytes). postBytes (contracts/libraries/BytesLib.sol#441) is not in mixedCase

Parameter Flags.getFlag(uint256,uint256). packedFlags (contracts/libraries/Flags.scl#25) is not in mixedCase

Parameter Flags.getFlag(uint26,uint256). flag (contracts/libraries/Flags.sol#26) is not in mixedc:

Pazameter Flags.setFlag(uint266,uint256,bool). packedFlags (contracts/libraries/Flags.sol#37) is not in mixedCase

Parameter Flags.setFlag(uint256,uint256,bool). flag (contracts/libraries/Flags.sol#38) is not in mixedCa

Parameter Flags.setFlag(uint266,uint256,b00l). value (contracts/libraries/Flags.sol#39) is not in mixedGase

Parameter CallProxy.call(address,address,bytes,uint256,bytes,uint256). reserveAddress (contracts/periphery/CallProxy.sol#75) is not in mixedCase
Parameter CallProxy.call(address,address, bytes,uint256, bytes, uint256) . receiver (contracts/periphery/CallProxy.sol#76) is not in mixedCase
Parameter CallProxy.call(address,address,bytes,uint256,bytes, uint256). data (contracts/periphery/CallProxy.sol#77) is not in mixedCase
Parameter CallProxy.call(address,address,bytes,uint256,bytes,uint256). flags (contracts/periphery/CallProxy.sol#78) is not in mixedCase
Pazameter CallProxy.call(address,address,bytes,uint256,bytes,uint256). nativeSender (contracts/periphery/CallProxy.sol#79) is not in mixedCase
Parameter CallProxy.call(address,address,bytes,uint256,bytes,uint256)._chainldFrom (contracts/periphery/CallProxy.sol#8@) is not in mixedCase
Parameter GallProxy.callERC28(address, address,address,bytes,uint256,bytes,uint256)._token (contracts/periphery/CallProxy.sol#106) is not in mixedCase
Parameter CallProxy.callERC28(address, address,address,bytes,uint256, bytes,uint256)._reserveAddress (contracts/periphery/CallProxy.sol#107) is not in mixedCase
Parameter CallProxy.callERC26(address, address,address,bytes,uint256,bytes,uint256) . _receiver (contracts/periphery/CallProxy.sol#188) is not in mixedCas
Parameter CallProxy.callERC28(address, address,address,bytes,uint256, bytes,uint256) . _data (contracts/periphery/CallProxy.sol#109) is not in mixedCase
Parameter CallProxy.callERC26(address,address,address,bytes,uint256,bytes,uint256)._flags (contracts/periphery/CallProxy.sol#118) is not in mixedCase
Pazameter CallProxy.callERC2@(address, address,address,bytes,uint256,bytes,uint256)._nativeSender (contracts/periphery/CallProxy.sol#11l) is not in mixedCase
Parameter CallProxy.callERC26(address, address,address,bytes,uint256,bytes,uint256) i

chainIdFrom (contracts/periphery/CallProxy.sol#112) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detect ation#conf 1idity-naming- ions
BytesLib.toAddress{bytes,uint256) (contracts/libraries/BytesLib. snl~297 306) uses literals with too mﬂ"y d)g)t :
~ tempaddress = mload(uint256)(_bytes + 0x20 + ytesLib.sol#302)
Refexance: neipe: /otmun conferyticsilitner uiki fontector. batuneneat ond toomany.digis
AccessControlUpgradeable. __gap (node_modul, in/contr: access/. r le.s01#232) is never used in CallProxy (contracts/periphery/CallProxy.sol#16-235)
Reference: https: //glthuh.cnm/cryllG/sl)lhe!/vﬂh/Dnteclnr Dncumental)nn#unused state-variable

grantRole (bytesd2, address) should be declared externals
- AceessControlUpgradeable.grantRole (bytes32, address) (node_modul

. lin/contract 1e/aceess/. 01#139-141)
evokeRole (bytes3z,address) should be declared external

- bytes32,address) (node_modul Lin/ 1e le.501#152-164)
renounceRole(bytes32, address) should be declared external:

- AccessControlUpgradeable. renounceRole(bytesd2, address) (node_modu 13 1 Le.sol#170-174)
initialize() should be declared external:

- CallProxy.initialize() (contracts/periphery/CallProxy.sol#67-69)
Reference

https://github.com/crytic/slither/wiki/Detector—

ation#public-funeti 1 ernal
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contracts/periphery/DeBridgeToken.sol

DeBridgeToken.permit(address,address, uint256,uint256, uint8, bytesd2, bytes32) (contracts/periphery/DeBridgeToken.sol#110-142) uses timestamp for comparisons

ngerous comparisons:
quire(bool, string) (_deadline >= block.timestamp,permit: EXPIRED) (contracts/periphery/DeBridgeToken.sol#119)
Refersnce: https://github.com/crytic/slither/wiki,
DeBridgeToken.initialize(string, string, uints, address,address(]) (contracts/periphery/DeBridgeToken.sol#54-99) uses assembly
- INLINE ASM (contracts/periphery/DeBridgeToken.sol#76-78
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

Different versions of Solidity are used:
- Version used: ['70.8.8', '%0.8.7']
- ~8.6.0 (node_modules. Lin/contract: le/access/ x le.s0184)
i le/access/ Le.sol#h)

- "0.8.0 (node_modules 1.
- 8.8.0 (node_modules/Gopenzeppelin/contracts-upgradeable/proxy/utils/Initializable. solés)
le.sol#4)

- *0.8.0 (node_modules Lin/contract: le/security/Pausabl
- 70.8.0 (node_modules/Gopenzeppelin/contracts— 1o/token/ERC28/! Te.sol#é)
1e/token/ERC28/ T 4)

- *0.8.0 (node_modules/Gopenzeppelin/contracts—
- 78.8.0 (node_modules/@openzeppelin/contracts-upgradeable/token/ERC28/extensions/ERC28PausableUpgradeable. sol#s)

- *0.8.8 (node_modules/@openzeppelin/contracts-upgradeable/token/ERC28/extensions/ TERC2@Metadatalpgradeable . sol#4)

- "0.8.8 (node_modules, Li cts— le/util: le.sol#4)
- 79.8.0 (node_modules. Lin/contract: lefutils/stri le.solud)
n/ le/utils/is ERCL

- *8.8.9 (node_modules. Lis
%0750 (nodo_moduLas /Gopanzenpelin/contracta-upgradeable/ut ile/introsnoct ion/ TERCIESUpgradeabis. soLnk)
- *8.8.7 (contracts/interfaces/IDeBridgeToken.s0l#2
- 78.8.7 (contracts/interfaces/IERC20Permit.sol#3)
*9.8.7 (contracts/periphery/DeBridgeToken. sol#2)
Reference: https://github.com/crytic/slither/wiki n#dife prag recti

le.50l#51-55) is never used and should be removed

1_init() (node_modules 1

le.
lin/contract:

e/access/.

501#57-58) is never used and should be removed

le.501#203-267) is never used and should be removed

T 1 ©1_init_unchained() (node_modul
AccessControlUpgradeable._setRoleAdmin(bytesd2,bytes32) (node_modules Lin/contract: lefaccess/)
ContextUpgradeable.__Context_init() (node_modu: infeontract Lle/utils, Le.sol#18- zz) is never used and should be removed
ContextUpgradeable.__Context_init_unchained() (node_: in/cont: le/utils/Contex 01#22-23) is never used and should be removed

501#28-30) is never used and should be removed

c1

ContextUpgradeable._msgData() (node_modul, uti
C165_init() (node. mudu]es/@unenz!up!]1n/tuntzacts—upgxadeab]e/ut)ls/lnt!usp!:t)un/ERCl&EUpu!adeahle 501#24-26) is never used and should be remov
Le.s0l#28-29) is never used and should be removed

ERC165Upgradeable
ERC165Upgradeable.

ERC16E_init _unchained() (node_modul
e_init() (node_modules, Lin/contract: ‘token/ ER(
lin/contract;

©/token/ERC20/extensi
©.501#55-58) is never used and should be removed

P e_init_unchained(} (node_modul
ERC20Upgradeable. P it(string, string) (node_modules. Lin/contract: 1e/token/ERC20,
PausableUpgradeable. _Pausable_init() (node_modules, Lin/contracts-, le/security/Pausabl 1le.501#34-37) is never used and should be removed
PausableUpgradeable. __Pausable_init_unchained() (node_modules. security/Pausab 1le.501#39-41) is never used and should be removed
stringsUpgradeable. toHexstring(uint2s6) (node_modul, linfcontracts- le/utils/stri €.501#46-51) is never used and should be removed
lin/contracts utils/St 501#15-35) is never used and should be removed

StringsUpgradeable.toString (uint256) (node_modul
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

Pragma versionn0.8.8 (node_modules Lin/cent 1 ¥
Pragna version®®.8.8 (node_modules Lin/cont le/access/1
Pragma version0.8.8 (node_ mauus/@npmuppmn/ununs upgradeable/proxy/utils/Initializable.sol#4) allows old vers:
Pragna version"e.8.6 (node_module: in/contracts- le/security/Pausabl ol#4) allows old versions
Pragns versionnd.8.0 (node modules un/cantuns— 1e/token/ERC20/ Le.sol#4) allows old versions
Pragna version"0.8.8 (node_modules Lin/cont le/token/ERC28/T e.501#4) allows old versions
Pragna version®®.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/token/ERC28/extensions/ERC28Pausablelpgradeable. sol#4) allows old versions
Pragma versionn0.8.8 (nade, mudules/@upenz!ppelln/cuntlnctsfuppradeab]!Ituken/iwclﬂ/!ntens)uns/IERCZENetndatnupgradeab]!.sultﬂ‘D allows old versions
Pragma version®d.8.8 (nade_ nodules in/contracts- utils/Contex 0l#4) allows old versions
Pragma versionn0.8.8 (node_module: in/ lefutils/stri ol#4) allows old versions
Pragna version"e.8.8 (nade_ mudules/@upenztpnellnfcuntn:tts upnraneab]:/utl]s/)rvtruspectlun/ERn155Upgxad:ab]: sol#4) allows old versions

n/ le.sol#4) allows old versions

Pragma version"@.8.@ (node_modules
https: //github. cum/tzytlc/sl)thu/w)k1/Detectu!—Dm:umentat1und1ncuzur:t—vununs—uf solidity

le.sol#4) allows old versions
le.sol#s) allows old versions

le.sol#51-55) is not in mixedCase

Reference:
Function e rol_init() (node_ infeontract Le,
Function rol_init_ ) (node_modules. in/cont 1 le.s0l#57-58) is not in mixedCase
variable Acusscunuumpguaeame _gap (node_modul lin/eontract. Lle/accoss/. o s014232) 15 mot Gn mixedCase
Function PausableUpgradeable.__Pausable_init() (node_modul, 1in/contract, le/security/p 501#34-37) is not in mixedCase

Le/security/Pausabl e.501#39-41) is not in mixedCase

n,
le/security/Pausabl 01#97) is not in mixedCase

Function PausableUpgradeable.__Pausable_init_unchained() (node
Variable PausableUpgradeable. _gap (node_modules. Lin/cont
Function ERC28Upgradeable. ERC20_init(string,string) (node_modul linfcontract le/t / 501#55-58) is not in mixedCase
Function ERC28Upgradeable. 20_init_unchained(string,string) (node. Jeont: Le/token/ERC20/ le.s0l#68-63) is not in mixedCase
Varisble ERC20Upgradeablo.—_gap (node_rodules in/contracts Le/token/ERG28/ le.501#362) is not in mixedCase
Function le_init() (node. infeontract. &/token/ERC26/extens ions /ERC20Paus ableUpgradeable .sol#18-22) is not in mixedCa
Function le_init_ ) (node_nodules /Gapenzeppelin/contracts—upgradeable/ token/ERC20) extensions/ ERC2EPausablelpgradeable . s01424-25) iz not in " mixedtase
Variable chzaPausabuupnuauou gap (node_modul /extensions, &.501#42) is not in mixedCase
Function ContextUpgradeable.__Context_init() (node_modules Lin/contract: le/utils/Contex w-.snlus-m e not i mixedisee
lin/contract e/utils/Cont 501#22-23) is not in mixedCase

utils/i on/ER(
ableuy le.sol#18-22) is never used and should be removed
s never used and should be removed

Context_init_unchained() (node_modul

ils/is on/ER!

nt s01#31) is not in mixedCas
1:/utlls/)ntruspect1un/ER5165Upg!adeable 501824~ 26) is not in mixedCa:

o1426-29) 1a not in mixedCase

Function ContextUpgradeable.
variable ContextUpgradeable.__gap (node_modul 1in/centract. o/utils/Con
Function ERC165Upgradeable. _ERC165_init{() (nod in/cont:

Lin/

ERC165_init_unchained() (node_modul
infcontract

Function ERC165Upgradeable
Variable ERC165Upgradeable.
Parameter DeBridy

0ap (node_r

£266) . _receiver (

le uti]s/int!nspectiun/ERCléSUnnradeab]!.snltﬂ&) 120t in mixedCass
hery/DeBridgeToken.sol#93) is not in mixedCase
mount (cuntracts/p!z)phexy/De!!)dgeTuken.snltﬂ:ﬂ is not in mixedCase

Parameter DeBridgeToken.mint(address,uint256).
amount (contracts/periphery/DeBridgeToken.sol#98) is not in mixedCase
wner (contracts/periphery/DeBridgeToken.sol#111) is not in mixedCase

Parameter DeBridgeToken.burn(uint256).
Parameter DeBridgeToken.pernit(address,address,uint256,uint256,uints, bytes32, bytes?)

Parameter DeBridgeToken.pernit(address,address,uint256,uint256, uint8, bytes32, bytes32).
Parameter DeBridgeToken.pernit(address,address,uint256, uint256,uints, bytes32, bytesas)
Parameter DeBridgeToken.pernit(address,address,uint266,uint256,uint8, bytes3z, bytesaz)
Pazameter DeBridgeToken.permit(address,address,uint256, uint256, uint8, bytesd2, bytesa2)
Parameter DeBridgeToken.pernit(address,address,uint256,uint256,uints, bytes3z, bytesz)
Parameter DeBridgeToken. pernit (address, address,uint256, uint256, uint8, bytes32, bytes32) .
Variable DeseidgaToken DOMAIN.SEPARATOR. (contracto/poriphory/DebeidgeTokon. so1920) 1s mat in mixi
e

Variable DeBridgeToken._decimals (contracts/periphery/DeBridgeToken.sol#29) is not in mixedCas
1idity-

alue (contracts/periphery/DeBridgeToken.sol#113) is
deadline (contracts/periphery/DeBridgeToken.sols114) i
v (contracts/periphery/DeBridgeToken.sol#115) is not
I (contracts/periphery/DeBridgeToken.sol#116) is not
s (contracts/periphery/DeBridgeToken.sol#117} is not

o
spender (contracts/periphery/DeBridgeToken.s01#112) is not in mixedCase

not in mixedCase
is not in mixedCase
in mixedCase
in mixedCase
in mixedCase

never used in DeBridgeToken (contracts/periphery/DeBridgeToken.sol#10-166)

501#139-141)

T le.sol#152-154)

Le.s01#178-174)

Reference: https://github.com/erytic/slither/wiki/ on#cont, naming ans
ERC20PausableUpgradeable. _gap (node_modul 1 1 le.sol#42) is
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#unused-state-variable
grantRole (bytes32, address) should be declared external:

- AccessControlUpgradeable. urnntRnle(hyles!Z addressi (node_modul lin/contract le/access/
revoksRols (bytssaz, aduxess) should be declared exte:

ddress) (node_modules. Lin/contract: le/access/

renounceRole(bytesd2, addrass) should be declarad externsl:

- AccessControlUpgradeable. renounceRole(bytes32, address) (node_modu linfcontract le/access/.
nane() should be declared external:

~ ERC28Upgradeable.name() (node_modul Lin/contract: &/ token/ER le.501468-70)
synbol() should be declared external:

inf e/ token/ERC20/! Le.501#76-78)

~ ERC28Upgradeable.synbol() (node_modules.

decimals() should be declared external:
- DeBridgeToken.decimals() (connacts/neunhe!v/DeEn.duToker\ S0L#L45-147)
Lin/contract: ‘token,

le.s01493-95)

- ERC26Upgradeable.decimals() (node_modul

totalSupplyl) should be declared external:
& lin/centract, o/ token/ER

C20Upgradeable. totalSupply () (node_modul,

1

‘token/ERC28/

balanceOf (address) should be declared oxternal:
20Upgradeable. balanceOf(address) (node_modul Lin/contract: le,

le/token/ERC20/

le.s01#100-102)

01#107-109)

le.sol#119-122)

transter(address,uint256) should be declared extern
- ERC2@Upgradeable.transfer(address,uint256) {r\aue _modules/@openzeppelin/contracts—

Le.s0l#127-129)

501#156-170)

501#184-187)

501#203-211)

allowance (address, address) should be declared external:
le.a address) {node_ n/ Le/token/ERC20/
app!uv!(add!ess uint266) should be declared external:
ERC28Upgradeable. approve (address,uint256) (node_modul 1lin/contract: ‘token, 1e.501#136-141)
eransterfzom(adiress, addrass, uint256) hould be declared extern
t sdizess, uint256) (node_nodu linfcontract Le/t
mcuasennamnce(anauss.umtzse) should be declared external:
- ERC28Upgradeable.increaseAllowance (address,uint256) (node_modul lin/contract Le/token/ERC20
decreaseAllowance (address,uint256) should be declared extezrnali
ERC20Upgradeable.decreaseAllowance (address, uint256) (node_modul lin/contract Le/token/ERC20
pause() should be declared external
- DeBridgeToken.pause() :cunuacts/p"ipnuy/uesziugﬂuken.su]usuasz)
unpause() should be declared exter
~ DeBridgeToken.unpause () (:untzacts/peuphery/ﬂeE!xugeTuku\ 501#155-157)
tion#public-functi 1 ernal

https://github.com/crytic/slither/wiki/Detector-

Reference
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contracts/periphery/DeBridgeTokenPaused. sol

DeBridgeToken.pernit(address, address,uint256, uint256, uint8, bytes32, bytes32) (contracts/periphery/DeBridgeToken.sol#110-142) uses timestamp for comparisons
angerous comparisons:
- require(bool,string) (_deadline >= block.timestamp,permit: EXPIRED) (contracts/periphery/DeBridgeToken.sol#119)

Reference: https://github.com/crytic/slither/wiki/! P

DeBridgeToken.initialize(string, string,uint8, address,address[]) (contracts/periphery/DeBridgeToken.sol#54-98) uses assembly

~ INLINE ASM (contracts/periphery/DeBridgeToken.sol#76-78
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage

Difforent versions of Selidity are used:

- Version used: ['20.8.8', '10.8.7']

- %0.8.9 (node_modules, Lin/contr o/accoss/ Le.sol#)

- %0.8.0 (node_nodules. Tin/contract solua)

7 28.8.0 (node_modules/ Gopenzeppel in/ cantracts unﬂ!adeahle/Drnly/ul)ls/In)tmllzable sol#e)
e.sol#4)

- %0.8.8 (node_module: Lin/contract e/security/Pau
- %0.8.8 Anune,muues Lin/contract e/ token/ERC20, h-.suuu
- 70.8.8 (node_module: &/token/ERC20/1 sol#s)
- 70.8.8 (node, lvmdu]es/@up!nz!ppel)n/cnnt!a:ts upg!adeahl:/tuk!n/ERCZB/extens)ans/ERCZBPausab]eUpgzad!able s0l#4)
- %0.8.8 (node_modules. in/contract. e/token/ ns/TERC20Metadat, s01#4)
- 20.8.8 (node_modules, lln/cuntlact e/utils/Contex le.sol#4)

Lin/contract e un‘ls/sm‘ le.sol#s)

- 20.8.8 (node_modules.
- 70.8.8 (node_module: Lin/ Ls/

%0780 (node_madulas/Gopenseppelin/contracts upgzndeable/ut)ls/1nt!uspect10n/IERCl£5Upgzadeable sol#a)
- %0.8.7 (contracts/interfaces/IDeBridgeToken.sol#2)

- 70.8.7 (contracts/interfaces/IERC28Permit.sol#3)

- 78.8.7 (contracts/periphery/DeBridgeToken.sol#2)

- 78.8.7 (contracts/periphery/DeBridgeTokenPaused.sol#2)

Pragna version*8.8.8 (node_modules
Pragna version*8.8.8 (node_modules. infeontraet.
Pragna version*0.8.8 (node_modules/Gopenzeppelin/contracts- upglﬂaeab]e/wuxy/ut)1s/In)t1a]11nb]e sol#4) allows old versions

sol#4) allows old versions

Pragna version*@.8.8 (node_modules security/P
Pragma version"@.8.@ (node_modules. in/eontract ‘token/ERC28/| sol#d) allows old versions
Pragma version8.8.8 (node_modules. in/contract ‘token/ERC28/T le.sol#4) allows old versions

‘token/ERC20/ extensions /ERC20PausableUpgradeable. sol#h) allows old versions

Pragma version*@.8.0 (node_medul
Pragna version*8.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/token/ERC20/extensions /IERC2OMe tadataUpgradeable. solus) allows old versions

utils/Contex le.sol#4) allows old versions

stri Te.sol#4) allows old versions

Pragma version*8.8.8 (node_modules.
infeontract

Pragma version"@.8.@ (node_modules
Pragna version*8.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC1é5Upgradeable. sol#4) allons old versions
/IERCL sol#4) allows old versions

Funetion x .
Tol_init_unchained() (node_modules.
Le. salnzszb is not in mixedCase

Function
Variable Accessnor\tzolUnaHdeable gap (node_modules in/ e/access
Function PausableUpgradeable.__Pausable_init() (node_modules infcontract. security/Pausabl 01#34-37) is not in mixedCa:
Function Pausshlelpgradeabls. _Pausable.init _unchained() Annde modules. in/contracts- le/security/Pausabl 501#3941) 15 not in mixedCase
Variable Pausabl _gap (node_ 1le/security/Pausabl 1e.501#97) is not in mixedCase
*cicae. init(siring.sering) (nods. munulu/@npenzenpeh"/cuntucts— le/token/ERC20/ 501#56-58) is not in mixedCase
e/ token/ERC20/! le.501#60-63) is not in mixedCase

Function ERC20Upgradeable.

Function ERC20Upgradeable.
le.sol#362) is not in mixedCase

_ERC20_init_unchained(string,string) (no
1in. cuntzact

le/token/ERC20,

Variable ERC20Upgradeable.__gap (node_modu
Function 1 le.. Le_init() (node s Linfcontract
Function 1 le._ le_init_ ) (node _ in/contract xtens i Ungradeable
Variable 1 - (node_modu linfcontract. e tuken/ERC2ﬂ/extens)uns/ERCQﬂPausableUpgndeable So1042) 18 not in mixedbase
Function ContextUpgradeable.__Context_init() (node_modules. Lin/contracts— le/utils/Contex 01#16-28) is not in mixedCase

in racts- Loutils le.s0l#22-23) is not in mixedCase

_Context_init_unchained() (node_modul,
gap (node_modul; 1in/contract: le/utils/Contex e.s0l#31) is not in mixedCase
ERG165_init() (node_r in/contract: le/ut)ls/)nl!nspecl)nn/[REi&SUpuradeable 501#24-26) is not in mixedCa
ERC165_init_unchained() (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradesble. sol#28-28) is not in ™ mixedcase
e/utils/introspection/ERC165Upgradeable. 501#36) is not in mixedCase

Function ContextUpgradeable.
variable ContextUpgradeable.
Function ERC165Upgradeable
Function ERC165Upgradeable
Variable ERC165Upgradeable. _gap (node_modu /contract.
Parameter DeBridgeToken.mint(address,uint256). receiver (contracts/periphery/DeBridgeToken.sol#93) is not in mixedCase
Parameter DeBridgeToken.mint(address,uint?56). amount (contracts/periphery/DeBridgeToken.sol#93) is not in mixedCase
Parameter DeBridgeToken.burn(uint256). amount (contracts/periphery/DeBridgeToken.sol#98) is not in mixedCase
Parameter DeBridgeToken.permit(address,address,uint266,uint256,uint8, bytes3s, bytes3z). owner (contracts/periphery/DeBridgeToken.sol#111) is not in mixedCase
Parameter DeBridgeToken. pernit (address, address,uint256, uint256,uint8, bytes32, bytes32) . spendsr (contracts/periphery/DeBridgeToken.s0l#112) is not in mixedCase
Parameter DeBridgeToken.permit(address,address,uint266,uint256,uint8, bytes3s, bytes32). _value (contracts/periphery/DeBridgeToken.sol#113) is not in mixedCase
deadline (contracts/periphery/DeBridgeToken.sol#114) is not in mixedCase

Parameter DeBridgeToken.permit(address,address,uint256,uint256,uint8, bytes32, bytes3z).
Parameter DeBridgeToken.pernit(address,address,uint256,uint256,uints, bytes32, bytes32). v (contracts/periphery/DeBridgeToken.sol#115) is not in mixedCase
r (contracts/periphery/DeBridgeToken.sol#116) is not in mixedCase

mixedCase

Parameter DeBridgeToken.pernit(address,address,uint266,uint256,uint8, bytes3z, bytes3z)
Parameter DeBridgeToken.permit(address,address,uint266,uint256,uint8, bytes32, bytesaz).
Variable DeBridgeToken.DOMAIN_SEPARATOR (contracts/periphery/DeBridgeToken.sol#21) is not in mixedCas
Variable DeBridgeToken. decimals (contracts/periphery/DeBridgeToken.sol#29) is not in mixedCase

Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#conformance—to-solidity-naning-conventions

s (contracts/periphery/DeBridgeToken.sol#117) is not in

Pragma version"@.8.8 (node_modules
Reference: https://github.com/crytic/sLither/wiki/Det ationsi i idity
1e 0l_init() (node_modules, infeontract 1ofaccoss/ 201#51-56) is ot in mixedCase
lin/contract 501457-58) is not in mixedCase

Roference: https://github.com/crytic/slither/wiki/Det ationsdirff pragna-directi
- 1_init() (node in/ 1e, le.501#51-55) is never used and should be removed
01_init_unchained() (node_ 1in/contract: le/access/. T lo.s0l#57-58) is never used and should be removed
AocesaGontrollngradenble. setholeAdnin(bytesd2, bytesd2) (node.nadules Lin/cont le/access/ le.501#203-207) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modul Lin/eont le/utils/Cont 1s-s01418-20) is naver used and should be reroved
Contextupgradeable. _Context_init_unchained() (node_modul Lin/contracts— Le/utils/Contex le.s01#22-23) is never used and should be removed
ContextUpgradeable. msgData() (node_modules Lin 28-38) is never used and should be removed
DeBridgeToken._beforeTokenTransfer (address, address,uint256) (contracts/periphery/DeBridgeToken.sol#169-165) is never used and should be remove,
ERC165Upgradeable. _ERC165_init() (node_madules/Gopenzeppelin/contracts-upgradeable/utils/introspection /ERC165Ungradeablo. sol #2~ 26) is never used and should be remove
ERC165Upgradeable.__ERC165_init_unchained() (nods_modules le/utils/i 1e.501#28-29) is never used and should be removed
1 ~ e_init() (node_t Lin/contract 1e/token/ERC20/ex tensions /ERC28PausableUpgradeable. sol#18-22) is never used and should be rem
C20P 1 - e_init_unchained() (node_ lin/contracts- e/token/ERC20/extensions/ERC20PausableUpgradeable . 501#24-25) is never used and should be removed
ERC20PausableUpgradeable. _beforeTokenTransfer(address,addross,uint256) (node_ 1in/contract: ©/token/ERC20/extensions/ERC20PausabloUpgradeable. sol#33-41) is never used and should be removi
ERC20Upgradeable.__ERC20_init(string, string) (node_modu 1in/contracts- 1e/token/ERC20 le.s0l#55-58) is never used and should be removed
ERC20Upgradeable._beforeTokenTransfer (address,address,uint256) (node_modules in token/ERC20/ 1e.501#337-341) is never used and should be removed
PausableUpgradeable.__Pausable_init() (node_ 1in/contract: le/security/Pausabl le.501434-37) is never used and should be remove
PausablelUpgradeable.__Pausable_init_unchained() (node_ 1in/contract: le/security/Pausabl le.s01#39-41) is never used and should be removed
StringsUpgradeable. toHexString(uint256) (node_modules. in/contract e/utils/Stri le.sol#4e-51) is never used and should be removed
StringsUpgradeable. toString(uint256) (node_modules. in/contr utils/Stri le.s0l#15-35) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code
in/contract access/! : e.s01#4) allows old versions
lo.s0l44) allows old versions

1o het in mixedCase

1e tuken/ERCZﬂ/utensluns/ERCZBPausab]eUpg!adeable 501#18-22) is not in mixedCa
ablel 01424

v/DeBridgeT,

ERC2@PausableUpgradeable. _gap (node_modules/@openzeppelin/contracts-upgradeable/token/ERC20/extensions/ERC28PausableUpgradeable . sol#42) is never used in DeBridgeT

Reference: https://github.confcrytic/slither/wiki/Detector-Documentation#unused-state-variab

le.s0l#139-141)

grantRole (bytes32, address) should be declared external:
- ssControlUpgradeable.grantRole (bytesd2, address) (node_modules. Lin/contract: 1e/access/ ¥

rovokeRole (bytesd2, address) should be doclared external:
le.s014152-154)

le

ddress) (node_modules in/cont

revokeRole (byt

renounceRole(bytesd2, address) should be declared external:

- ssControlUpgradeable. renounceRole (bytes3z, address) (node_modul 1in/contract: le/access/ T le.s0l#176-174)
nane() should be declared external:

~ ERC28Upgradeable.name() (node_modul 1in/contract: e/ token/ERC20/ 1e.s0l#68-70)
synbol() should be declared external:

~ ERC28Upgradeable.symbol() (node_ Le. 1s.501#76-78)
decinalst) should be declared external:

DeBridgeToken.decinals() (contracts/periphery/DeBridgeToken.sol#145-147)

- ERC28Upgradeable.decimals() (node_modules/@openzeppelin/contracts-upgradeable/token/ERC26/ERCIBUpgradeable. so1493-95)

totalSupply() should be declared external:
eUpgradeable. totalSupply () (node_modules/@openzeppelin/contracts— le/token/ERC20/ le.s01#100-162)
balance0f (address) should be declared extern
C20Upgradeable. balanceOf (address) (node_modules n/ Le, / 501#107-109)

transfer(address,uint256) should be declared external:

- @Upgradeable. transfer (address,uint256) (node_ in/cont: le/t / s01#119-122)
allowance (address, address) should be declared external:

- ERC28Upgradeable.allowance(address, address) (node_modul lin/contract token, le.501#127-129)
approve (address, uint256) should be declared external:

ERC20Upgradeable. approve (address,uint256) (node_modules/@openzeppelin/contracts— le/token/ERC20/ Le.501#136-161)
eransforfron(address, address, uint256) should be declared external:
t address, uint256) (node_modules/@openzeppelin/contracts— e/ token/ERC20, le.501#156-170)

1e/token/ERC20/ERC28Upgradeable. sol#184-187)

1ncreas=Allanance(address,u)nl?Sé) should be declared external:
RC28Upgradeable. increaseAllonance (address,uint256) (node_modul Lin/contract:

decuasennumnmanauss uint256) should be declared external:
20Upgradeable. decreassAllowance (address, uint256) (node_modules/@openzeppelin/contracts-upgradeable/token/ERC20/ERC20Upgradeable. so01#203-211)
pause() should be declared external:
- DeBridgeToken.pause() (contzacts/periphery/DeBridgeToken.sol#158-152)
unpause () should be declared external:
— DeBridgeToken.unpause() (contracts/periphery/DeBridgeToken.sol#155-157)
Reference: https://github.eomferytic/slither/wiki/Detector-Documentation#publie—function-that-could-he-declare
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AUTOMATED TESTING

contracts/periphery/DeBridgeTokenProxy.sol

ERC1967Upgrade . _upgradeToAndCall(address, bytes,bool) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade . 501864-73) ignores return value by Address.functionDelegateCall(newImplementation,data) (node_

rade.sol#71)
ERC1967Upgrade .
1967Upgrade. 50149
ERC1967Upgrade . _upgradeToAndCallSecure(address, bytes,bool) (node_modules/Qopenzeppelin/contracts/proxy/ERC1967/ERCI967Upgrade . sol#80-108) ignores return value by Address.functionDelegateCall(newInplementation,abi.
) (nod._modules  Sopenzeppel in/contrat sy prony /ERG1967) ERO154 Unpr ade - so 1495 101)

ERC1967Upgrade . _upgradeBeaconToAndCall(address, bytes,bool) (node 1
< Tmroxy /ERC1967/ERC1967Uporade 5014191

Reference: https://github.com/crytic/slither/wiki

upgradeTonndcalisecure(address, bytes, bool) (nods_modulas/Copenzappel in/contracts/proxy /ERE1967/ERC196TUpgxads  201480-108) ignares raturn value by Address. functiondslegateCall (newInplementation, data)

7Upgrade . s01#183-193) ignores return value by Address.functionDelegateCall(IBeacon(newBeacon).imp

Reentrancy in ERC1967Upgrade._upgradeToAndCallSecureladdress, bytes,bool) (node_modules lin/contracts/p 1967/ERC1967Upgrade . s01#80-108) :

External calls:
- Address. fun:()unntleuatena]l(rvewIlnp]ementaUun data) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01490)
- Address. functi 11 on, abi. encod upgradeTo(addzess) ,oldInplementation)) (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade . s0l#98-101)
Event emitted after the canm:
~ Upgraded{newInplementation) (node_modules/@openzeppelin/centracts/proxy/ERCL967/ERC1967Upgrade . s0l#56)
~ _upgradeTo(newInplementation) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01#106)
Reference: https://github.com/crytic/slither/miki ion#reent ilities-3

Proxy._delegate(address) (node_modules/Gopenzeppelin/contracts/proxy/Proxy.sol#22-45) uses assembly
< INLINE ASM (node_modules/@openzeppelin/contracts/proxy/Proxy.sol#23-44)
sContract(address) (node_modules/@openzeppelin/contracts/utils/Address.sol#27-37) uses assembly
~ INLINE ASM (node_modules/@openzeppelin/contracts/utils/Address.so1#33-35)
Address.verifyCallResult(bool, bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#196-216) uses assembly
~ INLINE ASM (node_modules/Gopenzeppelin/contracts/utils/Address.sol#208-211)
StorageSlot.getAddressSlot (bytes32) (node_modules/Ropenzeppelin/contracts/utils/StorageSlot.sol#52-56) uses assembly
~ INLINE ASM (node_modules/@openzeppelin/contracts/utils/Storageslot.sol#53-55)
StorageSlot.getBooleanSlot (bytes3?) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#61-65) uses assembly
~ INLINE ASM (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#s2-64)
Storageslot.getBytesazsiot (bytesaz) (node_modules/@openzeppelin/contracts/utils/StorageSiot.sol#7-76) uses assembly
- INLINE ASM (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#71-73)
Storageslot.getUint256S1ot (bytes32) (node_modules/@openzeppelin/contracts/utils/StorageSlot.so1#79-83) uses assembly
- INLINE ASM (node_modules/Gopenzeppelin/contracts/utils/StorageSlot. sol#68-82)
Reference: https://github.com/crytic/slither/wiki g

Address

Different versions of Solidity are used:
- Version used: ['70.8.8', '%8.8.2', '"0.8.7']
- *8.8.2 (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sal#4)
- %8.8.0 (node_modules/@openzeppelin/contracts/proxy/Proxy.sol#s
- *8.8.9 (node_modules/Gopenzeppelin/contracts/proxy/beacon/BeaconProxy.sol#s)
- *8.8.9 (node_modules/@openzeppelin/contracts/proxy/beacon/IBeacon. sole4)
- 78.8.9 (node_modules/@openzeppelin/contracts/utils/Address.soles)
- *8.8.8 (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#4)
8.8.7 (contracts/periphery/DeBridgeTokenProxy.sol#2)
Reference: https://github.com/crytic/slither/miki on#di f pragna-directi

Address. functionCall(address,bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#89-82) is never used and should be removed
Address. functionCall(address,bytes, string) (node_modules/@openzeppelin/contracts/utils/Address.s01#99-96) is never used and should be removed

Address. functionCallwithValue(address, bytes,uint266) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#189-115) is never used and should be removed
Address. functionCallWithValue(address, bytes, uint256, string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#123-134) is never used and should be
Address. functionStaticCall(address,bytes) (node_modules/Qopenzeppelin/contracts/utils/Address.sol#162-144) is never used and should be removed

Address. functionstaticCall(address, bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#162-161) is never used and should be removed
Address.sendValue (address,uint256) (node_modules Li utils/Add is never used and should be removed
BeaconProxy._beacon() (node_modules/Qopenzeppelin/contracts/proxy/beacon/BeaconProxy.sol#38—40) is never used and should be removed
BeaconProxy._setBeacon(address, bytes) (node_modules/@openzeppelin/contracts/proxy/beacon/BeaconProxy.sol#59-61) is never used and should be removed
ERC1967Upgrade . _changeAdmin (address) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#142-145) is never used and should be removed
ERC1967Upgrads ._getadnin() (nods_modules/Gopenzepne Lin/contracts /proxy, ERC1967/ERCL96 7Upgrads. 3014125-127) i never used and should be removed
ERC1967Upgrade._getInplementation() (node_modul P 967/ERCL967Upgrade . 501#37-39) is never used and should be removed
ERC1967Upgrade._setAdnin(address) (nnde_lnudules/@upenz!ppel)n/cnn(!a:(s/p!nxy/ERE1557/ERC19&7upg!ade 501#132-135) is never used and should be removed
ERC1967Upgrade._setImplementation(address) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01#44-47) is never used and should be removed
ERC1967Upgrade._upgradeTo(address) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#56-57) is never used and should be removed

ERC1967Upgrade ._upgradeToAndCall(address, bytes, bool) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. 501864-73) is never used and should be removed
ERC1967Upgrade ._upgzadeToAndCallSecuze (address, bytes,bool) (node_modules/Qopenzeppelin/contracts/proxy/ERC1967/ERCI967Upgzads . 501#80-108) is never used and should be removed
storageslot.getBooleanslot (bytes32) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#61-65) is never used and should be removed
StorageSlot.getBytes32S1ot (bytes32) (node_modules/@openzeppelin/contracts/utils/StorageSlot.so1#78-74) is never used and should be removed
StorageSlot.getUint2s6slot (bytes32) (node_modules/@openzeppelin/contracts/utils/StorageSlot.so1#79-83) is never used and should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

Pragna version*®.8.2 (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#4) allows old versions
Pragna version*d.8.8 (node_modules/Gopenzeppelin/contracts/proxy/Proxy.sol#4) allows old versions

Pragna version0.8.8 (node_modules/Gopenzeppelin/econtracts/proxy/beacon/BeaconProxy.sol#) allows old versions
Pragna version*d.8.8 (node_modules/Gopenzeppelin/contracts/proxy/beacon/IBeacon.sol#4) allows old versions

Pragma version'@.8.8 (node_modul lin utils/Add 1#4) allows old versions

Pragma version8.8.8 (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#4) allows old versions
Jgithub.con/crytic/slither/wiki/Detector-Docunentation#incorrect-versions-of-solidity

Low level call in Address.sendValue(address,uint256) (node_modules/Qopenzeppelin/contracts/utils/Address.sol#55-60):
~ (success) = recipient.call{value: amount}() (node_modules/Gopenzeppelin/contracts/utils/Address. sol#58)
Low level call in Address.functionCallWithValue(address,bytes,uint256,string) (node madu]es/@unenlt[we]1n/tcntrac(s/ut)]s/lddress 501#123-134) 1
- (success,returndata) = target.calll{value: value}(data) (node_modules Lin/ util 132)
Low level call in Address.functionStaticCall(address,bytes,string) (nud!_nmﬂu]!s/(ﬂupenleppe]1n/cunt!acts/u(l]s/ﬂddzess.sullﬂsi—léiD.
- (success, returndata) = target.staticcall(data) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#159)
Low level eall in Address.functionDelegateCall(address, bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#179-188):
- (success, returndata) = target.delegatecall(data) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#186)
Reference: https://github.com/crytie/slither/wiki/Detector-Docunentation#low-level-calls
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AUTOMATED TESTING

contracts/periphery/FeeProxy.sol

FeeProxy. nuanunlOut(ulntZEﬁ wint256, uint256) (cnntncll/n-rwh-ry/Fu-mey.:010258 269) uses a dangerous strict equality:
~ amountIn == @ (contracts/periphery/FeeProxy 63)

Reference: https://github.con/crytic/slither/wiki/De -ttnr Dntummht)nnldlng-mm -strict-equalities
FeeProxy._burnTransfer (address,uint266,uint266,uint256) (contracts/periphery/FeeProxy.sol#217-234) ignores return value by debridgeGate.send{value: _nativeFixFee}(
xy.s0l#224-233)

Reference

rc20Token, _anount, _nativeChainId, feeProxyAddresse
https://github.con/crytic/slither/wiki/Detector-Docunentation#unused-return

Addressupgradesble. isContract (address) (nods_modul

lin/eontract util 10.501427-37) uses assembly
INLINE ASM (node s infcontr, e/ut 501#33-35)
Aaaussupazaunu.uufycamesumml,nyus,smnm (node_modules n/contracts— Le/util Le.sol#169-189) uses assembly
ac le/util 501#181-184)

FeoProxy . tuAdd!ess(hvles) (contracts/periphery/FeeProxy.sol#271-278) uses assembly
INLINE ASM (contracts/periphery/FoeProxy.sol#275-2

FesP!nny getChainId() (contracts/periphery/FeeProxy.sol#288-284) uses assembly
INLINE ASM (contracts/periphory/FaeProxy. sol#281-283)

Reference: https://github.con/crytic/slither/wiki/!

Different versions of Solidity are used:
- Version used: ['*0.8.8', '"8.8.7']

- "8.8.0 (node_modules. in/cont: 1e/access/. e.sol#4)
- "8.8.0 (node_modules. in/cont: Le/access/T le.sol84)
- "8.8.0 (node_modules. n/ Le/provy utile Tnitializsnie. sortt)

- "8.8.0 (node_modules. in/cont: Le/security/Pausabl sol#a)

- 70.8.0 (node_modules/Gopenzeppelin/contracts— token/ERC20/ le. 5ol

< 78.8.9 (nodo_nadules /Gopenzeppolin/ contxacts-upgradeable/

token/ERC20/utils/Saf sERC28Upgradeable . sol#4)
- "8.8.0 (node_modules

in/contracts-— Le/utils/) e.501#4)
- "8.8.8 (node_modules, in/eont le/utils le.sol#d)
- 16.8.0 (node_modules in/contracts- le/utils/Stri Le.s0l#4)
- "9.8.0 (node_modules n/ Le/utils/i i Le.sol#)
- 0.8.0 i

(node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/TERC165Uparadeable. sol#s)
- "8.8.7 (contracts/interfaces/IDeBridgeGate.sol#2)

- "8.8.7 (contracts/interfaces/IFeeProxy.sol#2)

- "8.8.7 (contracts/interfaces/TUniswapV2Factory.sol#2)

- "8.8.7 (contracts/interfaces/IUniswapV2Pair.sol#2)

- ~8.8.7 (contracts/interfaces/TWETH.501#2)

- "8.8.7 (contracts/periphery/FeeProxy.sol#2)
Reference: https://github.con/crytic/slither/wiki/

ion#dif

pragna-directi
x rol_init() (node_modules in/cont: le, le.501#51-58) is never used and should be rem
x rol_init_unchained() (node_modules Lin/cont 1 x le.501#57-58) is never used and should be removed
ni{bytes32, bytes32) (node_modu: tt e/access 1s.501#203-207) is never used and should be removed
Addressupgradeable. funct)nnﬂa]l(adﬂ!ess bytes) (node_madules 1in/contract: le/utils/ 1e is never used and should be removed
CalltiithValue (add bytes,uint256) (node_modul 1 s le/utils le.50l#109-115) is never used and should be removed
Aud!usupg!adeable.funct)nnstat)cca]](auduss,byusb (node_modu lin/contract. utils/ le.s0l#142-144) is never used and should be removed
AddressUpgradeable. functionStaticGall(address, bytes, string) (node_modul 1in/contract: utils/. 1le.501#152-161) is never used and should be removed
1o.sendval uint256) (node_modul 1in/contract: utils/. 1o.501455-60) is never used and should be removed
ContextUpgradeable. __Context_init() (node_modul 1in/contract: utils/Contex 1le.501#16-20) is never used and should be removed
ContextUpgradeable. _Context_init_unchained() (node_modul utils, le.501#22-23) is never used and should be removed
ContextUpgradeable. msgbata() (node_modules Lin/contract: le/utils

ntex le.501#28-30) is never used and should be removed

ERC165_init() (node_modules/Gopenzeppelin/contracts—upgradeable/utils/introspection/ERC165Upgradeable.s01#24-26) is never used and should be removed
ERC165_init_unchained() (node_modules/@openzeppelin/contracts—upgradeablefutils/introspection/ERC165Upgradeable.sol#28-29) is never used and should be removed
PausableUpgradeable.__Pausable_init() (node_modules in/contracts- 1e/security/Pausabl

Pausabl usable_init_ ) (node_modules. in/

501#34-37) is never used and should be removed

501#39-41) is never used and should be removed
ress,uint256) (node_modules/@openzeppelin/contracts-upgradeable/token/ERC28/utils/SafeERC20UpgTadeable.501#69-88) is never used and should be removed
SaFeERC20UngTadesble. safelncreaseAllonance( [ERC20Ungradeable, addrase, Vint256) (node_nodules Gonanseppelin contracts-upgradesble/token/ERC26, ucile/SaretRC20Upgradeable. s01460-67) is never used and should be removed
SafeERC20Upgradeable. safeTrans ferFron(IERCZ0Upgradeable, address, address, uint256) (node_modu

le/security/Pausabl

lin/contracts- e /token/ERC20/utils/SafeERC20Upgradeable. s01429-36) is never used and should be remov
StringsUpgradeable. toHexString (uint256) (node. mauu1es/@apanzeppelm/cantmcts— le/utils/Stri le.501#48-51) is never used and should be removed
stringsUpgradeable. toString(uint256) (node_m in/contract: le/utils/Stri
Reference:

le.sol#15-35) is never used and should be removed
https://github. :m/czync/shthu/m‘ki/neucmr—nn:umntntmnunean—:une

Pragma version"®.8.9 (node_ T s01#4) allows old versions
Pragma version0.8.9 (node

Le/access/ I/ le.sol#4) allows old versions
Pragma version"e.8.8 (node_ infcontract. le.

infcontract le/access/.

proxy/utils/Initializable.sols4) allows old versions

Pragma version®0.8.8 (node in/contract. le/security le.50l#4) allows old versions

Pragma version®0.8.8 (node_ infeontract. Lo/t JesoLai) aliows old versions

Pragma version®0.8.8 (node in/contract: Lo/t utils/Saf s0l#4) allows old versions
Pragma version"e.8.0 (node_r Le/util sol#4) allows old versions

Pragna version"e.8.8 (node in/contract. Le/utils/Con sol#a) allows old versions

Pragma version®®.8.8 (node_r in/contract. le/utils/Stri 1#4) allons old versions

Pragma version®0.8.8 (node_ infeontract. I

Pragma version®®.8.8 (node_ infcontract Le.
Reference: https://github.con/crytic/slither/wiki/!

utils/introspection/ERC165Upgradeable.sol#s) allows old versions
utils/introspection/TERC165Upgradeable. s01#4) alloms old versions
n#incorrect-versions-of-solidity

Low level call in AddressUpgradeable.sendvalue(address, uint256) (nnde,mnules

in/cont: s le/util; 501#55-60) :
~ (success) = recipient.call{value: amount}() (node_module: infcont le/util. So1#58)
Low level call in AddressUpgradeable. funtt)anCnllwlthValu:(nddless bytes,uint256,string) (node_modu: lin/contract utils/ le.s0l#123-134):
- (success,returndata) = target.call{valu value}(data) (node 14 uti. le.s01#132)
Low level call in AddressUpgradeable.functionstaticCall(address,bytes,string) (node_modules. in/contract Le/util le.s0l#152-161):
- (success, returndata) = target.staticcall(data) (node_modules lin/contracts— le/util: 501#159)
Low level call in FeeProxy.

_safeTransferETH(address,uint256) (contracts/periphery/FeeProxy.sol#291-294):
to.call{value: value}(new bytes(8)) (contracts/periphery/FeeProxy.s01#292)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#low-Level-call

- (success) =

Function r0l_init() (node_modules Lin/cont le/access/: 501#51-55) is not in mixedGase

Function - rol_init_unchained() (node_modules. Lin/cent le/access/. 501#57-58) is not in mixedCase
Variable AccessControlUpgradeable. _gap (node_modules Lin/contracts- Le/access/. 501#232) is not in mixedCase

Function PausableUpgradeable.__Pausable_init() (nede_modules. L le/s y 1le.501#34-37) is not in mixedCase

Function PausableUpgradeable.__Pausable_init_unchained() (node_modules. Lin/contracts— le/security/Pausabl le.501#39-41) is not in mixedCase

Variable Pausabl le.__gap {node_mod. in security/Pausabl Le.50l#97) is not in mixedCase

Function ContextUpgradeable.__Context_init() (node_modu: lin/contract utils/Contex le.s0l#18-20) is not in mixedCase

Function ContextUpgradeable. _Context_ i (node_ lin/contract utils/Contex 1le.501#22-23) is not in mixedCase

Variable ContextUpgradeable.__gap (node_modules, infeontract. le/utils/Cont le.s0l#31) is not in mixedCase

Function ERC165Upgradeable

ERC165_init() (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#24-26) is not in mixed
Function ERC165Upgradeable. ERC165_init_unchained() (node_modul Lin/ lefutils/i

Lo.s01#28.29) 18 not in mixedcase
Variable ERC165Upgradeable ode_nodules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable . s01#36) is not in mixedCase
Function IUniswapV2Pair.DOMAIN_SEPARATOR() (contracts/interfaces/IUniswapV2Pair.sol#38) is not in mixedCase
Function IUniswapV2Pair.PERMIT_TYPEHASH() (contracts/interfaces/IUniswapv2Pair.sol#32) is not in mixedCase

Function IUniswapV2Pair.MINIMUM_LIQUIDITY() (cnntxacls/)ntexfﬂces/lun)swalePal! 501#58) is not in mixedCas
Parameter FeeProxy.initialize(IUni:

'y, IWETH) . _1 t: t pennhuy/FeeP!My sol#66) is not in mixedCase
Parameter FeeProxy.initialize(IUniswapV2Factory, IWETH) . weth (cnntlacts/penphe!y/Fe!Pnuy s01#66) is not in mixedCas
Parameter FeeProxy.setUniswapFactory(IUniswapV2Factory)

_uniswapFactory (contracts/periphery/FeeProxy.sol#82) is not in mixedCase
debridgeGate (contracts/periphery/FeeProxy.sol#86) is not in mixedCase
_chainTd (contracts/periphery/FeeProxy.sol#98) is not in mixedCas

Parameter FeeProxy.setTreasury(uint256,bytes)._treasuryAddress (contracts/periphery/FeeProxy.sol#98) is not in mixedCase
Parameter FeeProxy.setDeEthToken(address). deEthToken (contracts/periphery/FeeProxy.sol#94) is not in mixedCase

Pazameter FeeProxy.setFeeProxyAddress(uint256,bytes). chainld (contracts/periphery/FeeProxy.sol#99) is not in mixedCase
Parameter FeeProxy.setFeeProxyAddress(uint256,bytes). address (contracts/periphery/FeeProxy.sol#99) is not in mixedCase
Parameter FeeProxy.withdrawFee(address). tokenAddress (contracts/periphery/FeeProxy.sol#185) is not in mixedCase
Parameter FeeProxy.getbDebridgeld(uint256,bytes). chainld (contracts/periphery/FesProxy.sol#202) is not in mixedCase
Parameter FeeProxy.getbDebridgeld(uint256,bytes). tokenddress (contracts/periphery/FeeProxy.sol#202) is not in mixedCase
Pazameter FeeProxy.getDebridgeld(uint25é,address) ~chainld (contracts/periphery/FecProxy.sol#218) is not in mixedCase
Parameter FeeProxy.getDebridgeld(uint256,address. enddzess (contracts/periphery/FeeProxy.sol#218) is not in mixedCase
Farameter Foehracy. tohddrass(byces). bytes (concraste/perinhery/Feobroty.s0l#271) 1a not in miredCase

Reference: https://github.con/crytie/slither/wiki/Det, ationscont 1idity-naming ions

Parameter FeeProxy.setDebridgeGate(IDeBridgeGate).
Parameter FeeProxy.setTreasury(uint256,bytes)

FeeProxy. bytes) (cont:

eriphery/Feep

) uses literals with too many digits:
mload(uint256) (_bytes + 8x20) / Bx18000B6AGE0EREABE0AREAERA (contracts/periphery/FeeProxy.sol#276)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#too-many-digi

PausableUpgradeable. _gap (node_modules.

Reference: https://github.com/crytic/slither/wiki/!

Lin/contracts- lefsecurity/Pausabl 501#97) is never used in FeeProxy (contracts/periphery/FeeProxy.sol#15-300)
ed-state-

grantRole (bytesd2, address) should be declared external:

~ AecessControlupgradeable.grantRole(bytes32, address) (node_modu lin/eontraet access/) x
revokeRole(bytes3?, address) should be declared external:

- AccessControlupgradeable. revokeRole(bytesa2, address) (node_modul 1in, 1
renounceRole (bytesa2, address) should be declared external:

(bytes32,add; D (node_; 14
1rv)t)nl)ze(IUn)swapVZFnctu!y,IwETHD should be declared ex

2 eonraxy. initialise(IUniswapVoFastary, HETH) (contracts/poriphory/FooProny. s0L#66-70)
Retorence: hetps://aiehus.con/cryeie) slithar i ki/

le.s0l#139-161)

le. s0l#162-164)

access le.sol#170-174)

d-be—dec:



AUTOMATED TESTING

contracts/periphery/SimpleFeeProxy.sol

SimpleFeeProxy._safeTransferETH(address,uint256) (contracts/periphery/SinpleFeeProxy.sol#125-128) sends eth to arbitrary user
angerous calls:
- (success) = to.call{value: value}(new bytes(d))

(contracts/periphery/SimpleFeeProxy.s014126)
Reference: https://github.con/crytic/slither/wiki/

trary-destinations

SinpleFeeProxy.initialize(IDeBridgeGate, address)._treasury (contracts/periphery/SimpleFeeProxy.sol#48) lacks a zero-check on :
- treasury = _treasury (contracts/periphery/SinpleFeeProxy.sol#42)

sinpleFeeProxy.setTreasury(address)._treasury (contracts/periphery/SimpleFeeProxy.sol#68) lacks a zero-check on :

reasury = _treasury (contracts/periphery/SimpleFeeProxy.sel#6l)
Reference: https://github.con/crytic/slither/wiki/Detect g Lidation
AddressUpgradeable. umnuamanazess) {nade_modules Lin/cont Le/util le.s01427-37) uses assembly
~ INLINE ASM (node in/contracts— le/utils/ Le.501#33-35)
Addressipgradeable. veufycalmesult(bool bytes Tering) (nade. modul Lin/contracts-
E ASM (node_modul

in/contract lefutils

S)lwlnFenP!mw nﬂll}ha)nld() (contracts/periphery/SimpleFeeProxy.sol#114-118) uses assembly
E ASM (contracts/periphery/SinpleFeeProxy.sol#116-117)

https: //github. com/crytic/slither/wiki/Detector-Documentationsassenbly-usage

50l#169-189) uses assembly

Le. s01#181-184)

Reference

Different versions of Solidity are used:
- Version used: ['%8.5.0', '%8.8.7']

- "8.8.0 (node_ lin/contraet le/access/ x 1e.s01#4)
- ~8.6.0 (node_ lin/contract le/access/ sol#a)
- "8.8.9 (node_ Lin, 1e/pxoxy/utils/Initializable. solsh)

- "8.8.0 (node_ lin/contract le/security/Pa e.s0144)

- *8.8.0 (node_ lin/contract 1o <oken) ERC28/ T

- "8.8.0 (node_ lin/contraet

. )
1e/token/ERC20/utils/SafeERC28Upgradeable. sol#4)

- ~8.6.0 (node_ lin/contract le/utils/ le.soléd)

- "8.8.9 (node_ in le/utils Le.sol#s)

- "8.8.0 (node_ lin/contract le/utils/! e.so

- *8.8.0 (node lin/contract le/utils/introspection/ERG165Upgradeable. sol#4)
- 78.8.0 (node.

R lin/contraet
- ~8.8.7 (contracts/interfaces/IDeBridgecate.s01#2)

- *0.8.7 (contracts/periphery/SinpleFecProxy. sol#2)
Reference: https://github.con/crytic/slither/wiki/Detect

le/utils/introspeetion/IERC165Upgradeable. sol#4)

ation#diff

pragma-directi
x le.__| rol_init() (node_modul Lin/contract: le, s0l#81-85) is never used and should be remove
T le._ rol_init_unchained() (node_modul Lin/contract: le,

501#57-58) is never used and should be removed
le._setRoleAdnin(bytes32, bytesd2) (node_modules. n/contracts— Le/aceess. le.s0l#203-207) is never used and should be removed
AddressUpgradeable. functionCall(address,bytes) (nade_ lin/contract le/utils/, le.501#86-82) is never used and should be removed
AddressUpgradeable. functionCallWithValue(address, bytes,uint256) (node_modu

1in/contract: le/utils/ le.501#109-115) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes) (node_modules. infeontract. utils/ le.s0l#162-144) is never used and should be removed
AddressUpgradeable. functionstaticCall(address, bytes,string) (node_modules. linfcontract utils/ le.501#152-161) is never used and should be removed
AddressUpgradeable. sendValue (address, uint256) (node_modules n/contracts— Le/util le.5ol#55-60) is never used and should be removed
ContextUpgradeable.__Context_init(} (node_nodu infcontract. le/utils/Contex le.s01#18-20) is never used and should be remove
ContextUpgradeable.__Context_init_unchained() (node_ nodules in/contracts- Le/utils/Contex 1e.501#22-23) is never used and should be removed
ContextUpgradeable. msgbata() (node_modules utils, le.501#28-38) is never used and should be removed
ERC165Upgradeable. _ERC165_init() (node_modu 1in/contract: le/utils/introspection/ERC165Upgradeable. s0l424-26) is never used and should be remove
ERC165Upgradeable. _ERCLE5_init | ) {node_modu: Lin/. 501#28-29) is never used and should be removed
PausableUpgradeable. __Pausable_init() (node_modul 1in/contract: le/security/Pausabl le.501434-37) is never used and should be removed
PausableUpgradeable. _Pausable_init_unchained() (node_modul 1in/contracts-, le/security/Pausabl le.501#39-41) is never used and should be removed

1e.safeApprove (T

1c, addrass, uint256) (node_modul

lin/contracts—, 1e/token/ERC20/utils/SafeERC20UpgTadeable . s01#45-58) is never used and should be removed
af le.saf lomance (T ,address, uint256) (node_modul lin/contracts-, oken/ERC26/utils/SafeERC20UpgTadeable.501#69-86) is never used and should be removed
af 1le.safelnczeaseAll (z ,address, uint256) (node_modul Lin/contracts-. le/token/ERC20/utils/SafeERC20Upgradeable . 501#60-67) is never used and should be removed
af le.safeTransferFron(l le,address, address, uint256) (node_modul, lin/contracts- le/token/ERC26/utils/Saf eERC28Upgradeable. s01#29-36) is never used and should be remov
Slunnsunu!adeable toHoxString(uint256) (node_modules linfcontract utils/Stri le.501#48-51) is never used and should be removed

nt258) (node_ lin la/utils/Stri
Reeronca:

le.s01#15-35) is never used and should be removed
https //ultnub com/crytic/slither/wiki/Detector-Documentation#dead-code

Pragma versionn0.8.8 (node_modul, 1in/contract: sol#4) allows old versions
Pragma version®8.8.8 (node_modul, 1lin/contract: i access/T le.50l#4) allows old versions
Pragma versionn0.8.8 (node_modul. lin/eontracts—

L o/mrouy Jutile/ Tnitia izabse so1#4) sllows old versi
Pragna version"6.8.8 (node_modul,

1in/contracts- le/security/Pausabl s0l#4) allows old versions
Pragna version®8.8.9 (node_modul lin/contracts- 1e/token/ERC20/T .s0L#4) allows old versions
Pragma version"8.8.8 (node_modul, 1in/contracts—

le/token/ERC20/utils/SafeERC28Upgradeable.sol#s) allows old versions
Pragma version®@.8.8 (node_modul,

1in/contracts- le/utils/ 1#4) allons old versions

Pragma version"0.8. (node_modul Lin, le/utils le.s0l#4) allows old versions

Pragma version"e.8. (node_modul 1in/contract: lefutils/stri Lo.solec) alloms old versions

Pragna version®8.8.9 (node_modul 1 le/utils/i s01#4) allows old versions
Pragma version"8.8.8 (node_modul,

1in/contracts—
Reference: https://github.con/crytic/slither/wiki/Detect

1e, ut1]s/)ntzuspzct)un/IERClEEUpg!aﬂ:abl: sol#s) allows old versions

ationtincor:

Low level call in AddressUpgradeable.sendValue(address,uint256) (node_modules/@openzeppelin/contract:
- (success) = recipient.call{value: amount}() {node_modul

le/utils/ le.sol#55-68) :

lefutils/ le.s0l#58)

Low level call in AddressUpgradeable.functionCallWithValue(address,bytes,uint256,string) (node_modules/Gopenzeppelin/contracts-upgradeable/utils/AddressUpgradeable.sol#123-134):
- (success, returndata) = n/

target.call{value: (node. utils le.501#132)
Low level call in AddressUpgradeable.functionstaticCall(address,bytes,string) (node_modul Lin/contract: lefutils/,

uccess, returndata) = target.staticcall(data) (node_modules. Lin/contracts-. uti le.50L#159)
Low level call in SimpleFeeProxy._safeTransferETH(address,uint256) (contracts/periphery/SimpleFeeProxy. sumus—us)

cess) = to.call{value: value}(new bytes(8)) (contracts/periphery/SimpleFeeProxy.sol#126)
Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#lon-level-cal

le.sol#152-161):

Function le 1_init() (node_modules Lin/ le 1le.501#51-55) is not in mixedCase
Function rol_init_unchained() (node_madules 1in/contract: access/) le.501#57-56) is not in mixedCase
Variable Accesscor\tzolUNHdeable. gap (node_modul in/ 1 Lo-2014232) 18 not in mixedcase

Function PausableUpgradeable.__Pausable_init() (node_modules in/cont: le/security/Pausabl le.501#36-37) is not in mixedCase

Function PausableUpgradeable. nit_unchained() (node_modules Lin/contract: o/security/Pausabl le.501#39-41) is not in mixedCase
Vvariable PausableUpgradeable.__gap (node_modul, 1in/contract: security 1le.501897) is not in mixedCase

Function ContextUpgradeable. _Gontext_init() (node_modul, 1lin/contracts- le/utils/Con 501#18-28) is not in mixedCase

Function ContextUpgradeable.__Context_init_unchained() (node_modu 1 Lle/util le.s01#22-23) is not in mixedCase
Vvariable ContextUpgradeable.__gap (node_modu linfcontract Le/utils/Con le.501#31) is not in mixedCase

Function ERCLé5Upgradeable. _ERC165_init() (node_modules Lin/ le/utils/i on/ERCL

Function ERC165Upgradeable.

s0l#24-26) is not in mixedCase
ERC165_init_unchained() (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERCL65Upgradeable . sol#28-29) is not in mixedCase
Variable ERC1é65Upgradeable. gap (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable.sol#36) i
Parameter SimpleFeeProxy.initialize(IDeBridgeCate,address)

Parameter SimpleFeeProxy.initialize(IDeBridgefate, address)

not in mixedGase
_debridgeGate (contracts/periphery/SimpleFeeProxy.sol#48) is not in mixedCase
treasury (contracts/periphery/SimpleFeeProxy.sol#48) is not in mixedCase
Parameter SimpleFeeProxy.setDebridgeGate({IDeBridgeCate). debridgeGate (contracts/periphery/SimpleFeeProxy.sol#56) is not in mixedCase
Parameter SimpleFeeProxy.setTreasury(address). treasury (contracts/periphery/SinpleFecProxy.sol#60) is not in mixedCase
Parameter SimpleFeeProxy. (cont; riphery/SimpleFeeProxy.sol#66) is not in mixedCase
Parameter SimpleFeeProxy.getbDebridgeld(uint256,bytes). chainId (cnntxa:ts/uerinh!!y/Silﬂp]eFeePru!y s501#98) is not in mixedCase
Parameter SimpleFeeProxy.getbDebridgeld(uint256,bytes). ( per: y/SimpleFeeProxy.5ol#98) is not in mixedCase
Paramater SimpLofeepraxy. gotDobrLdnord (uint256, anlress) . chainTd (sontracts/poriphary/SinpleFesProry 014169) is not in mixedcs
Parameter SimpleFecProxy.getDebridgeld(uint256, address)

_tokenAddress (contracts/periphery/SinpleFecProxy.s0l#189) is not in mixedCase
Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#conformance—to-solidity-naning-conventions

PausableUpgradeable.__gap (node_module:
Reference: https://,

s in/ le/security/Pausabl Lle.sol#97) is never used in SimpleFeeProxy (contracts/periphery/SimpleFeeProxy.sol#12-135)
github. cnm/c!vt)t/s]1th!z/w1k)/D:tectaz—nucumentat)anltunus!a—state variable

grantRole(bytesaz, addrsss) should be declared exte:

le.grantRole(bytesd? address) (node_modu lin/contract: 1e/access/. le.s01#139-141)
revokeRole (bytes3?, address) should be declared exte

etessControlUparadeable. revokeRole (bytes53, address) (node_nodul lin/contract access/ r 501#152-154)
renounceRole(bytesd2, address) should be declared external:

- AccessContralUpgradeable. renounceRole(bytes32, address) (node_ infcont 1 x le.s0l#170-174)
initialize(IDeBridgeBate, address) should be declared external:

- simpleFeeProxy.initialize(IDeBridgeGate, address) (contracts/periphery/SimpleFeeProxy.sol#4a-6s
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external

33
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contracts/periphery/UpgradeableBeacon.sol

Address.isContract{address) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#27-37) uses assembly
— INLINE ASM (node_modules/@openzeppelin/contracts/utils/Address.sol#33-35)
Address.verifyCallResult(baol, bytes, string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#196-216) uses assembly

- INLINE ASM (node_modules/@openzeppelin/contracts/utils/Address.sol#208-211)
https://github.con/crytie/slither/wiki/Detector-Docunentation#assembly-usage

Reference
Different versions of Solidity ars used:
- Version used: ['70.8.0, '10.8.7']
t 150184}

- *8.8.9 (node_modules.
- "8.8.0 (node_modules/@openzeppelin/contracts/access/IAccessControl. sol#h)
- *8.8.0 (node_ mudulesf@nuenzepvshn/cnn(xac(5/nxuxy/beacun/IEeacun.sullﬂD
- "0.8.0 (node_modules. utils/Add 1#4)
- ~8.6.0 (node_ mudules/@npenz:pn:l)n/cnntxac(s/utl]s/!}untex( sol#4)

- *8.8.8 (node_modules/@openzeppelin/contracts/utils/Strings.sol#4)
- ~8.8.0 (node_modules/@openzeppelin/contracts/utils/introspection/ERC165. 50184 )

- *0.8.0 (node_modules/Gopenzeppelin/contracts/utils/introspection/TERC165. sol#4)
- "8.8.7 (eontracts/periphery/UpgradeableBeacon.sol:
https://github.con/crytic/slither/wiki/Det ationsdift »

1.501#194-198) is never used and should be removed

lin/contracts/;

Reference
AccessControl._setRoleAdmin(bytes3z, bytes32) (node_module
Address.functionCall (address,bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#80-82) is never used and should be remove
ing) (node_modules/@openzeppelin/contracts/utils/Address.sol#98-96) is never used and should be Temove
Address. functionCallWithValue (address, bytes,uint256) (node_modules/Gopenzeppelin/contracts/utils/Address.s01#189-115) is never used and should be remo
utils/Add: 501#123-134) is never used and should be removed
d

Address. functionCall (address, bytes, strin
(node_modules, Lin/

Address.functionDelegateCall(address,bytes) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#169-171) is never used and should be Temove
d

Address.functionCallWwithValue (address,bytes,
Address. functionDelegatoCall(address, bytes, string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#179-188) is never used and should be removed

Address.functionstaticCall(address, bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#142-164) is never used and should be remove
Address.functionStaticCall(address, bytes,string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#152-161) is never used and should be remove
Address.sendvalue(address, uint256) (node_modules/@openzeppelin/contracts/utils/Address. sol#55-68) is never used and should be removed
Address.verifyCallResult(bool, bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#196-216) is never used and should be removed
Context._msgData() (node_modules/@openzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
Strings.toHexString(uint256) (node_modules/@openzeppelin/contracts/utils/Strings.sol#@-51) is never used and should be removed
Strings.toString(uint266) (node_modules/Gopenzeppelin/contracts/utils/Strings.s01#15-35) is never used and should be removed

code

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead—c
.501#4) allows old versions

Pragma version®®.8.8 (node_modules, 1i
Pragma version"®.8.8 (node_modules/@openzeppelin/contracts/access/IAccessControl.sol#4) allows old versions
Pragma version*®.8.8 (node_modules/Gopenzeppelin/contracts/proxy/beacon/IBeacon.sol#4) allows old versions
Pragma version®0.8.8 (node_modules/@openzeppelin/contracts/utils/Address.sol#4) allows old versions
Pragna version9.8.9 (node_nodules/Gopenzeppelin/contracts/utils/Context.sol¢4) allows old versions
Pragma version"®.8.0 (node_modules, i utils/: #4) allows old versions
Pragma versione.s.e (nud:_mudu]:s/@npenleppehn/cun(!acts/utl]s/in(!uspec()nn/ikclﬁs sol#4) allows old versions
Pragma version®®.8.8 (node_modules/Gopenzeppelin/contracts/utils/introspection/TERC165.501#4) allows old versions
Reference: https://github.com/erytie/slither/wiki/Detector-Documentation#incorrect-versions-of—solidity

utils/Add: 501#55-60) 1

lin/conts

Low level call in Address.sendValue(address,uint256) (node_modul
ue: amount}() (node_modules/@openzeppelin/contracts/utils/Address.sol#5s:

recipient.call{value: X
Low level call in Address.functionCallWithValue(address,bytes,uint256,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#123-134)
.s01#13;

- (success)
arget.call{value: value}(data) (node_modules/Qopenzeppelin/contracts/utils /Address.sol#

t . :
Low level call in Address.functionStaticCall(address,bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#152-161)
.501#159)

- (success, returndata)

- (success, returndata) = targst.staticeall(data) (node_modules/@openzeppelin/contracts/utils/Address.sol#
Low level call in Address.functionDelegateCall(address, bytes, string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol¢179-188)
- (success, returndata) = target.delegatecall{data) (node_modules/Bopenzeppelin/contracts/utils/Address.sol#186)
Reference: https://github.com/erytie/slither/wiki/Detector-Documentation#lon-level-cal

_inplementation (contracts/periphery/UpgradeableBeacon.sol#17) is too yimilar o Upgradsaslagsacon. constructor (address) .implementation_ (contracts/periphery/UpgradeableBeacon. sol#il)

Variable UpgradeableBeacon.
Reference: https://github.com/crytic/slither/wiki/Det ation#variabl

grantRole (bytesaz, address) should be declared sxternal:
byt ) {node_modules/@openzeppelin/contracts/access/AccessControl. so1#130-132)

ol.

x
revokeRole(bytes32, address) should be declared external:
ccessControl. revokeRole(bytes3?, address) (node_modules/@openzeppelin/contracts/access/AccessControl.sol#143-145)

- A s:
renounceRole(bytes32,address) should be declared external:

- hccessControl.renounceRole (bytes3z, address) (node_modules/@openzeppelin/contracts/access/AccessControl.sol#161-165)
implementation() should be declared external:

- UpgradeableBeacon. implementation() (cun(rac(s/p!z)phe!y/hpg!aﬂeab]eseacun S01#49-51)
upgradeTo(address) should be declared exter:

- UpgradeableBeacon. upﬂ!ﬂdﬂa(adauss) (contracts/periphery/UpgradeableBeacon.sol#63-66)
https://github.con/crytic/slither/wiki/Detector-Documentation#public-function-that-could-be-declared-external

Reference



AUTOMATED TESTING

contracts/transfers/DeBridgeGate.sol

Reentrancy in DeBridgeGate._send(bytes
External calls:
~ _validateToken(_tokenAddress)

,address,uint256,uint256,bool) (contracts/transters/DeBridgeGate. sol#635-781):
(contracts/transfers/DeBridgeGate. solasss)
- (success) = _token.call(abi.encodeWithSignature(decimals())} (contracts/transfers/DeBridgeGate.sol#861)
~ (success,None) = _token.call(abi.encodeWithSignature(symbol())) (contracts/transfers/DeBridgeGate.sol#B65)

- IERC26Permit(_tokenAddress).permit(nsg.sender,address(this),permitAmount, deadline,v,r,s) (contracts/transfers/DeBridgeGate.sol#6546-661)
- weth.deposit{value: _amount}() (contracts/transfers/DeBridgeGate.sol#7e3)
- token.safeTransferFron(msg.sender,address(this), amount) (contracts/transfers/DeBridgeGate.sol4768)
- _safeTransferETH(nsg. sender,nsg.value — nativeFee) (contracts/transfers/DeBridgeGate.sol#746)

- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965)
External calls sending eth
- weth.deposit{value: _amount}(}

(contracts/transfers/DeBridgeGate.so1#703)
- _safeTransferETH(nsg.sender,nsg.value - nativeFee) (contracts/transfers/DeBridgeGate.solu746)
- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965)

State variables written after the call(s)
- debridge.balance += amountAfterFee (contracts/transfers/DeBridgeGate.sol#774)
~ debridge.balance ~= amountAfterfee (contracts/transfers/DeBridgeGate.sol#777)
- getDebridgeFeeInfolnativeDebridgeld].collectedFees += nativeFee (contracts/transfers/DeBridgeGate.sol#749)
- debridgeFes.collectedFees += totalFee (contracts/transfers/DeBridgeGate.sol#763)

Reference: https://github.comfcrytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilitie:

DeBridgeGate._normalizeTokenAmount (address, uint256) (contracts/transfers/DeBridgeGate.sol#987-1068) performs a multiplieation on the result of a division:
~_amount = _amount / multiplier + multiplier (contracts/transfers/DeBridgeGate.s0l#997)

Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#divide-before-nultiply

DeBridgeGate.send(address,uint256,uint266, bytes, bytes,bool,uint32, bytes) (contracts/transfers/DeBridgeGate.sol#229-279) uses a dangerous strict equality:
- autoRarams.data.length > @ &k autoParams.fallbackAddress.length == @ (contracts/transfers/DeBridgeGate.sol#261)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities

ntrancy in DeBridgeGate.deployNewAsset (bytes,uint256,string, string,uint8, bytes) (contracts/transfers/DeBridgeGate.sol#343-364):
External calls:
- IsignatureVerifier(signatureverifier).submit(deployld,_signatures,excessConfirmations) (contracts/transfers/DeBridgeGate.sol#358)
- deBridgeTokenAddress = IDeBridgeTokenDeployex (deBridgeTokenDeployer).deployAsset (debridgeld, ymbol,_decimals) ( d
State variables written after the call(s)
ddAsset(debridgeTd, deBri _nativeT nativeChainId) (contracts/transfers/DeBridgeGaf
debridge.exist = true (contracts/transfers/DeBridgeGate.solesas)
debridge. tokenAddress = _tokenAddress (contracts/transfers/DeBridgeGate.sol#605)
debridge.chainld = _nativeChainId (contracts/transfers/DeBridgeCate.sol#606)
- d-bridﬂ- maxAmount = type() (uint256) .max (contracts/transfers/DeBridgeGate.sol#669)
ridge.ninReservesBps = uint (contracts/t: idgeGate.s01#612)
Roforenco: https://github.sonferytie/slithor/niki/Do tos tor-Docunentat ionreentrancy vuinerabilitios

1#360-361)

501#363)

DeBridgeCate

send(bytes, address,uint256, uint256,bool) .assetsFixedFee (contracts/transfers/DeBridgeGate.sol#721) is a local variable never initialized
send(address, uint256, uint266, bytes, bytes,bool, uint32, bytes)

transfers/ 1#252) is a local variable never initialized
claim(bytes3z, uint286, uint: dress,uint256, bytes, ).autoParans (contracts/transfers/DeBridgeGate.sol#293) is a local variable never initialized
https://github.con/crytic/slither/wiki/Detector-Documentationfuninitialized-local-variables

Reference

DeBridgeCate.setFeeContractUpdater (address) (contracts/transfers/DeBridgeCate. sol#488-490) should emit an event for:
= _value ( ts/transters,
DeBridgeGate.setFeeProxy(address) Acuntza:ts/tunsuzs/neazmpeeate 501#530-532) should emit an event for:

- oxy = _feeProxy (contracts/transfers/DeBridgeGate.sol#531)

Reference: https://github.comfcrytic/slither/wiki/Detect ationsm g Tol

DeBridgeGate. initializs (uint8, IMETH) (contracts/transfers/DeBridgeGate.sol¥166-173) should enit an event fo
irmations (contracts/transfers/DeBridgeGate.so1#168

DeBridgecat: izmations (uint8)

transfers/DeBridgeGate.sol#428-431) should emit an event for:
irmations irmations (contracts/transfers/DeBridgeGate.sol#430)
Roference: https://github-conforytio/slither/wiki/Detes tor-Documentationtnissing event s arithustic

DeBridgeGate.setCallProxyladdress). callProxy (contracts/transfers/DeBridgeGate.sol#449) lacks a zero-check on
- _callProxy (contracts/transfers/DeBridgeGate.so.
Depridgesate. setsignatureverifisr(address) _vrifier (contracts/transfers/Dedridgedate.30l4a76) lacks a zero-check on
- signatureVerifier - _verifier (contracts/transfers/DeBridgeGate.sol#4?7)
DeBridgeGate.setDeBridgeTokenDeployer (address) ._deBridgeTokenDeployer (cnntxacts/txansf:!s/ﬂesz)dgeﬁate 501#482) lacks a zero-check on
- deBridgeTokenDeployer = _deBridgeTokenDeployer (contracts/transfers/DeBridgeGate.sol#483)
DeBridgeGate.setFeeContractUpdater (address)._value (contracts/transfers/DeBridgeGate.sol#488) lacks a zero-check on :
- feeContractUpdater = _value (contracts/transfers/DeBridgebate.sol#489)
DeBridgeCate.setFeeProxy (address). feeProxy (contracts/transfers/DeBridgeGate.sol#530) lacks a zero-check on :
- fesProxy = _feeProxy (contracts/transfers/DeBridgeGate.sol#531)
Reference: https://github.con/crytic/slither/wiki/!

lidation
Reentrancy in DeBridgeGate. send(bytes,address,uint266,uint256,bool) (contracts/transfers/DeBridgeGate.sol#635-781)
External calls:
- _validateToken(_tokenAddress) (contracts/transfers/DeBridgeGate. sol#64

- (suceess) = _token.call(abi.encodeWithSignature(decimals())) (contracts/transfers/DeBridgeGate.sol#861)

- (success,None) = _token.call(abi.encodewithsignature(symbol()}) (contracts/transfers/DeBridgeGate.so )

£ ) permit( der,address (this),pernitAnount,deadline, v,x,s) (contracts/transfers/DeBridgeCate. sol#654-661)

State variables written after the call(s):

- _addAsset (debridgeld, assetAddress, abi. encodePacked (assetAddress), getChainId()) (contracts/transfers/DebridgeCate. sol#688-693)
- getAmountThreshold[_debridgeld] = type()(uint256).max (eontracts/transfers/DeBridgeGate.sol
_addAsset (debridgeTd, assetAddress, abi.encodePacked (assetAddress), getChainId()) (contracts/transfers/DeBridgeGate.sol#688-693)
ebridge.exist = true (contracts/transfers/DeBridgeCate.sol#604)
- debridge. tokenAddress = _tokenAddress (contracts/transfers/DeBridgeGate.sol#605)
- debridge.chainTd = _nativeChainId (contracts/transfers/DeBridgetate.sol#606)

- debridge.maxAmount = type()(uint256).max (contracts/transfers/DeBridgeGate.sol#
- debridge.minReservesBps =

mntmaps DENOMINATOR) (contracts/transfers/DeBridgeGate.sol#612

- _addAsset (debridgeld, a ,getChainld()) (contracts/transfers/DeBridgeGate.sol#688-693)
- tokenInfo.nativechainId nnt)venhnmld (contracts/transfers/DeBridgesate. sol#61]
- tokenInfo.

transfers/DeBridgeGate. sol#619)
Reentrancy in DeBridgeGate. deployNewAsset(bytes,uint256,string, string,uints, bytes) (contracts/transfers/DeBridgeGate.sol#343-364):
External calls

~ IsignaturoVerifier(signatureVerifier).subnit(deployld, signatures,excessConfirmations) (contracts/transfers/DeBridgeGate.sol#358)
- deBridgeTokenAddress = IDeBridgeTokenDeployer(deBridgeTokenDeployer).deployAsset(debridgeTd, name,_symbol,_decimals) (contracts/transters/DeBridgeGate.sol#366-361)
State variables written after the call(s):

addAsset (debridgeld, deBridgeTokenaddress, nativeTokenaddress, nativeChainId) (contracts/transfers/DeBridgeGate.sol#363)

- getAnountThreshold(_debridgeId] = type()(uint256).max (contracts/transfers/DeBridgeGate.sol#614

—addAsset (debridgeld, deBridgeTokenAddress, _nativeTokenAddress, .nativeChainId) (contracts/transfers/DeBridgesate. sol#363)
tokenInfo.nativeChainTd = _nativeChainld (contracts/transfazs/Dedridgetate. soLké18)

~ tokenInfo.nativeAddr iveAddress (contracts/transfers/DeBridgeGate.solss19)

Reentrancy in DeBridgeCate. Londladdress, inti56, Uint25s, bytes, byres, bont, LinEaz, bytes) (contracts/transfers/DebridgeGate . sol#219-279)
External calls
- (anountaf terFee, debridgeld, feeparans) =

_send(_perni tEnvelope,_tokenAddress, amount,_chainIdTo,
dress(token).functionCall(data, SafeERC2!
to.call{value

_useAssstFee) (contracts/transfers/DeBridgeGate.sol#244-250)
Llow-level call failed) (node_modul, token/ERC28/utils/SafeERC20Upgradeable. s01893)

value} (new bytes(8)) (contracts/transfers/DeBridgeGate.sol#96
_token.call(abi.encodewithSignature(decinals(})) (contracts/transfers/DeBridgeGate.s0l#861)
- (suceess, returndata) = target.call{value: (node. SH 1o/util s01#132)
- (success,None) = _token.call(abi.encodewithsignature (symbol()}) (contracts/transfers/DeBridgeGate.sol#a:

6
- IERC20Permit(_tokenAddress).permit(msg.sender,address(this),permitanount,deadline,v,r,s) (contracts/transfers/DeBridgeGate.sol#654-661)
- weth.deposit{value: _amount}() (contracts/transfers/DeBridgeGate.sols:

- token.safeTransferfron(msg.sender, address(this),_amount) (contracts/transfers/DeBridgeGate.s0l#708)

- IDeBridgeToken (debridge. tokenAddress).burn (amountAfterfes) (contracts/transfers/DeBridgeGate.sol#778)

External calls sending eth:

~ (amountAfterFee, debridgeld, feeParams) =
- (success) = to.call{value:

_send(_pernitEnvelope, _tokenAddress, amount,_chainldTo,

(contracts/transfers/DeBridgeGat )
value} (new bytes(8)) (cuntracts/transf:xs/ue!ndg:Gat: 5014965)
- (succvss,z:tuzndatﬂ) target.call{value: ) fnox Le/util s01#132)
eth.deposit{value: _amount}() (cunt!acts/t!ansfexs/ﬂ!!!)ﬂgeGate s5014763)
Stato variables mritten atter The eall(s):

~ _publishsubmission(debridgeld, chainldTo,amountAfterFee, receiver, feeParams, referralCode,autoParans, autoParams.length > ) (contracts/transfers/DeBridgeGate.sol#269-278)
- nonce ++ (contracts/transfers/DeBridgeGate. s01#B44)
Reentrancy in DeBridgeGate.sendMessage(uint256,bytes,bytes, uint256,uintd2) (contracts/transfers/DeBridgeGate.sol#190-226)
External calls:
- tamountAfterFee, debridgeld, feeParams) = _send(,address(8),8,_chainIdTo, false) (contracts/transfers/DeBridgeGate.sol#202-208)
- returndata = address(token).functionCall(data, SafeERC20: low-level call failed) (node_modul Lin/contract:
to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965
_token.call(abi.encodewithSignature(decinals())) (contracts/transfers/DeBridgeGate.sol#861)
- (success, returndata) = target.call{value (node_ lin/contract e/util s01#132)
- (success,None) = _token.call(abi.encodeWi symbol())) (contracts/transfers/Debri

5)
- IERC28Permit(_tokenAddress).permit(msg.sender,address(this),pernitAnount,deadline,v,r,s) (contracts/transfers/DeBridgeGate. sol#654-661)
- weth.deposit{value: _amount}() (contracts/transfers/DeBridgeGate.s0l#7603)

- token.safeTransferFrom(msg.sender, address(this), _amount) (contracts/transfers/DeBridgeGate.sol#708)
- IDeBridgeToken (debridge. tokenAddress) .burn (amountAfterFee) (contracts/transfers/DeBridgeGate.sol#778)
External calls sending etl

- tamountAfterFee, debridgerd, feeParams) =

token/ERC28/utils/SafeERC20Upgradeable. s01493)

.address(8),8,_chainldTo, false) (contracts/transfers/DeBridgeGate.sol#202-268)
P euecess) = to-callivalue: value] (new bytes(2)) (cwntracts/transf:zs/ﬂ:!xldgncate 50L#965.
- (success, returndata) = target.call{val

[ infcontract le/util s01#132)
~ woth.deposit{value: _amount}() (cnntracts/transfus/hsﬂndgeGake 5014703)
State variables written after the eal.

1(s):
_publishSubmission{debridgeId, chainldTo,8,_targetContractAddress, feeParams, referralCode, autoParams, true) (contracts/transfers/DeBridgeGate.sol#216-225)
- e ++ (contracts/transfers/DeBridgeGate.sol#B4s)

Reference: https://github.con/crytic/slither/wiki/ ion#reent ilities-2
Reentrancy in DeBridgeGate._elaim(bytes3?,bytes32, address,uint256, uint256, IDeBridgeGate. SubmissionAutoParansFrom) (contracts/transfers/DeBridgeGate.sol#874-942):
xternal calls:
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- _mintOrTransfer(_token,msg.sender, autoParams.executionFee, isNativeToken) (cuntracts/transf:xs/ue!ndgeGate s014898)
- returndata = address(token).functionCall(data,SafeERC20: low-level call failed) (nade. linfcontract
T TERC20Upgradeablo(. token) -safoTeansror(_racoivor, amount) (cantracts/transfors/Debsidgabate  so1#082)
- TDeBridgeToken(_token) .mint(_receiver, amount) (contracts/transters/DeBridgeGate.sal#?!
~ (success, returndata) = target.call{value: value}(data) (node_modul n/ Lle/util
_withdrameth(_callProxy, amount) (contracts/transfers/DeBridgeGate.sol#906)
- returndata = address(token).functionCall(data,SafeERC20: Low-level call failed) (node_modu 1il &/token,
- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965)
~ math-withdrauC_amount) (contracts/transfera/Debridgolate. sol#973)
- ).safeTransf, hGate),_amount) (contracts/transfers/DeBridgeGate.sole977)
- methGate mmumn:,ucnvu,,muunt) (contracts/transfers/DeBridgeGate. 5014578)
- (success, returndata) = targst.call{value: value}(data) (node_modul n/ Lle/util &.501#132)
1callProxy(_callProxy).call(_autoParams.fallbackAddress, receiver, autoParams.data, autoParams.flags, autoParams.nativeSender, chainIdFrom) (contracts/transfers/DeBridgeGate.sol#987-914)
mintOrTransfer(_token, callProxy, amount,isNativeToken) (contracts/transfers/DeBridgeGate.sol#917)
- returndata = address(token).functionCall(data,SafeERC20: low-level call failed) (node_modu linfcontract e/t
- IERC20Upgradeable_token).safeTransfer{_receiver, amount) (contracts/transfers/DeBridgeGate.sol#952)

~ IDeBridgeToken(_token).mint(_receiver, amount) (contracts/transfers/DeBridgeGate.sol#
- (success, returndata) = target.call{value:

e/token, utils/Saf le.s0l#93)

.s01#132)

utils/saf le.s0l#93)

- status

utils/saf le.sol#93)

value}(data) (node_modul in/cont: Lle/util .s01#132)
- status = ICallProxy(_callProxy).callERC20(_token, Lfall _receiver, data, _ Lflags, i .nativeSender, chainldFrom) (contracts/transfers/DeBridgeGate.sol#919-9
External calls sending eth:
- _mintOrTransfer(_token,msg.sender, autoParams.executionFee,isNativeToken) (contracts/transfers/DeBridgeGate.sol#898)
~ (suceess, returndata) = target.call{value: value}(data) (node_modul in/eont: Lle/util e.s0l#132)
- _withdraveth(_callProxy, amount) (contracts/transfers/DeBridgeGate.sol#98
~ (suceess) = to.call{value: value}(new bytes(8)) (cnn!!acts/!!ansf:!sfuesudgeﬂa!: 501#965)
uccess, returndata) = target.call{value: value}(data) (node_modul cont; Le/util e.sol#132)
~ _mintorTransford. cokon, callProxy, anount,isNativeToken] (:ontraces/iransfers/bedridoecats.solsoir)
- (success, returndata) rget.call{value: value}(data) (node_modul Lle/util e.501#132)
Event emitted after the call(s):
~ AutoRequestExecuted(_submissionId,status,_callProxy) (contracts/transfers/DeBridgeGate.sol#929)
Reentrancy in DeBridgeGate. claim(bytes32,bytesd?,address,uint256, uint256, IeBridgeGate.SubmissionAutoParamsFrom) (contracts/transfers/DeBridgeGate.sol#874-942)
xternal calls:
- _mintOrTransfer(_token,msg.sender,_autoParams.executionFee,isNativeToken) (contracts/transfers/DeBridgeGate.sol#898)
- returndata = address(token).functionCall(data,SafeERC20: Low-level call failed) (node_modu token, utils/Saf 1le.501#93)
- IERC20Upgradeable(_token).safeTransfer(_receiver, amount) (contracts/transfers/DeBridgeGate.sol#952)
- TDeBridgeToken(_token) .mint(_receiver, amount) (contracts/transfers/DeBridgeGate.sal#95
~ (suceess, returndata) = target.call{value: value}(data) (node_modul in/eont: Lle/util e.501#132)
- _withdraweth(_callProxy, amount) (contracts/transfers/DeBridgeGate.s01#906)
- returndata = address(token).functionCall(data,SafeERC20: Low-level call failed) (node_modu 1il &/token, utils/Saf 1e.501#93)
- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965)
~ reth-withdranC_amount) (contracts/transfara/DeBridgelate. sold97
h)).safeTransf, hGate),_amount) (contracts/transfers/DeBridgeGate.sole977)
Z wathGate n)lhd!nn( receiver, _amount) (contracts/transfers/DeBridgeGate.s0l#578)
- (success, returndata) = targst.call{value: value}(data) (node_modul n/ Lle/util 01#132)
- status Ica]]mey( callProxy).call{_autoParams.fallbackAddress, receiver, autoParams.data,

autoParams. flags,_autoParans.nativeSender, chainIdFrom) (contracts/transfers/DeBridgeGate.sol#987-914)
mintOrTransfer(_token,_callProxy,_amount,isNativeToken) (contracts/transfers/DeBridgeGate.sol#917)
- returndata = address(token).functionCall(data,SafeERC20: low-level call failed) (node_modu linfcontract e/t
- IERC20Upgradeable(_token).safeTransfer(_receiver, amount) (contracts/transfers/DeBridgeGate.sol#952)
- IDeBridgeToken(_token).mint(_receiver, amount) (contracts/transfers/DeBridgeGate.sol#
- (success, returndata) = target.call{value: value}{data) (node_modul in/cont: Lle/util
- status = ICallProxy(_callProxy).callERC20(_token, _ _fall _receiver, dat -flags,
- _withdrawseth(_receiver, amount) (contracts/transfers/DeBridgeGate.solu93z
- returndata = address(token).functionCall(data,SafeERC20: Low-level call failed) (node_modu 1i token,
- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.sol#965)
~ reth-withdranl_anount) (contracts/transfara)DebridgeGate. suuem
).safeTransf,

utils/saf

le.sola93)

e.501#132)

nativeSender, chainldFrom) (contracts/transfers/DeBridgeGate.sol#919-9

utils/Saf le.sol#93)

 wethGate. nnnmm( receiver, _

hGate),_amount) (contracts/transfers/DeBridgeGate.sole977)
- (success, returndata) =

anount) (antracts/traneters/Debridaatate  s014978)
target.call{value: value}(data) (node_modu. n/ Lle/util
mintOrTransfer(_token, receiver,_amount,isNativeToken) (contracts/transfers/DeBridgeGate.sol#934)
- returndata = address(token).functionCall(data,SafeERC20: low-level call failed) (node_modu linfcontract
~ IERC20Upgradeable(_token).safeTransfer(_receiver, amount) (eontracts/transfers/DeBridgeGate.sol#952)
- IDeBridgeToken(_token) .mint(_receiver, amount) (contracts/transters/DeBridgeGate.sol#9!
- (succoss, roturndata) = target.call{value: valus}(data) (node_modul
External calls sending e

e.501#132)

e/token, utils

af le.s0l#93)

n/e

Lo/util.
_mintOrTransfer(_token,nsg.sender, autoParams.executionFee, isNativeToken) (contracts/transfers/DeBridgeCate. s01#898)
- (success,returndata) = target.call{value: value}(data) (node_

modu.
_withdrankleth( ,caupmny, _amount) (contracts/transfers/DeBridgeGate.sol#9!
— (suceess) =

all{value: value}(new bytes(8)) (cuntxacts/tlansf:!s/DeBz)dgeGate sanms;
ccess, relumdatn) target.call{value: value}(data) (node_modul nt Le/util s01#132)
- _mintOrTransfer(_token,_callProxy,_amount,isNativeToken) (tnr\tracts/tzansf:!s/DAEuugeGa!e “oleoi7)
ccess, returndata) = target.call{value: value}(data) (node_modul in/cont: Le/util
_withdrameth(_receiver, amount}) (contracts/transfers/DeBridgeGate.sol#93
- (success) = to.call{value:
- (success, returndata) =
Event emitted after the call(s):
- MonitoringClaimEvent (_submissionld, debridge.balanc Le(debridge. ).totalSupply()) (contracts/transfers/DeBridgeGate.sol#937-941)
Reentraney in DeBridgeGate._send(bytes,address,uint6,uint256,bool) (contracts/transfers/DeBridgeGate.sol#635-781):
xternal calls:
- _validateToken(_ /Debri s01#666)
- (success) = _token.call(abi.encodewithsignature(decinals(})) (contracts/transfers/DeBridgeGate.sol#861)
- (success None) = _token.call(abi. encodsMithSignature(synbol())) (contracts/transfers/DedridgeGate. soleBs
- IERC20Permit(_t ) .permit(
Event emitted after the call(s):
- PairAdded(_debridgeld,

6.501#132)

e.501#132)

e.s01#132)
value} (new bytes(B)) (contracts/transfers/DeBridgeGate.sol#965)

target.call{value: value}(data) (node_modul,

lin/contracts-i le/uti

Le.s0l#132)

(this), permitAmount,deadline, v, r,s) (contracts/transfers/DeBridgeGate.sol#654-661)
_nativerdd

nTd, debrid t, debrid,

( DeBridgeCat, )
addAsset(debridgeld,assetAddress, abi.encodePacked(assetAddress),getChainId()) Acuntza:ts/tmnsnzs/nexnaueente s01#688-693)
Reentrancy in DeBridgeGate.claim(bytesd2,uint256,uint256, address, uint256,bytes, bytes) (contracts/transfers/DeBridgeGate.sol#282-334
External calls:

_checkConfirmations (submissionId, debridgeld, amount.

signatures) (contracts/transfers/DeBridgeGate.sol#313)
natureverifier (signatureverifier).submit(_submissionld, signatures,excessConfirmations) (contracts/transfers/DeBridgeGate.sol#581-585)
— ISignatureVeritier(signatureVerifier).submit{_submissionld, signatures,d) (contracts/transfers/DeBridgeGate.sol#561-585)
- isNativeToken = _claim(submissionId, debridgeId, receiver,_amount,_chainIdFrom, ) ( transfers/ 501#315-322)
- returndata = address(token).functionCall(data, SafeERC26: low-level call failed) (node_modul
- (success)

¥ in/cont le/t i
to.call{value: value}(new bylcsm” (contracts/transfers/DeBridgeGate.sol#965)
~ weth.withdraw(_amount) (contracts/transfers/DeBridgecate.sold973

1e.s01#93)
— TERC20Upgradeable(_token).safeTransfer (_receiver, amount) (contracts/transfers/DeBridgeate.s0l#952)
IERC20Upgradeable(addzess (weth)).safeTransfer( ), _amount) ( transfers/ 501£977)
- IbeBridgeToken(_token).mint(_receiver, amount) (cantracts/transfers/DeBridgeGate.sol#954)
- wethGate.withdraw(_receiver,_amount) (contracts/transfers/DeBridgeGate.sol#978)
~ (success, returndata) = target.call{value: value}(data) (node_modul 1e.s01#132)
- status = ICallProxy(_callProxy).call(_autoParams. fanbacknuduss,,recnuz,,amupaxms data, _autoParams. flags, _autoParams. nmv:s:nuu,,cnmnmrmm (contracts/transfers/DeBridgeGate.s0l#907-914)
status = ICallProxy(_callProxy) .callERC20(_token, al
External calls sending etl

eceiver,
- isNativeToken = _clain(subnissionId, debridgeld, receiver,_amount,_chainIdFrom,

)¢ transfers/Debri 501#315-322)
< {success) = to.call{valus: value}(new bytes(d)) (cantracts/transfors/DeeridgeGate.sol#9ss)
- (success, returndata) = target.call{value: value}(data) (node_modul

Lin/contract: lefutils/

nativeSender, chainldFrom) (contracts/transfers/DeBridgeCate.s

n/contracts-, lefutils/ Le. s01#132)
Event emitted after the call(s:
- AutoRequestExecuted(_submissionId, status,_callProxy) (contracts/transfers/DeBridgeGate.sol#929)
— isNativeToken = i

_claim(submissionld, debridgeld, receiver,_ amount, chainldFrom,autoParams) (contracts/transfers/DeBridgeGate.sol#315-322)
- Claimed(submissionId, _debridgeId,_amount,_receiver,_nonce,_chainIdFrom,_autoParams,isNativeToken) (contracts/transfers/DeBridgeGate.sol#324-333)
~ MonitoringClaimEvent(_submissionld, debridge.balance, le(debridge. ).totalSupply()) (contracts/transfers/DeBridgeGate.sol#937-941)
— isNativeToken = _claim(submissionld, debridgeld,_receiver,_amount,_chainIdFrom,autoParams) (contracts/transfers/DeBridgeCate.sol#316-322)
Reentrancy in DeBridgeBate.deployNewAsset(bytes,uint256,string, string,uint8,bytes) (contracts/transfers/DeBridgeGate.sol#343-364
External calls
- Isignatureverifier(signatureverifier).submit(deployld, signatures,excessConfirmations) (contracts/transfers/DeBridgeGate.sol#358)
— deBridgeTokenAddress = IDeBridgeTokenDeployer(deBridgeTokenDeployer).deployAsset (debridgeld, name, _symbol, decimals) (contracts/transfers/DeBridgeGate.sol#368-361)
Event emitted after the eall(s):
~ PairAdded(_debridgeld, _

ivedd _nativeChainId,debrid Anount, debridge.mi ps) (contracts/transfers/DeBridgeGate.s0l#621-628)
sddAsset (debridgeld, deBridgeTokenAddrass, nativeTokenAddress, nativeChsinld) (contracts/transfers/DedzidgeGate.sol#dsa)
Reentrancy in DeBridgeGate.send(address,uint26,uint256,bytes,bytes,bool,uintaz, bytes) (contracts/transfers/DeBridgeGate.sol#229-279):
External calls:
~ (amountAfterFee, debridgerd, feeParans) =
- returndata =

_send(_permitEnvelope, tokenAddress,_amount,_chainldTo, useAssetFee) (cunt!acts/t!ansf&xs/ﬂe!z)dgeGate S0L#244- 2sm
address(token) . functionCall(data,SafeERC28: low-level call failed) (node_madu in/con u
.call{value: value}(new bytes()) (contracts/transfers/DeBridgeGate.sol#965

token. call(abi.encodewithSignature(dscinals())) (contracts/transfers/pedridgecats.soless1)
{success roturndats) - target.callivalue: value} (dsta) [node no
- (success, Non

af le.s0l#93)

contracts— uti le.s0l#132)
token.call(abi.encodeWithSignature (synbol())) (contracts/transfers/DeBridgeate.sols

. s&s)
T IERCZOPermit( tokenAddress) pornic{nag. sender, addvess (this)  permichnount,deadline.v,r,e) (contracts/transfors/DeBridgeSate.sol#b5i-661)
~ weth.deposit{value: _amount}() (contracts/transfers/DeBridgeGate.sol#763)

~ token.safeTransferfrom(msg.sender,address(this),_amount) (contracts/transfers/DeBridgeGate.sol#708)

— IDeBridgeToken(debridge.tokenAddress).burn(amountAfterFee) (contracts/transfers/DeBridgeGate.sol#778)

External calls sending eth:

- (amountAfterFee,debridgeld, feeParams) =
— (sucecess) = to.c:

_send(_permitEnvelope, tokenAddress,_amount, chainldTo, useAssetFee) (contracts/transfers/DeBridgeGate.sol#244-250)
all{value: value}(new bytes(8)) (czmtzacts/tzansfe!s/ﬂe!xldgeeate.su]a 5

- (success, returndata) = target.call{value: value}(data) (node_mo. 1in/contracts-, le/utils/ Le.501#132)
— weth.deposit{value: _amount}() (contracts/transfers/DedridgeGate. solnam

Event emitted after the cal

- MonitoringSendEvent (submissionTd, nonce,getDebridge(_debridgeld].balance, IERC20Upgradeable(getDebridgel _debridgeld]. tokenAddress) . totalSupply()) (contracts/transfers/DeBridgeGate.sol#836-641)

_publishSubmission(debridgeld, chainldTo,amountAfterFee, receiver,feeParans, referralCode,autoParans, _autoParans.length

- Sant(subnissionld, debridgeTd, amount, receiver,nonce,_chainldTo, referraiCode, fesParans, abi.

- ishSubmission(debridgeld, chainldTo,amountAfterfee, receiver, feeParams,

- Sent(subm)ss)anld debridgeld, amount, receiver,nonc cha)nIﬂTn, referralCode, feeParans, bytes“ nsg. sender)’
b1 Id, _chainIdT rfee, receiver, feeParans,

Reentraney in DeBz)dgeGate Sendiessage uint 286, bytos, bytos, uint2s6, uint32) (cunt!acts/transfexs/De!ndgeGate 5014196226
External call:

) feontracts/transfers/DeBridgeGate.sola26!
ncodelautoParans),nsg.sender) (contracts/ transfers/DeBridgedate. sol4822-8

3)
-length > @ transfers/DeBridgeGats . sol#269-278)
cunt!ncts/transf:xs/De!!Jdg:Gate 5014822-833)

transfers/DeBridgeGate.sol#269-278)

~ (amountafterFee, debridgeld, feeparans) = _send(,address(8),e

chainldTo, false) (contracts/transfers/DeBridgeGate.sol#202-208)
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- returndata

low-level call failed) (node_moduls in/cont
- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.s0l#965)
- (success) =

token.call(abi.encodewithsignature (decimals())) (cuntzacts/tzansfezs/ﬂe!!ldpefsate.sulasﬁli
- (success, returndata) = target.call{value: value}(data) (node_modu in/contract: le/utils/
- (success,None) =

le.501#132)
token.call(abi. oncodewthsignatura(symbol())) (r:zmtzacts/tzansfers/De!xlﬂgeGat! s0168
- TERC2@Permit(_t ).permitl
- weth. deposit{value:

address(token) . functionCall(data, SafeERC2|

le/token/ERC20/utils/SafeERC20Upgradeable.sol#93)

(this),permitAmount, deadline,v,r,s) (contracts/transfers/DeBridgeGate.sol#654-661)
_amount} () (comucts/tur\sfus/DeB!lduGau 501#703)
- token.safeTransferFrom(msg.sender, address(this),_amount) (contracts/transfers/DeBridgeGate.sol#708)

- IDeBridgeToken(debridge. tokenAddress) .burn{amountAftezFee) (contracts/transfers/DeBridgeBate.sol#778)
External calls sending eth:
- :amunmfturee,debz‘mnam feeParams) =

end(,address(8),0, _chainIdTo,false) (cnntracts/(ransfaxs/ﬂeﬂmdEeGate 501#202-208)
(suecess) = 411 (value: value] (new bycos (8)) (canteagts/trans ors/Debsidgabace. so14965)
- (success, utuzndm.i = target.call{value: value}{data) (node_modul Lin/contract: lefutils/ le.501#132)
- weth.deposit{value: _amount}() (contracts/transfers/DeBridgeGate.sol#703)
Event emitted after the call(s):
- Monitori 1d _deb 1d].balance, I 1

(getDebridge[_debridgeId]. tokenAddress).totalSupply()) (contracts/transfers/DeBridgeCate.sol#836-841)
DUB1LEhSUbm 1 o8 Lon (debridgeTa, ChainTaTo, 0, tazgetContrac Addrens  faobarams, £ofaxralCods, autoParans, trus) (cantracts/raneters/DeBridgoCare. solt216-225)
~ SentlsubmiasionId, dsbridgeld, ameunt, receiver,nonce, thainTdTo, referrslCode, fasParans,abisencode(autaparans) msg.conder) (contrants/<ransfore/DebridgeGate. sol#822-833)
publishSubmission(debridgeld, _chainIdTo, 8, targetCentractAddress, feeParams, referralCode,autoParans, true) (contracts/transfers/DeBridgeGate.soly216-225)
~ Sent(submiasionld, dsbridgeld, ameunt. raceiver,nonce, ehaintdro. reterrelCode. fosParans.bytes (). mug. sonder) (cantraces/transFers/Debridaedate. so1#a72 535)
blishSubmission(debridgeld, chainldTo,8,

targetContractAddress, fecParams, referralCode,autoParans, true) (contracts/transfers/DeBridgeCate.sol#216-225)
Reentrancy in DeBridgesate.withdrauFee(bytesaz) (contracts/transfers/DeBridgeGate.sol#589-526):
xternal calls:

_safeT!ansfe!ETN(feeP!nxy,amuunt) (contracts/transfers/DeBridgeGate.sol#51s

- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeBridgeGate.s0l#96
- IERCQBUpg!adeab]!(getDebz)dge[ debridgeld] . tokenAddress) .safeTransfer(feeProxy, anount) (contracts/transfers/DeBridgeGate.sol#523)
External calls sendin

et
feTronsfertTH(fedpraxy,amount) (contracts/transfors,/DeBridgeGate. sol#sis

- (success) = to.call{value: value}(new bytes(8)) (contracts/transfers/DeridgeGate.s0l#965)
Event emitted after the call(s):

- wWithdrawnFee(_debridgeld, amount) (contracts/transfers/DeBridgeGate.sol#525)
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#reentrancy-vulnerabilities-3

AddressUpgradeable. isContract (address) (node. mndu lin/contract: Le/util le.s0l427-37) uses assembly
INLINE ASM (node. util Le

AddressUpgradeable. verifyCallResult(bool, bytes, st!)ngi (node_modul Lin/contract: le/utils/ le.s0l#169-169) uses assembly
INLINE ASM (node. Le/util

i le.sol#181-184)
signatureutil. parseSignature(bytes,uint256) (contracts/Libraries/SignatureUtil.sol#32-49) uses assembly
INLINE ASM (contracts/libraries/SignatureUtil.sol#41-45)

SignatureUtil.toUint256 (bytes,uint256) (contracts/libraries/SignatureUtil.sol#§1-61) uses assembly

~ INLINE ASM (contracts/libraries/SignatureUtil.sol#58-66)

DeBridgeGate.getChainld() (contracts/transfers/DeBridgoGate.sol#1099-1103) uses assembly

~ INLINE ASM (contracts/transfers/DeBridgeGate.sol#1108-1102)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage

Different versions of Solidity are used:
~ Version used: ['78.8.8', '%6.8.7']
- "8.8.0 (node_modul

in/cont; 1
~ "0.8.8 (node_modul

x 1e.sol#4)
in/cont: lefaccess/L Lo.sol#4)
~ "0.8.0 (node_modules/@openzeppelin/contracts-upgradeable/proxy/utils/Initializable. sol#4)

- "0.8.0 (node_: maauusf@openzepneun/contuns

le/security/Pausabl le.sol#ts)
- "0.8.9 (node_moduls cts- le/security/Reent: Le. sol#s)
- "0.8.0 (node_: mudulgsf@up=nz=ap=1m/cuntnnr le/token/ERC20/ T
- "0.8.9 (node_modul:

cts— le/token/ERC20/ extensions/[ERC2OMetadataUpgradeable. solu4)
- 78.8.0 (node_ mudulesf@npenzenvshn/cnnt!acts upgradeable/token/ERC20/ utils/SafeERC20Upgradeable. sol#4)
~ "8.8.0 (node_modul )

e/utils/)
- "0.8.0 (node_moduls )n/cnnt cts— lefutils

ntex le.s0l#4)
le/utils/stri )
le utl]s/)ntzuspectlun/ERCIESUDg!adeab]e solua)
N 1 oL#4)
- "8.8.0 (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. S04 )
- "8.8.9 (node_modules/@openzeppelin/contracts/token/ERC20/TERC20.501#4)
- "8.8.0 (node_modules/@openzeppelin/contracts/token/ERC20/extensions/IERC2OMe tadata . sol#4)
- 78.8.0 (node_modules/@openzeppelin/contracts/utils/Context.sol#4)
- "8.8.7 (eontracts/interfaces/ICallProxy.sol#
- 70.8.7 (contracts/interfaces/IDeBridgeGate.sols2)
- "0.8.7 (contracts/interfaces/IDeBridgeToken. sol#2}
- 70.8.7 (contracts/interfaces/IDeBridgeTokenDeployer.sol#2)
- "0.8.7 (contracts/interfaces/IERC20Permit. sol#3)
- 70.8.7 (contracts/interfaces/ISignatureverifier.sols2)
- "8.8.7 (contracts/interfaces/TWETH. s01#2)
- "8.8.7 (eontracts/interfaces/IWethGate.sol#2)
- "0.8.7 (contracts/libraries/Flags.sol#2)
- ~8.8.7 (contracts/libraries/Signatureutil.sol#2)
8.8.7 (contracts/transfers/DeBridgeGate. sol#2)
Reference: https://github.com/crytic/slither/wiki/Detect

in/
X in/contracts—i
in/

Lon#difr

pragma-directi
1_init() (nede_modul Lin/ 1 le.501#51-55) is never used and should be removed
T - rol_init_unchained() (node_modul Lin/contract: lefaccess/ ¥ le.501#57-56) is never used and should be removed
1o._setRoleAdnin(bytesd2,bytesd2) (nod n 1 501#203-207) is never used and should be removed
le.functionCall(add bytes) (node_modul, 1in/contract: utils/ le.s0l480-82) is never used and should be removed
AddressUpgradeable. functionCallWithValue (address, bytes, uint256) (node_modul, lin/contract utils/ ©.501#109-115) is never used and should be removed
AddressUpgradeable. functionStaticCall (address, bytes) (node_modu Linfcontract le/util 501#142-144) is never used and should be removed
AddressUpgradeable. functionStaticCall(address, bytes, string) (node_modu linfcontract e/util 501#152-161) is never used and should be removed
Le.sendva. uint256) (node_ 1l Le/util 501#55-60) is never used and should be removed
Context._msgData() (node_modules/@openzeppelin/contracts/utils/Context.sol#21-23) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modul 1i utils, le.501#18-20) is never used and should be remov
ContextUpgradeable.__Context_init_unchained() (node_r linfeontract le/utils/Cont 2-23) is never used and should be removed
ContextUpgradeable._msgData() (node_modul 1in/contracts— le/utils/Contex ©.501#26-30) is never used and should be remove
ERC165Upgradeable. _ERC165_init() (node_modul Lin/contracts—,
ERC165Upgradeable

lefutils/introspection/ERC16EUpgradeable.sol24-26) is never used and should be removed
65_init_unchained() (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERCL65Upgradeable.s01426-29) is never used and should be removed
ERC20._burn{address,uint256) (node_modules/Popenzeppelin/contracts/token/ERC20/ERC28.501#275-290) is never used and should be removed
ERC26 . _mint (address, uint2s6) (node_modulos/eapenzeppelin/contract s/token/ERC20/ERC20. $014252-262) is never used and should be remov
PausableUpgradeable.__Pausable_init{) (node_moduls

Lin/cont le/security/Pausabl ©.501#34-37) is never used and should be removed
PausableUpgradeable. __Pausable_init_unchained() (node_mod Lin/contract: le/security/Pausabl 9-41) is never used and should be remove
at safeApprove(T le,address,uint256) (node_modul 1in/contracts— le/token/ERC28/utils/SafeERC28Upgradeable. sol#45-58) is never used and should be removed
Le, address, uint256) (node_modul 1in oken/ERC26/utils/SafeERC20Upgradeable. sol#69-80) is never used and should be removed
SateERC20UpgTadeable. safeIntreaseA1]nnance(IERCZBUpuradeable address, uint256) (node_modul, 1in/contract: ‘token/ERC20/utils/SafeERC2Z6Upgradeable.s01#68-67) is never used and should be removed
.ge .501#13-15) is never used and should be removed
Signatureutil.splitsignature(bytes) (tuntzactsl]1bxa!)25151gnatuxeut11.su]uli—lﬂ) is never used and should be removed
StringsUpgradeable. toHexString (uint256) (node_m

_modu 1lin/contract: utils/Stri
StringsUpgradeable. toString(uint266) (node_modul Lin/contract: lefutils/Stri
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

le.501#40-51) is never used and should be removed
le.s0l#15-35) is never used and should be removed

Pragma version".8.0 (node_modules.

infcont Le le.sol#) allows old versions
Pragna version®@.8.8 (node_modules in/ Le/access/T .s0l#4) allows old versions
Pragna version®@.8.8 (node_modul infcontracts— le/proxy/utils/Initializable.sol#s) allows old versior

Pragma version®@.8.0 (node_modul in/contracts- Le/security/Pausabl sol#4) allows old versio

Pragna version®@.8.8 (node_modul infcontracts— 1e/security/Reent sol#a) allows old versions
Pragma version"e.8.8 (node_mo in/contracts— token/ERC20/T le.solsd) allows old versions

Pragma version@.8.8 (node_modules/Gopenzeppelin/centracts— upgzaaeanunoken/swczu/uunsuns/mzczwnaaauunguunu sol#4) allows old versions
pragna version.2.0 (node_nodules /GopenzeppeLin/cantracts-upgradesbla/ token/ERC20/utiLe/Saf sERC20Upgradasble. soled) sllows old version
Pragma version®@.8.8 (node_modul in/contracts- Le/utils/) le.sol#4) allows old versions

Pragna version®@.8.8 (node_modul infeont Le/util le.s0l#4) allows old versions

Pragma version®@.8.8 (node_modul incontracts- Le/utils/Stri le.s0l#4) allows old versions

Pragma version®@.8.8 (node_modul 1e

ol#4) allows old versions
Pragma version"@.8.e (node_t munules/@npenztpb:hn/cnnt!a:ts upurad:able/ut)]s/)ntrnsp:ct)nn/IERCl&SUpu!ndeahl: s0l#4) allows old versions
Pragma version"@.8.0 (node_modul

.s0l#4) allows old versions
Pragma version"@.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC20/IERC20.501#4) allows old version

s
Pragma version®@.8.8 (node_modules/Gopenzeppelin/contracts/token/ERC28/extensions/ IERC2BMetadata.s0l#4) allows old versions
Pragna version"d.8.8 (node_modules/Gopenzeppelin/centracts/utils/Context.sol#4) allows old versions

Reference: https://github.com/crytic/slither/wiki/Detect ion#incor: idity
Low level call in AddressUpgradeable.sendValue(address,uint256) (node_modul lin/contract. utils/ le.s0lu55-60) :
uccess) = recipient.call{value: amount}(} (node_modul -~

il le.50L#58)
Low level call in AddressUpgradeable.functionCallwithvalue(address,bytes, u)nt?SE string) (node, lvmdu]es/@up!nzeppelln/cuntzact
- (success, returndata) = target.call{valu

lefutils/ le.s01#123-134) 1
value}(data) (node_modules/Gopenzeppelin/contracts- utils/ le.501#132)
Low level call in AddressUpgradeable.functionStaticCall(address,bytes,string) (node_mo Lindeontron utils/ le.s0l#152-161) :
- (success,returndata) = target.staticcall(data) (node_modul lin/contract utils/ le.501#159)
Low level call in DeBridgeate. validateToken(address) (contracts/transfers/DeBridgeGate.sol#B54-867):
- (success) = _token.call(abi.encodewithsignature(decimals())) (contracts/trans:

fers/DeBridgeGate.soluBs1)
(succnss,Nanﬂ _token.call(abi.encodewithSignature(symbol())) (m:rvt!acts/l!ansf:!s/l}sﬁ!)dchals snl#ﬁéS)
Low level call in DeBridgeGate._safeTransferETH(address,uint2s

6) (contracts/transfers/DeBridgeGate. sol#9
~ (success) = to.call{value: value}(new bytes(d)) (contracts/transters/DeBridgeGate. sol#965)
Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#low-level-cal
Function . 1 init() (node_modul 1 access le.50l#51-55) is not in mixedCas.
Function rol_init_unchained() (node_modu linfcontract e/access/. le.s0l#57-58) is not in mixedCase
Vriablo AccessContralUparadeable. ~gan (node modal 1in/contract: access/) T To-201#230) 18 not in mixedCase
Function PausableUpgradeable.__Pausable_init() (node_modul, 1in/contract: security/Pausabl le.s01#34-37) is not in mixedCase
Function PausableUpgradeable.__Pausable_init_unchained() (node_modul lin/contract security/Pausabl
Variable PausableUpgradeable. _gap (node_modul n/contracts—
Function Reent: le

le.s0l#39-41) is not in mixedCase
Le/security/Pausabl

501#97) is not in mixedCase
_init() (node_modul, Lin/contract: le/security/ReentrancyGuardupgradeable.sol#48-42) is not in mixedCase
Function _init_unchained(} (node_modul 1 security/ 1

ol#4t—46) is not in mixedCase
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_gap (node_modul Lin/contract: lefsecurity/Reent: s0l#68) is not in mixedCase

Variable ReentrancyGuardupgradeable.
ntex Lo al#16-78) is not in mixedoa

Context_init() (node_modul, lin/contracts— le/utils

Context_init_unchained() (node_modul 1in racts— le/utils o1422-23) 1s not in mixedCase
gap (nod linfcontract utils/Contex le.s0l#31) is not in mixedCase

Function ERCL65Upgradeable. _ERC165_init() (node_modules, Lin/ Lle/utils/i on/ERC1 .501#24-26) is not in mixedCase

Function ERC165Upgradeable. _ERC165_init_unchained() (node_modul Lin/centracts— le/utils/introspection/ERC165Upgradeable. sol#28-29) is not in mixedCase

gap (node_madul in/contracts- le/utils/introspection/ERC165Upgradeable. 501#36) is not in mixedCase
Parameter Flags.getFlag(uint256,uint256). packedFlags (contracts/libraries/Flags.sol#25) is not in mixedCase

Parameter Flags.getFlag(uint256,uint256). flag (contracts/libraries/Flags.sol#26) is not in mixedCase

Parameter Flags.setFlag(uint256,uint256,bool). packedFlags (contracts/libraries/Flags.scl#37) is not in mixedCase

Parameter Flags.setFlag(uint256,uint256,bool). flag (contracts/libraries/Flags.sol#38) is not in mixedCase

Parameter Flags.setFlag(uint256,uint256,bool). value (contracts/libraries/Flags.sol#39) is not in mixedCase

Parameter SignatureUtil.getUnsignedMsg(bytes3?). submissionld (contracts/libraries/SignatureUtil.sol#13) is not in mixedCase

Parameter SignatureUtil.splitSignature(bytes). signature (contracts/libraries/SignatureUtil.sol#19) is not in mixedCase

Parameter SignatureUtil.parseSignature(bytes,uint256). signatures (contracts/libraries/SignatureUtil.sol#32) is not in mixedCase

Parameter SignatureUtil.toUinta6(bytes,uinta56). bytes (contracts/libraries/SignatureUtil.sol#51) is not in mixedCase

Parameter SignaturelUtil.toUint266(bytes,uint266). offset (contracts/libraries/SignatureUtil.sol#61) is not in mixedCase

Parameter DeBridgeGate.initialize(uints, IWETH). excessConfirmations (contracts/transfers/DeBridgeGate.sol#165) is not in mixedCase

Parameter DeBridgeBate.initialize(uint8, IWETH). weth (contracts/transfers/DeBridgeGate.sol#166) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint256,bytes,bytes). chainIdTo (contracts/transfers/DeBridgeGate.sol#179) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint2s6,bytes, bytes). targetContractAddress (contracts/transfers/DeBridgeGate.sol#180) is not in mixedCase

Parameter DeBridgeBate.sendMessage(uint256,bytes,bytes). targetContractCalldata (contracts/transfers/DeBridgeGate.sol#181) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint2s6, bytes, bytes,uint256,uint32). chainIdTo (contracts/transfers/DeBridgeGate.sol#191) is not in mixedCase

Parameter DeBridgeBate.sendMessage(uint256,bytes, bytes,uint256,uint32). _targetContractAddress (contracts/transfers/DeBridgeGate.s01#192) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint256, bytes, bytes,uint256,uint32). targetContractCalldata (contracts/transfers/DeBridgeGate.sol#193) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint2s6,bytes, bytes,uint256,uint32). flags (contracts/transfers/DeBridgeGate.sol#194) is not in mixedCase

Parameter DeBridgeGate.sendMessage(uint256,bytes, bytes,uint256,uint32). referralCode (contracts/transfers/DeBridgeGate.sol#195) is not in mixedCase

Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint32, bytes)._tokenAddress (contracts/transfers/DeBridgeGate.sol#230) is not in mixedCase
Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes, bool,uintd2, bytes). amount (contracts/transfers/Debridgetate.s01#231) is not in mixedCase

Paramster DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint32, bytes). chainldTo (contracts/transfers/DeBridgeGate.sol#232) is not in mixedCase

Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint32, bytes). receiver (contracts/transfers/DeBridgeGate.sol#233) is not in mixedCase

Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint32,bytes). pezmitEnvelope (contracts/transfers/DeBridgeGate.sol#234) is not in mixedCase
Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint3z, bytes). useAssetFee (contracts/transfers/DeBridgeGate.sol#235) is not in mixedCase
Parameter DeBridgeBate.send(address,uint256,uint256,bytes, bytes,bool,uint32,bytes). referralCode (contracts/transfers/DeBridgeGate.s01#236) is not in mixedCase
Parameter DeBridgeGate.send(address,uint256,uint256,bytes, bytes,bool,uint32,bytes). autoParams (contracts/transfers/DeBridgeGate.sol#237) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256, address, uint256,bytes, bytes)._debridgeld (contracts/transfers/DeBridgesate.sol#283) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint266,uint256, address, uint256,bytes, bytes)._amount (contracts/transfers/DeBridgeGate.sol#284) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256, address, uint256,bytes, bytes)._chainIdFrom (contracts/transfers/DeBridgeGate.sol#285) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256, address, uint256,bytes, bytes)._receiver (contracts/transfers/DeBridgeGate.sol#286) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256,address, uint256,bytes, bytes)._nonce (contracts/transfers/DeBridgeCate.sol#287) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256, address, uint256,bytes, bytes) ._signatures (contracts/transfers/Debridgetate.sol4288) is not in mixedCase

Parameter DeBridgeGate.claim(bytes32,uint256,uint256, address, uint256, bytes, bytes)._autoPazams (contzacts/transfers/DeBridgetate.sol#289) is not in mixedCase

Parameter DeBridgeGate.deployNewAsset(bytes,uint256,string, string, uints,bytes). nativeTokenAddress (contracts/transfers/DeBridgeGate.sol#344) is not in mixedCase
Parameter DeBridgeGate.deployNewAsset(bytes,uint256,string, string, uint8,bytes). nativeGhainId (contracts/transfers/DeBridgeGate.so1#345) is not in mixedCase

Parameter DeBridgeGate.deployNewAsset(bytes,uint256,string, string, uints,bytes). name (contracts/transfers/DeBridgeGate.sol#346) is not in mixedCase

Parameter DeBridgeBate.deployNewAsset{bytes,uint256,string, string, uint8,bytes). synbol (contracts/transfers/DeBridgeGate.s01#347) is not in mixedCase

Parameter DeBridgeGate.deployNewAsset(bytes, uint256, string, string, uints, bytes). decimals (contracts/transfers/DeBridgeGate.sol#348) is not in mixedCase

Parameter DeBridgeGate.deployNewAsset(bytes,uint256,string, string,uints,bytes). signatures (contracts/transfers/DeBridgecate.sol#349) is not in mixedCase

Parameter DeBridgebate. avtoUpdateFixsdNativeFesluint2se)  globalfixedliativeFes (santrascs/transfars/DeBridgeCate.sol#369) 1s not in mixedCase

Parameter DeBridgeGate.updateChainSupport(uint26[1], IDeBridgeGate.ChainSupportInfol],bool). ehainlds (contracts/transfers/DeBridgeGate.sol#382) is not in mixedCase
Parameter DeBridgeBate.updateChainSupport(uint256[1, TDeBridgeGate.ChainSupportInfol],bool). chainSupportInfa (contracts/transfers/DeBridgeGate.sol#383) is not in mixedCase
Parameter DeBridgeGate.updateChainSupport(uint256[],1DeBridgeGate.ChainSupportInfol],bool). isChainFrom (contracts/transfers/DeBridgeGate.sol#384) is not in mixedCase
Parameter DeBridgeGate.updateGlobalFee(uint256,uint16). globalFixedNativeFee (contracts/transfers/DeBridge6ate.sol#482) is not in mixedCase

Parameter DeBridgeGate.updateGlobalFee(uint256,uint1é)._globalTransferFeeBps (contracts/transfers/DeBridgeGate.sol#483) is not in mixedCase

Parameter DeBridgeGate.updateAssetFixedFees (bytes32,uint256[1,uint256(1). debridgeld (contracts/transfers/DeBridgeGate.sol#415) is not in mixedCase

Parameter DeBridgeGate.updateAssetFixedFees (bytes32,uint256(1,uint256[1). supportedChainlds (contracts/transfers/DeBridgeGate.sol#416) is not in mixedCase

Parameter DeBridgeGate.updateAssetFixedFees (bytes32,uint256[1,uint256(]). assetFeesInfo (contracts/transfers/DeBridgeGate.sol#417) is not in mixedCase

Parameter DeBridgeGate.updateExcessConfirmations(uint8). excessConfirmations (contracts/transfers/DeBridge6ate.sol#428) is not in mixedCase
Parameter DeBridgeGate.setChainSupport(uint25é,bool,bool). chainId (contracts/transfers/DeBridgeGate.sol#437) is not in mixedCase

Parameter DeBridgeGate.setChainSupport(uint256,bool,bool). isSupported (contracts/transfers/DeBridgeGate.sol#437) is not in mixedCase

Parameter DeBridgeBate.setChainSupport(uint25é,bool,bool). isChainFrom (contracts/transfers/DeBridgeGate.sol#437) is not in mixedCase

Parameter DeBridgeGate.setCallProxy(address)._callProxy (contracts/transfers/DeBridgeGate.sol#4s9) is not in mixedCase

Parameter DeBridgeBate.updateAsset(bytesd2,uint256, uint16,uint256)._debridgeld (contracts/transfers/DeBridgeGate.sol#468) is not in mixedCase
Parameter DeBridgeGate.updateAsset(bytesd2,uint256,uintls, uint256). maxAmount (contracts/transfers/DeBridgeGate.sol#46l) is not in mixedCase
Parameter DeBridgeGate.updateAsset(bytes32,uint256,uint16,uint256). minReservesBps (contracts/transfers/DeBridgeGate.sol#462) is not in mixedCase
Parameter DeBridgeBate.updateAsset(bytesd2,uint256,uint16,uint256)._amountThreshold (contracts/transfers/DeBridgeGate.sol#463) is not in mixedCase
Parameter DeBridgeGate.setSignatureVerifier(address). verifier (contracts/transfers/DeBridgeGate.sol#476) is not in mixedCas.

Parameter DeBridgeGate.setDeBridgeTokenDeployer(address). deBridgeTokenDeployer (contracts/transfers/DeBridgeGate.sol#482) is not in mixedCase
Parameter DeBridgeGate. ). _value transfers/DeBridgeGate.sol#488) is not in mixedCase

Paramter DeBridgaGate. sethethGata(IWsthtate) . wethiata (contracts/transters/DeBridgeGata.sol4sa) is not in mixedCass

Parameter DeBridgeGate. ) dgeId ( ts/transfers/ 501#59) is not in mixedCase

Paranster DeBridgeGate.setFeeProxyladdress) f!eP!u){y (cunt!acts/t!ansf&xs/ﬂe!z)dgeGate.suluslﬂ) is not in mixedCase

Parameter DeBridgeGate.blockSubmission(bytes3z[],bool). submissionIds (contracts/transfers/DeBridgeGate.sol#537) is not in mixedCase

Parameter DeBridgeGate.updateFeeDiscount (address,uintls,uintls)._address (contracts/transfers/DeBridgeGate.sol#563) is not in mixedCase

Parameter DeBridgeGate.updateFeeDiscount (address,uint1s,uint16)._discountFixBps (contracts/transfers/DeBridge6ate.sol#s64) is not in mixedCase
Parameter DeBridgeGate.updateFeeDiscount (address,uint16,uint16)._discountTransferBps (contracts/transfers/DeBridgeGate.sol#555) is not in mixedCase
Parameter DeBridgeGate.getDebridgeld(uint256, address). chainld (contracts/transfers/DeBridgeGate.sol#1087) is not in mixedCase

Parameter DeBridgeGate.getDebridgeld(uint256,address). tokenAddress (contracts/transfers/DeBridgeGate.sol#1687) is not in mixedCase

Parameter DeBridgeGate.getbDebridgeld(uint25s,bytes). chainld (contracts/transfers/DeBridgeGate.sol#1014) is not in mixedCase

Parameter DeBridgeGate.getbDebridgeld(uint256,bytes). tokenAddress (contracts/transfers/DeBridgeGate.sol#1014) is not in mixedCase

Pazameter DeBridgeGate.getDebridgeChainAssetFixedFee(bytes32, uint256). debridgeld (contracts/transfers/DeBridgeGate.sol#1820) is not in mixedCase
Parameter DeBridgeGate.getDebridgeChainAssetFixedFee(bytes3az,uint266). chainld (contracts/transfers/DeBridgeGate.sol#1821) is not in mixedCase
Parameter DeBridgeGate.getSubmissionIdFrom(bytes32,uint256,uint256,address, uint256, DeBridgeGate . SubmissionAutoParansFrom, bool, address) .
Parameter DeBridgeGate.getSubmissionIdFrom(bytes32,uint256,uint256,address, uint266, [DeBridgeGate. SubmissionAutoParamsFrom, bool , address) .
Parameter DeBridgeGate.getSubmissionIdFrom(bytes32, uint256,uint256,address, uint256, IDeBridgetate. SubnissionAutoParansFrom, bool, address) .
Pazameter getsubmissionl Vtes3z, uint256, uint256, add uint256, IDeBridgecate. SubmissionAutoParansFrom, bool, address).
Parameter DeBridgeGate. uetsubmlss)unIdF!nm(bvtes!l uint256, uint266, address, uint26, [DedridgeSata. SubnissionAutoParansFrom, bool, address).

Variable ERC165Upgradeable.

Parameter ¥ Juint256, uint25. int266, IDeBridgeGate . SubnissionAutoParansFrom, bool, address) ._. transfers/

Parameter DeBridgeGate. getsubmlss)unIdF!um(bytes!Q Uint2s6. Uintae, address, uint 256, IDaBridgeCate. SUbNLs s LonAUtoParansFrom, bool  adtr0ss)  hasAUTaPAFans. (comCeacts/traneyors/DoBsidgocare.ol41043) 15 not in mixedCase
sender (contracts/transfers/DeBridgeGate.sol#1844) is not in mixedGase

Parameter DeBridgeGate.getSubmissionIdFrom{bytes32,uint256, u)nt?SS.add!css,ulntZSé IDeBridgeGate.SubmissionAutoParamsFrom, bool,address) .
Parameter DeBridgeGate.getDeployId(bytes32,string,string,uint8)._debridgeld (contracts/transfers/DeBridgeGate.sol#1885) is not in mixedCase
parameter DeBridgeGate.getDeployld(bytes3z,string,string,uint8). _nane (contracts/transfers/DeBridgeGate.sol#1086) is not in mixedCase
Parameter getDeployld(bytes32,string, string,uint8)._symbol (contracts/transfers/DeBridgeCate.sol#1087) is not in mixedCase
Parameter DeBridgeGate.getDeployld(bytes3z,string,string,uints). decimals (contracts/transfers/DeBridgeGate.sol#1088) is not in mixedCase
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#conformance-to-solidity-naming-conventions

(node_modul 1lin/contract: security/Reent: le.sol#68) is never used

ReentrancyGuardUpgradeable
able

Reference: https://github.com/erytic/slither/wiki,

DeBridgeGate.gap® (contracts/transfers/DeBridgeate.sol#55) should be censtant
DeBridgeGate.gapl (contracts/transfers/DeBridgeate.sol#82) should be constant

DeBridgeGate. lockedClain (contracts/transfers/DeBridgeate.sol#101) should be constant

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#state-variables-that-could-be-deelared-constant

srantRole (bytesaz, aduuss) should be declared exteznal:
byt dd ) (node_modul lin/cont) 1 x le.s0l#139-161)
cevokeRole(bytes32, adiress) should be declered mternal:
- AccessControlupgradeable. revokeRole(bytes32, address) (node_r infeontract. 1e/aceess/. s01#152-154)
umunnnulemussz address) should be declared external:
e(bytes3?, address) (node_modules/@openzeppelin/contract: le/access/ ¥ Le.s01#170-174)

name() should be deciored extarnal:
- ERC20.name() (node_modul 1in, ERC20. s01#62-64)

synbol() should be declared external:

ERG28.symbol() (node_modules/Gopenzeppelin/contracts/token/ERC26/ERC28.501#70-72)
decimals() should be declared sxternal:

ERC28.decimals() (node_modules/@openzeppelin/contracts/ token/ERC26/ERC20. 501467-89)
mumupplm should be declared external:

ERC20.totalSupply() (node_modul lin/contracts/te ERC20.501#94-96)
balanceOf (address) should be declared externals

ERC28.balanceOf (address) (node, munules/@npenzepp!])n/cnnt!a:ts/tnken/ERCZBIERCZB s501#101-163)

transfor(addross, uint266) should bo declared exte
o~ tronsfor (address,uint254) (node nodules/Gopenzoppalin/cantracts /token/ERC26/ERC20. solH113-116)

allowance (address, address) should be declared sxternal:
- ERC20.allowance(address,address) (node monules/@openzenpelm/comuctsnokenfswczwswcza 501#121-123)
approve(address, uint256) should be declared exte

ERC20. approve (address, uint256) (nede_ modul Lin/ token, +501#132-135)
transferfron(address, address,uint2ss) should be doclared sxternal:
— ERC28. transferFron{address, address,uint256) (node_modul lin/contracts/t ERC20. 501#150-164)

increaseAllowance (address,uint256) should be declared oxternal:

~ ERO20. increaseAllomance (address,uint256) (node_modules/@openzeppelin/contracts/token/ERC20/ERC20. 501#178-181)
decreaseAllowance (address,uint256) should be declared external:

- ERCZ0.decreasenllowance (address, uint266) (node_modules/@openzeppelin/contracts/token/ERC26/ERC28.501#197-205)
initialize(uint8, IWETH) should be declared external:

- DeBridgeGate.initialize(uint8, WETH) (contracts/transfers/DeBridgeGate.sol#l64-173)

https://github.com/crytic/slither /wiki/Detector-Docunentation#public—function-that-could-be-declared-external

Reference

debridgeld (contracts/transfers/DeBridgeGate.sol#1837) is not in mixedCase
_chainIdFrom (contracts/transfers/DeBridgeGate.sol#1038) is not in mixedCase
_amount (contracts/transfers/DeBridgeGate.sol#1839) is not in mixedCase
_receiver (contracts/transfers/DeBridgeGate.sol#104@) is not in mixedCase
Znonce (contracts/transfers/peBridgeGate.sol41041) is not in mixedCase

501#1042) is not in mixedCase

in DeBridgeGate (contracts/transfers/DeBridgeGate.sol#25-1118)
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AUTOMATED TESTING

gateCall(newInplementation, data) (node_

contracts/transfers/DeBridgeTokenDeployer.sol

lin/contracts/proxy/ 1967Upgrade . s01#64-73) ignores return value by Address.functionD

ERC1967Upgrade._upgradeToAndCall (address, bytes,bool) (node_modul
rade.sol#71)
._upgradeToAndCal bytes,bool) {node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01488-168) ignores Teturn value by Address.functionDelegateCall{newImplementation,data)
modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01#86-108) ignores return value by Address.functionDelegateCall(newImplementation,abi.

1967Upgrade. s01#98)
ERC1967Upgrade._upgradeToAndCallsecureaddress, bytes,bool) (nodh
1 7/ERC1967:
501#183-193) ignores return value by Address.functionDelegateCall(IBeacon(newdeacon).imp

) (node_modul -
ERC1967Upgrade._upgradeBeaconToAndCall(address, bytes,bool) (node_modules/Qopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrad:

s/proxy/ERC1967/ERC1967Upgrade .501#191)
Reference: https://github.com/crytie/slither/wiki/Detector-Documentationsunused-return
pearidgeTokenDeployer. 1nnuhze(aunuss address, address) (coMxacts/tnnsfezs/DeBudaﬂaker\ﬂenlayer 501#72-82) should emit an event for:

debridgeAddress = _debridgeAddress (contracts/transfers/DeBridgeTokenDeployer.
DeEr)dﬂeTakenDnnluysr.sslllsbndgeAdd!ess(address) (contracts/transfers/DeBridgeTokenDeployer. selies- 171) should emit an event for:
idgeAddress (contracts/transfers/DeBridgeTokenDeployer. sol#

ion#missing-event: rol

idgeAddress = _debr
Reference: mtps //ullhub con/crytic/slither/wiki/

DeBridgeTokenDeployer.initialize(address,address,address)._tokenImplementation (contracts/transfers/DeBridgeTokenDeployer.sol#73) lacks a zero-check on :
- tokenImplementation = _tokenImplementation (contracts/transfers/DeBridgeTokenDeployer.sol#77)
DeBridgeTokenDeployer.initialize(address,address, address)._deBridgeTokenAdnin (contracts/transfers/DeBridgeTokenDeployer.sol#74) lacks a zero-check on
- deBridgeTokenAdmin = _deBridgeTokenAdwin (contracts/transfers/DeBridgeTokenDeployer.s0l#78)
DeBridgeTokenDeployer.initialize(address,address,address)._debridgeAddress (contracts/transfers/DeBridgeTokenDeployer.sol#75) lacks a zero-check on :
- debridgehddress = _debridgehddress (contracts) transfers/DebridgeTokenDeployer- sol#79)
Refersnce: https://github.con/crytic/slither/wiki/ idation
Reentrancy in ERC1967Upgrade._upgradeToAndCallSecure(address, bytes,bool) (node_nodules/Gopenzeppelin/contzacts/proxy/ERCL947/ERCI967Upgrads . sol#B0-108):

External calls
- Address. functionDelegateCall(nenInplenentation,data) (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade . sol#
- Address.functionDelegateCall(newInplementation, abi.encodeWithsignature(upgradeTo(address), oldInplenentation)) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01498-101)

Event emitted after the call(s):
- Upgraded(newInplementation) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#s
- _upgradeTo(newInplementation) (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade.sols166)
ion#reentrancy ilities-3

Reference: https://github.con/crytic/slither/wiki/!
DeBridgeToken.permit(address,address, uint256,uint256,uint8, bytes32,bytes32) (contracts/periphery/DeBridgeToken.s0l#118-142) uses timestamp for comparisons

ngerous comparisons:
uire(bool, string) (_deadline >= block. timestamp,pernit: EXPIRED) Ktuntracts/nenDherv/ﬂ:axlﬂgeTuk:n s01#119)
1

- req
Reference: https://github.con/crytic/slither/wiki/!

Proxy._delegate(address) (node_modules/Bopenzeppelin/contracts/proxy/Proxy.sol#22-45) uses assembly
INLINE ASM (node_modules/Qopenzeppelin/contracts/proxy/Proxy.sol#23-4s)
Address.isContract(address) (node_modules/Gopenzeppelin/contracts/utils/Address.sol427-37) uses assombly
INLINE ASM (node_modules/Qopenzeppelin/contracts/utils/Address. sols:
Address. v!!)fyCal]R!su]t(bm}] bytes, string) (node_nodules /@openzeppelin/contracts/utils/Address. s01#196-216) uses assembly
INLINE ASM (node_modules/Gopenzeppelin/contracts/utils/Address.sol#208-
Storageslot.getAddressSLot(bytesaz) (node_modules/@openzeppelin/contracts/utils/Storagsslot.sol#52-6) uses assenbly
INLINE ASM (node_modules/Gopenzeppelin/contracts/utils/StorageSlot.sol#53-55
storagesior, getBooleanslot (bytes32) (node_modules/@openzeppelin/contracts/utils/Storagesiot.sol#61-65) uses assembly
ASM_(node_nodules/@openzeppelin/contracts/utils/StorageSlot.sol#62-64)
sxozaaeslo: getBytesa2slot (bytes32) (node_modul lin/contracts/util geSlot.s0l#76-74) uses assembly
ASM_(node_nodules/Gopenzeppelin/contracts/utils/Storageslot.sol#71-73)
Sturaueslul getUint25651ot (bytesd2) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#79-83) uses assembly
NLINE ASM (node_modules/Qopenzeppelin/eontracts/utils/StorageSlot.sol#80-82)
DeBr)dueTakcn initializelstring,string,uint8, address,address(]) (contracts/periphery/DeBridgeToken.sol#54-98) uses assembly
INLINE ASM (contracts/periphery/DeBridgeToken.sol#76—
DeBridgeTokenDeployer.deployasset (bytessz, string,string,uints) (contracts/transfers/DepridgeTokenDeployer. sol#09-142) uses assembly
LINE ASM {contracts/transfers/DeBridgeTokenDaployer.sol#126-133)
https://github.con/crytic/slither/wiki/!

Reference:

Different versions of Solidity are used:
Version used: ['*8.8.8', '*8.8.2', '48.8.7']
- 70.8.8 (node_modules n/ 1e &.sol#4)
- 70.8.9 (node_modules in/cont Le/access/T r
- 70.8.9 (node_modules/Gopenzeppelin/contracts— Le/proxy/utils/Initiali
- 70.8.9 (node_modules in/contracts- Le/security/Pausabl

- 79.8.0 (node_: mnulesf@npenzeppah‘n/cnntncts— Le/token/ERC28/!
i ets— Lo/ token/ERC28/

bl

- "9.8.8 (node_module n/cont
- 79.8.0 (node_: mudulesf@npenzew:hn/cnntn:ls upurad:able/tuken/EREM/e!tensmnsfERMBPausabltUnn!ﬂd:able sol#s)
- "0.8.0 (node_: maauusf@openupnennfconnacts upgradeable/token/ERC20/extensions/IERC20MetadataUpgradeable . sol#4)
- "9.8.8 (node_module in/con i Le.sol#a)

in/cont: - Lle/utils/Stri Le.sol#4)

- "8.8.8 (node_modules
- "8.8.0 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERCI65Upgradeable. sol#i)

- %0.8.0 (node_nodules/Gopenzeppelin/contracts-upgradeable/utils/introspection/TERC165Upgradeable . s0l#4)

- *0.8.2 (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade.sol#s)
- "8.8.0 (node_modules/Ropenzeppelin/contracts/proxy/Proxy.sol

- "0.8.9 (node_modules/Gopenzeppelin/contracts/proxy/beacon/BeaconProxy. sol#e)

~ *8.8.8 (node_modules/@openzeppelin/contracts/proxy/beacon/IBeacon.sol#4)

- "0.8.8 (node_modules/@openzeppelin/contracts/utils/Address.sol#4)

~ *0.8.8 (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#4)

- 0.8.7 (contracts/interfaces/IDeBridgeToken.sol#2)

- "0.8.7 (contracts/interfaces/IDeBridgeTokenDeployer.sols2)

~ *8.8.7 (contracts/interfaces/IERC28Permit.sol#3)

- "0.8.7 (contracts/periphery/DeBridgeToken.sol#2)

- *8.8.7 (contracts/periphery/DeBridgeTokenProxy.sol#2)

- %0.8.7 (contracts/transfers/DeBridgeTokenDeployer. sol¢2)

Reference: https://github.con/crytic/slither/wiki/Det ation#diff irecti
I rol_init() (nade_ lin/contract, access/) I le.s0l#51-55) is never used and should be remove:

I rol init_ (node_modules. infcontract e/access/ I le.501#57-58) is never used and should be removed

Lin/contract: le, ¥, le.s014203-207) is never used and should be removed

in(bytes32, bytes3?) (nud! modul

Address. functionCall(add bytes) (node_modul, 1in/contracts/utils/Address.sol#86-62) is never used and should be remove
Address.functionCall(address,bytes, string) (node_modules/@openzeppelin/contracts/utils/Address.sol#99-96) is never used and should be removed
Address. functionCallwithValue(address,bytes,uintas6) (node_modules/@openzeppelin/contracts/utils/Address.sol#169-115) is never used and should be remov:
Address. functionCallWithValue (address, bytes, uint256,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#123-134) is never used and should be removed
Address.functionstaticCall(address,bytes) (node_modules/@openzeppelin/contracts/utils/Address.sol#142-164) is never used and should be removed
Address.functionStaticCall(address, bytes,string) (node_modules/Gopenzeppelin/contracts/utils/Address.sol#152-161) is never used and should be remove
Address.sendValus(address,uint256) (nods_modules/Qopenzeppelin/contracts/utils/Address. sol#55-6@) is naver used and should be removed
BeaconProxy._beacon() (node_modu contracts/proxy. y.s0l438-48) is never used and should be removed
BeaconProxy._setBeacon (address, bytes) (node mndules/@nuenzenl’el)n/cunl!acts/nrnlyfbeacnn/ﬁeacnnP!nny s0l#59-61) is never used and should bo renoved
in/contract: lefutils Lo-£0l#1826) is nover used and should be xenoved
1in/contracts— le/utils/Contex le.501#22-23) is never used and should be removed
i 501#28-30) is never used and should be removed

ContextUpgradeable. _Context_init() (node_modul
ContextUpgradeable.__Context_init_unchained() (node_modul
ContextUpgradeable. msgData() (node_modules Lin/ acts— Lle/util
ERC165_init() (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#424-26) is never used and should be remover
ERC165_init_unchained() (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. s01#28-29) is never used and should be removed
ved

changeAdmin(address) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#142-145) is never used and should be remo:
getAdmin() (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERCI967Upgrade . 501#125-127) is never used and should be removed

ERC1967Upgrade. i -
ERC1967Upgrade._getInplementation() (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade.sol#37-39) is never used and should be removed
ERC1967Upgrade._setAdwintaddress) (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade.501#132-135) is never used and should be removed
ERC1967Upgrade._setInplementation(address) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#44-47) is never used and should be removed
ERC1967Upgrade._upgradeTo(address) (node_modules/Gopenzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. sol#54-57) is never used and should be removed
ERC1967Upgrade._upgradeToAndCall (address, bytes,bool) (node_modules/@openzeppelin/contracts/proxy/ERC1967/ERC1967Upgrade. s01#64-73) is never used and should be removed
ERCL967Upgrads. _upgradsToAndCal1Secure(addross, bytes, bool) (nede._nodulos/Qopanzappalin/contracts/ proxy/ERC1967/ ERC1967Upgrade. soLige- 1ns) is never used and should be remove
2P le. mm (node._ in/contract token/ER sions. 01#18-22) is never used and should be remove

P & ) (node_modules. &/ token, i 1 501#24-25) is never used and should be removed
ERC20Upgradeable. __ERC20, )nlt(stllng,stxlngi (ncd: _modu lin/contract ‘token/ERC28, le.501#56-58) is never used and should be remow
PausableUpgradeable. i linfcontract security/Pausabl le.501#34-37) is never used and should be removed

) tnode_; linfeontract securi ty/Pausabl le.s01#39-41) is never used and should be removed
and should be removed

PausabloUpgradeable. it i
StorageSlot.getBooleanSlot (bytes3?) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#é1-65) is never used
Storageslot.getBytesa2slot (bytesa2) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sol#70-74) is never used and should be removed
Storageslot.getUint2665Lot (bytes3z) (node_modules/@openzeppelin/contracts/utils/StorageSlot.sols79-83) is never used and should be removed

StringsUpgradeable. toHexString (uint256) (node_modules. Lin/contracts— Le/utils/Str: s01#48-51) is never used and should be removed
StringsUpgradeable. toString(uint286) (node_modul infeont le/utils/Stri S01#16-3) is never used and should be removed
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead—code

le.sol#4) allows old versions

Pragma version"0.8.8 (node_r linfcontract access/) T

Pragma version®®.8.8 {node Li access /I Le.sol#4) allows old versions

Pragma versionn0.8.9 (node_ linfeontraet proxy/ucile/Initializablo. olé) allows old versions
linfcontract secur)tv/Pau ab! le.s0l#4) allows old versions
le.s0l#4) allows old versions

Pragma version9.8.0 (node_

Lle.sol#4) alloms old versions

Pragma versionn0.8.0 (node 1
Pragma version"0.8.8 (node linfcontract tuk:n/iﬁnzaﬁ
Pragma version®®.8.8 {node Li token, le.50l#4) allows old versions
Pragma version"®.8.8 (node_ linfcontract token/ERC28/) dons/Ti le.sol#s) allows old versions
Pragma version®0.8.8 {node linfcontract utils/Contex le.501#4) allows old versions
Pragma versionn0.8.9 (node_ linfeontraet utils/stri le.sol#4) allows old versions
Pragma version"0.8.8 (node linfcontract ut)ls/lnt!usp:ct1un/ER!}155Ungad:ab]: sol#4) allows old versions

an/. le.sol#4) allows old versions

Pragma version"0.8.0 (node 1
Pragma version"e.8.2 (nade. muuuu;/@upenzeppenn/can:uct;/pmuy/swcun/nma@mpgune.su]um allows old versions
Pragma version®®.8.8 (node_modules/Gopenzeppelin/contracts/proxy/Proxy.sol#4) alloms old versions
Pragma version®0.8.9 (node_modules/@openzeppelin/contracts/proxy/beacon/BeaconProxy.sol#4) allows old versions
Pragma version*®.8.8 (node_modules/@openzeppelin/contracts/proxy/beacon/IBeacon.sol#4) allows old versions

Pragma version"®.8.8 (node_modules/Gopenzeppelin/contracts/utils/Address.sol#4) allows old versions

Pragma version"®.8.8 (node_modules/@openzeppelin/contracts/utils/Storageslot.sol#4} allows old versions
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Address.sendValue(address,uint256) (node_modules/@openzeppelin/contracts/utils/Address.so1#55-68)
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- (success) =
Low level

recipient.call{value: amount}() (node_modules/Gopenzeppelin/contracts/utils/Address. sol458)
call in Address.functionCallWithValue(address,bytes,uint256,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#123-134)
(s: .

uccess, returndata) = target.call{value: value}{data) (node_modules/@openzeppelin/contracts/utils /Address.sol
Low level i

Low level

Reference

https://github.con/crytie/slither/wiki/Detector-Documentation#lon-level-

call in Address.functionStaticCall(address,bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#152-161)
(success, returndata) = target.staticcall(data) (node_modules/Gopenzeppelin/contracts/utils/Address.sel#lse

call in Address.functionDelegateCall(address,bytes,string) (node_modules/@openzeppelin/contracts/utils/Address.sol#179-188)
(success, returndata) = target.delegatecall(data) (node_modules/Popenzeppelin/contracts/utils/Address.sol#186

DeBridgeTokenDeployer (contracts/transfers/DeBridgeTokenDeployer.sol#12-191) should inherit from IBeacon (nede_modules/@openzeppelin/contracts/proxy/beacon/IBsacon.sol#9-16)
Reference :figt ic/sli ki

https://github.con/crytic/slither/wiki/Detector-Documentation#nissing-inheritance

Function - r01_init() (node_modules Lin/cont le/access/. 501#51-56) is not in mixedCase
Function 101_init_unchained() (node_modules Lin/cant le/access/.
Variable AccessControlUpgradeable.__gap (node_modules Lin/cent

501#57-58) is not in mixedCase

Function PausableUpgradeable.
Function PausableUpgradeable.

le/access/.

_Pausable_init() (node_modules. Le/security

1in/cont:

501#232) is not in mixedCase

_Pausable_init_unchained() (node_modules.
variable Pausabl le

le.s501#34-37) is not in mixedCase

le.sol#39-41) is net in mixedCase

le.501#55-58) is not in mixedCase

le.s0l#60-63) is not in mixedCase

Lin/contracts— Le/security/Pausabl

_gap (node_modu lin/contract security/Pausabl le.501#97) is not in mixedCase
Function ERC20Upgradeable. ERC20_init(string,string) (node_modules in/cont: le/t
Function ERC20Upgradeable.__ERC20_init_unchained(string,string) (node_modules. /cont:
Variable ERC20Upgradesble. _gap (node_modul 1in/contract: Te tnken/ERCZﬂ/ Le.501#362) is rmt in mixedCase
Function . Lle_init() (node_modules,
Function 1

Variable ERC20PausableUpgradeable

ap (node_modules. Lin/cont:

ex le.sol#18-22) is not in mixedCase
e_init_unchained() (node. lvmdules/@DD!nz!Dn!l)n/cunt!atts—upnzad!ab]e/tuken/ERClﬂ/e!tens1uns/ERC2BPau;ab]eUDﬂ!adeable 501#26-25
e/t

is not in mixedCase
extensi le.501#42) is not in mixedCase
Function ContextUpgradeable.__Context_init() (node_modu: lin/contract utils/Contex Armeinin 20) is not in mixedCase
Function ContextUpgradeable. _Context_init_ (mm, linfcontract utils/Contex le.501#22-23) is not in mixedCase
Variable ContextUpgradeable.__gap (node_modules, le/utils
Function ERC165Upgradeable

Function ERC165Upgradeable
Variable ERC165Upgradeable

ERC165_init_unchained() (node_modul,

le.sol#31) is not in mixedCase
ERC165_init() (node. lvmdu]es/@un!nz!up!l)n/:unt!atts—upnran!ab]e/ut)]s/Jnt!uspect)nn/iRClﬁEUpuzadeable 501#26-26) is not in mixed
Lin/

1

+01#26.29] 15 not in mixedCase
ode_modules/Qopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. so1#36) is not in mixedCase
Parameter DeBridgeToken.mint(address,uint256). recei

Parameter DeBridgeToken.mint(address,uint256)

Parameter DeBridgeToken.burn(uint256). amount (contracts/periphery/DeBridgeToken.sol#98) is not in mixedCas
Pazameter DeBridgeToken.pernit(address,address, uint256, uint256,uint8,bytes32, bytesd2)
Parameter DeBridgeToken.permit(address,address,uint2s6,uint256,uint8,bytes3z, bytesaz)
Parameter DeBridgeToken.permit(address,address, uint256,uint256, uint8,bytesa?, bytesa2)

Parameter DeBridgeToken.permit(address,address, uint256,uint256, uint8,bytes3z, bytesaz)
Pazameter DeBridgeToken.permit(address,address,uint256, uint256,uints,bytes32, bytesaz)
Parameter DeBridgeToken.permit(address,address,uint256,uint256,uint8,bytes3z, bytesaz)

Vvariable DeBridgeToken. decimals (contracts/periphery/DeBridgeToken.sol#29) is not in mixedCase
Parameter DeBridgeTokenDeployer.initialize(address,address,address).

Parameter DeBridgeTokenDeployer.initialize(address,address,address).

receiver (contracts/periphery/DeBridgeToken.sol#93) is not in mixedCas
amount (contracts/periphery/DeBridgeToken.sol#93) is not in mixedCase

owner (contracts/periphery/DeBridgeToken.sol#111) is not in mixedCase
spender (contracts/periphery/DeBridgeToken.sol#112) is not in mixedCase
. «_value (contracts/periphery/DeBridgeToken.sol#113) is
Parameter DeBridgeToken.permit(address,address,uint2s6,uint256,uint8,bytes32, bytes32)._deadline (contracts/periphery/DeBridgeToken.sol#114)
v (contracts/periphery/DeBridgeToken.sol#115) is not
r (contracts/periphery/DeBridgeToken.sol#116) is not
. . s (contracts/periphery/DeBridgeToken.sol#117) is not
Variable DeBridgeToken.DOMAIN_SEPARATOR (contracts/periphery/DeBridgeToken.sol#21) is not in mixedCase

not in mixedCase
is not in mixedCase
in mixedCase

in mixedCase

in mixedCase

_tokenImplementation (contracts/transfers/DeBridgeTokenDeployer.sol#73) is not in mixedCase

_deBridgeTokenAdmin (contracts/transfers/DeBridgeTokenDeployer.sol#74) is not in mixedCase
Parameter DeBridgeTokenDeployer.initialize(address,address,address).

“debridgeaddress (contracts/transfers/DeBridgeTokenDeployer.sols75)
Parameter DeBridgeTokenDeployer.deployAsset (bytesd2,string,string,uint8). debridgeld (contracts/transfers/DeBridgeTokenDeployer.sol#98) is not in mixedCase
name (contracts/transfers/DeBridgeTokenDeployer.sol#91) is not in mixedCase
symbol (contracts/transfers/DeBridgeTokenDeployer.solé92) is not in mixedGase
docinals (contracts/transfers/DeBridgsTokanDeployer.sol#93) is not in mixedCase
inpl (contracts/transfers/DeBridgeTokenDeployer.sol#154) is not in mixedCas
_dsBridgeTokenhdnin (contzacts, transfers/DeBridgsToknDeployer. solél61) is "ot in mixedCase

Parameter DeBridgeTokenDeployer.deployAsset (bytes32,string,string,uints)
Parameter DeBridgeTokenDeployer.deployAsset (bytes3?,string,string,uint8)
Parameter DeBridgeTokenDeployer.deployAsset (bytes32,string,string,uints).
Parameter DeBridgeTokenDeployer.setTokenImplementation(address).
Pazametex DeBridgeTokenDeployer. setDebridgeTokenhdnin(address).
Parameter DeBridgeTokenDeployer.setDebri ddress) .

is not in mixedCase

(contracts/transfers/DeBridgeTokenDeployer.sol#168) is not in mixedCase
Parameter DeBr)dﬂeTnkeanlnyer.sstnvenmndTnkenInfu“:ytssﬂz[] DeBr)dﬂeTnkennenlnyer.nvenmmﬂnkenlnfu[])

Parameter DeBridgeTokenDeployer.setOverridedTokenInfo(bytes32[],DeBridgeTokenDeployer.OverridedTokenInfol 1)
Reference: https://github.con/crytic/slither/wiki/Det,

ationscor

_debridgeTds (contracts/transfers/DeBridgeTokenDeployer.sol#177) is not in mixedCase

tokens (contracts/transfers/DeBridgeTokenDeployer.sol#178) is not in mixedCase
ion

idity-naming:

DeBridgeTokenDeployer.deployAsset (bytes3z,string,string,uint8) (contracts/transfers/DeBridgeTokenDeployer.sol#89-142) uses literals with tao many digits
- bytecode = abi

Reference: https://github.com/crytie/slither/wiki/Detector-Documentation#too-many-digi

20P. Le. gap {r\oue &/ token,

= abi.encodePacked (type() (DeBridgeTokenProxy) .creationCode, constructorArgs) (contracts/transfers/DeBridgeTokenDeployer.sol#124

/contract

Reference

p (no
mtps Nnthub mm/r:rytlc/sl)thcr/mk)/ﬂetectnr Documentation#unused-state-variable

grantRole(bytes3?, address) should be declared external

- AccessControlupgradeable.grantRole(bytes32, address) (node_modu 1in,
revakeRole (bytes3z, aadxess) should be declared external:

sol#42) is never used in DeBridgeToken (contracts/periphery/DeBridgeToken.sol#10-166)
i olnag) e never ueed in DeBridgeTokenDeployer (contracts/transfers/DeBridgeTokenDeployer.sols12-191

access le.sol#139-161)
1e.revokeRole(bytesd2, address) (node_modul lin/contract: 1 Le.501#152-154)
zenuuncewule(byt!slz addrece) should be deelared external:
32,address) (node_ linfcontract access/) T le.501#176-174)

noms() sheuid be deciared prvtt

- ERC26Upgradeable.name() (node_modules infcontract. Le/token le.solusa-78)
synbol() should be declared external:

~ ERC26Upgradeable.synbol() (node_modul lin/eontraet &/token, le.s01676-78)
decimals() should be declared external:

- DeBridgeToken.decimals() (contracts/periphery/DeBridgeToken.sol#145-147)

- ERC26Upgradeable.decimals() (node_modules/@openzeppelin/contracts-upgradeable/token/ERC20/ERC28Upgradeable . s01493-95)
totalSupplyl) should be declared external:
Ef

Upgradeable. totalsupply() (nude _modules/@openzeppelin/contracts—

leftoken/ERC20/
balanceOf (address) should be declared oxter,

le.s014108-102)

ERCa0UpgEadenble. balance0t (sddress) (node_ 1 1e/token 1e.501#107-109)
transter(address, uint256) should be declared externa

- ERC2eUpgradeable.transfer(address,uint256) (node_modu 1 Le/token/ER le.501#119-122)
allowance(address,address) should be declared external:

- ERC26Upgradeable.allowance (address, address) (node_modul

lin/contracts—
approve(address, uint256) should be declared external:
ER

le/token/ERC20,

C28Upgradeable . approve (address, uint256) (node_modules

le.s0l#127-129)

transfazFran(sddress, sddrass,uint1ss) should ba daelerad axtyrnal:

in/cont: Le/token/ERC28/

address,uint256) (node_modules/@openzeppelin/contracts—
increaseAllovance (address,4int286) should be declazed sxternal:

501#138-141)

le/token/ERC20/

le.s0l#156-170)

Cz6Upgradeable. increaseAllowance (address,uint256) (node_modules/Gopenzeppelin/contracts-upgradeable/token/ERC20/ERC28Upgradeable. s01#184-187)
decreaseAllowance (address,uint256) should be declared external:

RC20Upgradeable. decreaseAl lowance (address,uint256) (node_modules/@openzeppelin/contracts-upgradeable/token/ERC20/ERC28Upgradeable. s01#203-211)
pause() should be declared external:

pause()
unpause() should be declared external:

periphery dgeToken. sol#150-162)

ridgeToken.unpause() (contracts/periphery/DeBridgeToken.sol#155-157)
initialize(address,address,address) should be declared external:

ridgeTokenDeployer.initializeladdress, address,address) (contracts/transfers/DeBridgeTokenDeployer.sol#72-62)
implementation() should be declared external:

idgeTokenDeployer.implementation() (contracts/transfers/DeBridgeTokenDeployer.sol#145-147)
Reference: https://github.com/crytic/slither/wiki on#public-functi
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contracts/transfers/OraclesManager.sol

Different versions of Solidity are used
- Version used: ['70.8.8', '%0.8.7']
- *8.8.9 (node_s modules lln/r:unt 1 x le.soléd)
- "8.8.0 (node_module: access/L solea)
- ~8.8.9 (node. lnudu1:5/@un!nz!un!1)n/:unt!atts—upn!adub]!/nm!y/utlls/]:n)tla]uah]e solea)
Lin cts— 1 Le.sol#h)

te1en)

- *8.8.9 (node_modules.
8.8.6 (node_modules Lin/cont lefutils/stri le
- *8.8.9 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#4)

%9.8.0 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/IERC165Upgradeable. sol#i)
*8.8.7 (contracts/interfaces/I0raclesManager.sol#2)

- "0.8.7 (contracts/transfers/OraclesManager.sol#2)
https://github.com/crytic/slither /wiki/Detect ion#di ffe irectiy

Reference
nager.addOracles(address[],bool[]) (contracts/transfers/OraclesManager.sol#82-105) has costly operations inside a loop:
requiredOraclesCount += 1 (contracts/transfers/OraslesManager . sol#

bool, bool) clesManager.sol#111-143) has costly operations inside a loop:
~ oracleAddresses.pop() (cantracts/transf:xs/mac]:sManan:r.su]uuz)
Reference: https://github.com/crytic/slither/wiki an#costly-op ons-inside-a-loop

OraclesMa

Le. sol#51- 55) is never used and should be removed

T le. rol_init() (node_modules. Lin/contract: 1 x

r 1 rol_init_unchained() (node_modules, Lin/contract: lefaccess/) x is never used and should be removed

AccessControlUpgradeable._setRoleAdmin(bytes32, bytes32) (node_: infcontract Le/access/. suluas—zm) is never used and should be removed
SEL Le/access, 501#194-196) is never used and should be remove

setupRole(bytes32, address) (node_modu
utils, le.s0l#18-26) is never used and should be remove

AccessControlUpgradeable.
ContextUpgradeable.__Context_init() (node_modul lin/contract e nt

_Context_init_| ) {node s Li Le/utils 1#22-23) is never used and should be removed
ContextUpgradeable._msgData() (node_madul 1in/contract: le/utils/Contex le.501#26-30) is never used and should be removed
ERC165Upgradeable. _ERC165_init() (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#24-26) is never used and should be remove:
ERC165Upgradeable. _ERC165_init_unchained() (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable.sol#28-29) is never used and should be removed
OraclesManager.initialize(uint8, uint8) (contracts/transfers/OraclesManager.sol#56-61) is never used and should be remove

utils/Stri le.50l#40-51) is never used and should be remeved
le.s0l#15-35) is never used and should be removed

StringsUpgradeable.toHexString(uint256) (node_modul
StringsUpgradeable.toString(uint266) (node_modul
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-code

le/futils/stri

Lin/contract:

s501#4) allows old versions

Pragma version”.8.0 (node_modules. infcnnt Le
Pragma versionn@.8.0 (node_modules. le/access/I. le.sol#s) allows old versions
Pragma version"@.8.e (node_t mudules/@npenztpp:hn/cnnt!a:ts unﬂ!ad:able/nruxy/utlls/]:mt)nl)lab]e sol#4) allows old versions
Pragma version".8.0 (node_modules. in/contracts—i Le.sol#s) allows old versions
in/cont: e/utils/str le.sol#4) allows old versions

Pragma version"@.8.8 (node_modules
Pragma version®@.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#4) allows old versions
peLin/contracts-upgradeable/utils/introspection/IERC165Upgradeable. sol#4) allows old versions

Pragma i0n"0.8.0 (node_modules/@openzepy
Reference: https://github.com/crytic/slither/wiki/Detect ion#incor: idity
Function rol_init() (node_modul lin/contract access/) r le.s0l851-55) is not in mixedCase
Function 1_init_unchained() (node_modu 1i access .501#57-58) is net in mixedCase
variable AccessControlUpgradeable (node_modul 1in/contract: access/) x le.s0l#232) is not in mixedCase
Function ContextUpgradeable.__Context_init{) (node_modules in/contracts- le/utils le.501#18-28) is not in mixedCase
Function ContextUpgradeable.__Context_init_unchained() (node_modules. Lin/cont le/utils/Contex le.s01#22-23) is not in mixedCase
Variable ContextUpgradeable. _gap (node_modules in/contracts— le/utils/Contex le.501#31) is not in mixedCase
Function ERC165Upgradeable. _ERC165_init() (node_medul 1in utils/il on/ERCL #26-26) is not in mixedCase

linfcontract le/utils/introspection/ERC165Upgradeable. s01#28-29) is not in mixedCase

Function ERC165Upgradeable. ERC165_init_unchained() (node_modu
1lin/contract:

Variable ERC165Upgradeable. _gap (node_modul
Parameter OraclesManager.initialize({uint8,uint8). minConfirmations (contracts/transfers/OraclesManager.sol#5s) i
Parameter OraclesManager.initialize{uint8,uint8). excessConfirmations (contracts/transfers/OraclesManager.scl#56) is not in mixedCase
Parameter OraclesManager.setMinConfirmations(uint8). minConfirmations (contracts/transfers/OraclesManager.scl#67) is not in mixedCase
Parameter OraclesManager.setExcessConfirmations(uint8). excessConfirmations (contracts/transfers/OraclesManager.sol#74) is not in mixedCase
Pazameter OraclesManager.addOracles(address(],bool[]). oracles (contracts/transfers/OraclesManager.sol#83) is not in mixedCase

Parameter OraclesManager.addOracles(address[],bool[]). required (contracts/transfers/OraclesManager.sol#84) is not in mixedCase

oracle (contracts/transfers/OraclesManager.sol#112) is not in mixedCase
isvalid (contracts/transfers/OraclesManager.sol#113) is not in mixedCase
required (tuntracts/transfus/nraclesManauu s01#114) is not in mixedCase
dity- o

tils/introspection/ERC165Upgradeable.501#36) is not in mixedCase
is not in mixedCase

Parameter OraclesManager.updateOracle (address, bool,bool)
Parameter OraclesManager.updateOracle (address,bool, bool). .
Parameter OraclesManager.updateOracle (address,bool,hool)
Reference: https://github.com/crytic/slither/wiki,

Lle.sol#232) is never used in OraclesManager (contracts/transfers/OraclesManager.sol#18-144)

AccessControlUpgradeable. _gap (node_module: Lin/
https://github_com/crytic/slither /wiki/Detector-Documentation#unused-state-variable

Reference:
srantRoLe(bytesa2, address) shauld be declared external:
bytes3?,address) (node_modules Lin/cont: 1 x le.s0l#139-161)
revokeRale (bytasd,adarsss) heuld b decioved sxternal:
infcontract le/access/. 501#152-154)

- ssControlupgradeable. revokeRole(bytes3z, address) (node_r
umunnwule(hyussz address) should be declared external:

bytes3?, address) (node_modules/Qopenzeppelin/contract:

https: f/nlthub.cum/crytlc/sl)thex/w)kl/hstectux Documentation#public—function-that-could-be-declared-external

Le.s0l#170-174)

le/access/) T

Reference

contracts/transfers/SignatureVerifier.sol

SignatureVerifier.submit(bytes32,bytes,uint8) (contracts/transfers/SignatureVerifier.sol#58-114) uses a dangerous strict equality:
- currentBlock == uint48(block.number) (contracts/transfers/SignatureVerifier.sol#108)
eterence: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities
. submit(bytesd2,bytes, uint8).confirmations (contracts/transfers/SignatureVerifier.solé70) is a local variable never initiali
Count ( transfers fier.sol#68) is a local variable never initialized

SignatureVerif:
SighatureVerifier.submit(bytes3z,bytes,uints)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables
signatureVerifier.initialize(uint8,uint8,uints,address) (contracts/transfers/SignatureVerifier.sol#45-56) should emit an event for
- debridgeAddress = _debridgeAddress (contracts/transfers/SignatureVerifier.sol#53
signatureVerifier.setDebridgeAddress(address) (eontracts/transfers/SignatureVerifier.sol#127-129) should emit an event for:

debridgeAddress (contracts/transfers/Signatureveritier.sol#128)
on#missis 1

- debridgeAddress = _
Reference: https://github.com/erytic/slither/wiki/

tracts/transf ier.sol#49) lacks a zero-check on :

SignatureVerifier.initialize(uint8,uint8, uint8,address).
~ debridgoadaress = _debridgehddress (cnntxa:ts/txansfe!s/S)gnatuzeV!!)flex s501453)
SignatureVerifier. sotDebri . (contracts/transfers/SignatureVerifier.sol#127) lacks a zero-check on :
- debridgeAddress = _debr agem ress (contracts/transfers/SignatureVerifier.sol#128)
https://github.con/crytic/slither/wiki/Detect ation#missing lidation

Reference
signatureVtil. parseSignature (bytes, uintzoe) (contracts/libraries/Signatureutil.soleaz—49) uses assembly
INE ASM (contracts/libraries/SignatureUtil,sol#4l-45)
SignatureVtil. toUint2ss (bytes,uint2s6) (contracts/libraries/Signatursytil.sol#si=61) uses assembly
INE ASM (contracts/libraries/SignatureUtil.sol#58-60
https://github.con/crytic/slither /wiki/Deteetor-Docunentation#assenbly-usage

Reference

Different versions of Selidity are used:
ersion used: ['76.8.6", '70.8.7']

- *0.8.0 (node_modules, lin access, 1e.sol4)

- *8.8.0 (node_modules. 1in/contract: access/ I/ 1

- *0.8.9 (node mudules/@ﬂnenzeDDelln/cuntracts uuguuunle/umny/utns/lmnahzabla.salu»
ntex solea)

- %8.8.0 (node_module:

" %815.0 (nade modules Lin/eantzant utils/Stri

- %8.8.0 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable. sol#s)

- *8.8.9 (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ [ERC165UpgTadeable. s01#4)

- 0.8.7 (contracts/interfaces/I0raclesManager. sol#2)

- 78.8.7 (contracts/interfaces/ISignatureverifier.sol#2)

- *8.8.7 (contracts/libraries/SignatureUtil.sol#2)
- %8.8.7 (contracts/transfers/OraclesManager.sol#2)
- *8.8.7 (contracts/transfers/SignatureVerifier.sol#2)

Reference: https://github.com/erytic/slither/wiki/Deteet,

transfers/OraclesManager.sol#82-105) has costly operations inside a loop:

ation#diff pragma-direct:

addorac: 1,booll]) ( !
- requiredoraclesCount += 1 (contracts/transfers/OraclesManager.sol#96
OraclesManager.updateOracle (address, bool, bool) transfers/Oraclesh, 1#111-143) has costly operations inside a loop:
- oracleAddresses.pop() (contracts/transfers/OraclesManager.sol#13z
https://github.con/crytic/slither/wiki/Detector-Docunentation#costly-operations-inside-a-loop

501#51-55) is never used and should be removed

Reference
I le. rol_init() (node_modul lin/contract. e/access/. T
le. init_unchained() (node_medul 14 Le, Lle.sol#57-58) is never used and should be removed
AccessControlupgradeable._setRoleAdmin(bytes3z,bytes3z) (node_modules Lin/contract: le/access/) le.5014203-207) is never used and should be removed
ContextUpgradeable.__Context_init() (node_modules in lefutils. le.sol#18-20) is never used and should be removed
) (node_modules. Lin/contract: lefutils/Contex le.s01#22-23) is never used and should be removed
©.501#28-38) is never used and should be removed

ContextUpgradeable.__Context_init_i
ContextUpgradeable. nsgbata() (node_modul, lin/contract, Le/utils/Coni .
ERC165Upgradeable. _ERC165_init() (node_modul 1in/centract: e/utils/introspection/ERC165Upgradeable. sol#24-26) is never used and should be removed
ERC165_init_unchained(} (node_modules/@openzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable.s01#28-29) is never used and should be removed

) is never used and should be removed

ERC165Upgradeable _

SignatureUtil. toUint256(bytes,uint256) (contracts/libraries/SignatureUtil.sol#51-61.

stringsUpgradeable. toHexString(uint256) (node_s in/cont: Lle/utils/stri le.501#48-51) is never used and should be removed
Le/util le.50l#15-35) is never used and should be removed

StringsUpgradeable.toString (uint256) (node_modul 1i
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-code
le.soles) allows old versions

le.sol#4) allows old versions

Pragna version"0.8.0 (node_modules, Lin/contract: lo/access/
Lin/contract le/access/

Pragma version*d.8.8 (node_modules

Pragma version0.8.0 (node_modules/@openzeppelin/contracts— upg!adeab]e/p!m{y/uuls/IMtxahzable sol#4) allows old version

Pragma version*e.8.68 (node_modules Lin/contracts-, utils/Contex e.s0l#4) allows old versions

Pragma version®.8.8 (node_modules Lin/contracts- le/utils/Stri n.sow.; allows old versions

Pragma version*e.8.8 (node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ERC165Upgradeable.sol#4) allaws old versions
(node_modules/Gopenzeppelin/contracts-upgradeable/utils/introspection/ IERC165Upgradeable. s01#4) allows old versions

Pragma version*@.s.8 2
Reference: https://github.com/crytic/slither/wiki/Deteetor-Documentation#ineorrect-versions—of-selidity

not in mixedCase
le.s01#57-58) is not in mixedCase

Function le._. 1_init() (node_modules.
rol_init_unchained() (node_modules. lefaccess/)

Function x le.

Lin/contract:
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Variable AccessControlUpgradeable.
Function ContextUpgradeable.
Function ContextUpgradeable.
Variable ContextUpgradeable.

__gap (node mudul=5/“uucnzewclm/cuntracts upgradeable/access/AccessControlUpgradeable.sol#232) is not in mixedCase
Context_init() (node_modules

Context_init_unchained() [nud: modules,

adeable.sol#18-28) is not in mixedCase

lefutils, le.s01#31) is not in mixedCase

ERC165_init_unchained() (node_modules,

on/ERC1 1

ERC165_init() (node muﬂu]es/'ﬂﬂpeanDDe]1n/cuntracts—upuxaﬂeah]e/u()ls/)nlxuspe:()un/ERCJEEUpu!aﬂeah]e 501#24-26) is not in mixed
i

lin/cont: lefutils n gradeable.sol#22-23) is not in mixedCase
gap (nods_modules in/

1501#28.29) 1s ot in mixedCase
(node_modules/Gopenzeppelin/contracts-upgradeable /utils/introspection/ERC165UpgTadeable . s01436) is not in mixedCase
Parameter SignatureUtil.getUnsignedMsg(bytes32)

+_submissionId (contracts/libraries/SignatureUtil.sol#13) is not in mixedCas
Parameter Signatureutil.splitSignature(byte ignature (contracts/libraries/SignatureUtil.sol#19) is not in mixe

Parameter SignatureUtil.parseSignature(bytes,uint256). signatures (contracts/libraries/SignatureUtil.sol#32) is not in mixedCase
Pazameter SignatureUtil.toUint256(bytes,uint256). bytes (contracts/libraries/SignatureUtil.sol#51) is not in mixedCa

Parameter SignatureUtil.toUint256(bytes,uint256). offset (contracts/libraries/SignatureUtil.sol#s1) is not in mixedCase
Parameter OraclesManager.initialize(uint8,uint8). minConfirmations (contracts/transfers/OraclesManager.sol#56) is
Parameter OraclesManager.initialize(uint8,uints).

not in mixedCase
_excessConfirmations (contraects/transfers/OraclesManager.scl#56) is not in mixedCase
Parameter OraclesManager.setMinConfirmations (uintd). minConfirmations (cun:mc:s/:mnsfcxs/oxachsnanagsz.suum is not in mixedCase
Parameter OraclesManager.setExcessConfirmations (uints). /orac: 50l#74) is not in mixedCase
Parameter OraclesManager.addoracles(address[],bool[]). oracles (contracts/transfers/OraclesManager.sol#83) is not in mixedCase

Pazameter OraclesManager.addOracles(address(] bool(]). required (contracts/transfers/OraclesManager.sol#84) is not in mixedCase

Parameter OraclesManager.updateOracle (address,bool,bool). oracle (contracts/transfers/OraclesManager.sol#112) is not in mixedCase

Parameter OraclesManager.updateOracle (address,bool,bool)._isValid (contracts/transfers/OraclesManager.sol#113) is not in mixedCase
Parameter OraclesManager.updateOracle(address,bool, bool). required (contracts/transfers/OraclesManager.sol#114) is not in mixedCase

Parameter SignatureVerifier.initialize(uint8,uint8,uint8,address). minConfirmations (contracts/transfers/SignatureVerifier.sol#46) is not in mixedCas
Parameter SignatureVerifier.initialize(uints,uint8,uint8,address)

Parameter SignatureVerifier.initialize(uints,uint8,uint8,address). excessConfirmations (contracts/transfers/Signatureverifier.sol#48) is not in mixedCase
Pazameter SignatureVerifier.initialize(uint8, uint8,uint8,address). deb « transfers/Si fier.sol#49) is not in mixedCase
Parameter SignatureVerifier.submit(bytes32,bytes,uints). submissionId (contracts/transfers/SignatureVerifier.sol#59) is not in mixedCase

Parameter SignatureVerifier.submit(bytesd2,bytes,uint8). signatures (contracts/transfers/SignatureVeritier.sol#68) is not in mixedCase

Parameter SignatureVerifier.submit(bytes32,bytes,uints sConfirmations (contracts/transfers/Signatureverifier.sol#e1) is not in mixedCase

Parameter SignatureVerifier.setThreshold(uints). cunf)rmatlurﬂhxeshnld (contracts/transfers/SignatureVerifier.sol#120) is not in mixedCase

Pazameter fier. address)._debri transfers/si fier.sol#127) is not in mixedCase

Parameter Signatureverifier. sv;n‘as;‘gnazuzewyzes:z,nyms».,sunmumnm (contracts/transfers/Signatureverifier.sol#136) is not in mixedCase

Parameter SignatureVerifier.

sValidSignature (bytes3z,bytes)._signature (contracts/transfers/SignatureVerifier.sol#136) is not in mixedGase
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#conformance—to-solidity-naning-conventions

ons (:

AcesssControlUpgradeabls.__gap (node_modules
Reference:

Lin/ 1Upgradeable.so1#232) is never used in Sij
https://github.com/crytic/slither/wiki/Detector-Documentation#unused-state-variable

confirmationThreshold (contracts/transfers/SignatureVerifier.sol#i7) is not in mixedCase

fier (

grantRole (bytesaz, address) should be declared external:
rolUpgradeable. bytes32,add
rovokeRoLe (bytes3a, address) should be declared sxternal:
- AccessControlUpgradeable. revukeRul:(by(:sH addx:s&) (node_nodules infcontract: le/access/.
renounceRole(bytesaz, address) should be declared exts
rolupgradeable

) (node_modules. Lin/cont: 1

ytesJZ " ddress) (node _modules/@openzeppelin/contracts-upgradeable/access/AccessControlupgradeable. sol#176-174)
initialize(uint8, uint8, uintd,address) should be deslared external:

- signatureVerifier

Lize(uints,uints, uint8,address) (contracts/transfers/SignatureVerifier.sol#45-56)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#public—function-that-could-be-declared-external

contracts/transfers/WethGate.sol

WethGate

D:

_safeTransferETH(address, uint256) (contracts/transfers/WethGate.sol#37-40) sends eth to
ngerous calls:

th to arbitrary user
(success) = _to.call{value:
Reference: https.

_value}(new bytes(@)) (contracts/transfers/WethGate.sol#38)
//github.confcrytic/slither/wiki/Detector-Documentation#functions-that-

send-ether-to-arbitrary-destinations
Reentrancy in WethGate.withdraw(address,uint256) (contracts/transfers/WethGate.sol#31-35):
xternal calls:
~ weth.withdraw(_wad) (contracts/transfers/WethGate.sol#32
- _safeTransferETH{_receiver, wad) (contracts/transfers/WethGate.sol#33)
- (suceess) = _to.eall{value: _value}(new bytes(8)) (contracts/transfers/WethGate.sol#38)

External calls sending etl

_safeTransferETH{_receiver, wad) (contracts/transfers/WethGate.sol#33
- (success) = _to.call{value: _value}(new bytes(8)) (contracts/transfers/WethGate.so1#38)
Event emitted after the call(s)

Withdrawal(_receiver, wad) (contracts/transfers/WethGate.sol#34
Reference: https://github.com/cTytic/slither/wiki/Detector-Docunentationf#freentrancy-vulnerabilities-3

Low level call in WethGate._safeTransferETH(address,uint256) (contracts/transfers/WethGate.sol437-48):

- (success) = _to.call{value: _valueh(new bytes(8)) (contracts/transfers/WethGate.sol#38)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#low-level-cal

Parameter WethGate.withdraw(address,uint256). receiver (contracts/transfers/WethGate.sol#31) is not in mixedCase
Parameter WethGate.withdran(address,uint256). wad (contracts/transfers/WethGate.sol#31) is not in mixedCase
Reference: https://github.com/cTytic/slither/wiki/Detector-Docunentation#confornance-to-solidity-naming-conventions

results were obtained and reviewed by Halborn.
sults reviewed,

positives.

included in the report findings.

access, rolUpgradeable. s01#139-141)

501#152-154)

As a result of the tests carried out with the Slither tool,

fors/si fier.s0l#9-168)

some
Based on the re-

some vulnerabilities were determined to be false
The actual vulnerabilities found by Slither are already
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5.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of
well-known security issues, and to identify low-hanging fruits on the
targets for this engagement. Among the tools used was MythX, a security
analysis service for Ethereum smart contracts. MythX performed a scan
on all the contracts and sent the compiled results to the analyzers to
locate any vulnerabilities.

MythX results:

contracts/libraries/Flags.sol

[ ine [ swe ritle | severity | short ascription |

| 2 | (swe-103) Floating Pragma | Low | & f1osting pragna is set. |

contracts/libraries/SignatureUtil.sol

[ vine [ sue ritle | severity | short pescription |

| e | » f1oating pragna is set. |

contracts/periphery/CallProxy.sol

‘ Line | SWC Title ‘ Severi ty | Shert Deseription ‘

| 2 | (sWe-103) Floating Pragna | Low | A fleating pragna is set. |

contracts/periphery/DeBridgeToken.sol

Line | SWC Title Severi ty Short Description
2 | (SWc-183) Floating Pragma Low A floating pr:
119 | (SWC-116) Timestamp Dependence | Low A control flow is made based on The block.timestamp environment variable.

contracts/periphery/DeBridgeTokenPaused. sol

[ tine [ sue ritle | severity | short pescription |

| e | » f1oating pragna is set. |

contracts/periphery/DeBridgeTokenProxy.sol

‘ Line | swe Title | severity ‘ short Description ‘

‘ 2 | (SWC-103) Floating Pragma | Low ‘ A floating pragma is set. ‘

contracts/periphery/FeeProxy.sol

‘ Line ‘ sWe Title ‘ Severif ty ‘ [ — ption ‘

‘ 2 ‘ (SWC-103) Floating Pragma ‘ Low ‘ A floating pragma is set. ‘

contracts/periphery/FeesCalculator.sol

‘ Line | SWC Title ‘ Severi ty | Shert Deseription ‘

| 2 | (sWe-103) Floating Pragna | Low | A fleating pragna is set. |

contracts/periphery/SimpleFeeProxy.sol

| Line | sue Title | severity | short Description |

| 2 | (SWe-103) Floating Pragma | Low | A floating pragna is set. |

contracts/periphery/UpgradeableBeacon.sol

‘ Line | SWC Title | Severity ‘ Short Descriy ption ‘

| 4 | (sne-102) Floating Pragna | Low | A floating pragna is set. |
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contracts/transfers/DeBridgeGate.sol

| Line | suc Title | severity | snort Description

| 2 | (SWe-103) Floating Pragma | Low

| A floating pragna is set. |

contracts/transfers/DeBridgeTokenDeployer.sol

‘ Line | SWe Title ‘ [—— | Short Deseription

| 2 | (SWe-103) Floating Pragma | Low

| A floating pragna is set. |

contracts/transfers/OraclesManager.sol

| Line | sWC Title | severity | short Description

| 2 | (swe-163) Floating Pragma | Low

| A floating pragma is set. |

contracts/transfers/SignatureVerifier.sol

Line | Swe Title Severity Short Description

2 | (swc-103) Floating Pragma Low A floating pragma is set.
108 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number" as source of randonmness.
103 | (SWe-120) Weak Seources of Randomness from Chain Attributes | Low Potential use of "block.number" as source of randonmness.

tracts/transfers/WethGate.sol

No major issues found by Mythx.
is a false positive, as the pragma is set in the truffle-config.js

Line | swc Title severity | Short Description
2 | (SWC-183) Floating Pragma Low A floating pragma is set.
32 (SWC-187) Reentrancy Low A call to a user-supplied address is executed.
38 (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.
38 (SWC-185) Unprotected Ether Withdrawal High Any sender can withdraw Ether from the contract account.
38 | (SWC-107) Reentrancy Low A call to a user-supplied address is executed.
]

file to the 0.8.7 version.

The floating pragma flagged by MythX
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THANK YOU FOR CHOOSING

// HALBORN
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