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1.1 INTRODUCTION

DeBridge is a cross-chain interoperability and liquidity transfer proto-

col that allows truly decentralized transfer of assets between various

blockchains.

DeBridge engaged Halborn to conduct a security audit on their smart

contracts beginning on December 13th, 2022 and ending on December 27th,

2022. The security assessment was scoped to the smart contracts provided

to the Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided two weeks for the engagement and as-

signed a full-time security engineer to audit the security of the smart

contract. The security engineer is a blockchain and smart-contract se-

curity expert with advanced penetration testing, smart-contract hacking,

and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

• Ensure that smart contract functions operate as intended

• Identify potential security issues with the smart contracts

In summary, Halborn identified some recommendations that were mostly

addressed by the DeBridge team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing

to balance efficiency, timeliness, practicality, and accuracy in regard

to the scope of this audit. While manual testing is recommended to

uncover flaws in logic, process, and implementation; automated testing
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techniques help enhance coverage of the contracts’ solidity code and can

quickly identify items that do not follow security best practices. The

following phases and associated tools were used throughout the term of

the audit:

• Research into architecture and purpose.

• Smart contract manual code review and walkthrough.

• Manual assessment of use and safety for the critical Solidity vari-

ables and functions in scope to identify any arithmetic related

vulnerability classes.

• Manual testing by custom scripts. (Hardhat).

• Static Analysis of security for scoped contract, and imported func-

tions manually.

• Testnet deployment (Ganache).

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk

assessment methodology by measuring the LIKELIHOOD of a security incident

and the IMPACT should an incident occur. This framework works for commu-

nicating the characteristics and impacts of technology vulnerabilities.

The quantitative model ensures repeatable and accurate measurement while

enabling users to see the underlying vulnerability characteristics that

were used to generate the Risk scores. For every vulnerability, a risk

level will be calculated on a scale of 5 to 1 with 5 being the highest

likelihood or impact.

RISK SCALE - LIKELIHOOD

5 - Almost certain an incident will occur.

4 - High probability of an incident occurring.

3 - Potential of a security incident in the long term.

2 - Low probability of an incident occurring.

1 - Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.
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4 - May cause a significant level of impact or loss.

3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

10 - CRITICAL

9 - 8 - HIGH

7 - 6 - MEDIUM

5 - 4 - LOW

3 - 1 - VERY LOW AND INFORMATIONAL
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1.4 SCOPE

The security assessment was scoped to the following smart contracts on

the main branch for the audit:

• DlnDestination.sol

• DlnSource.sol

• DlnBase.sol

Commit ID: c129630576f69ab49e4e1bcf9ed1a97948975a94
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2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

0 0 0 0 5

IM
PA
CT

LIKELIHOOD

(HAL-01)
(HAL-02)
(HAL-03)
(HAL-04)
(HAL-05)
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

HAL01 - REDUNDANT
ORDERCREATION.EXTERNALCALL ARRAY

LENGTH CHECK
Informational FUTURE RELEASE

HAL02 - GIVEORDERSTATE STRUCT CAN
BE PACKED

Informational ACKNOWLEDGED

HAL03 - UNUSED DECLARED CUSTOM
ERRORS

Informational SOLVED - 01/26/2023

HAL04 - UNUSED CONSTANT STATE
VARIABLE

Informational SOLVED - 01/26/2023

HAL05 - UNNEEDED INITIALIZATION OF
UINT256 VARIABLES TO 0

Informational SOLVED - 01/26/2023
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3.1 (HAL-01) REDUNDANT
ORDERCREATION.EXTERNALCALL ARRAY
LENGTH CHECK - INFORMATIONAL

Description:

In the DlnSource smart contract, the function createOrder() blocks all

external call during order creation and reverts if an external call is

detected:

Listing 1: DlnSource.sol (Line 183)

170 /// @dev Create new order for DLN system

171 /// @param _orderCreation Input parameters for new order

172 /// @param _affiliateFee Affiliate amount that will be paid for

ë beneficiary. bytes (beneficiary + affiliate amount)

173 /// @param _referralCode referral code , just emit in event

174 /// @param _permitEnvelope Permit for approving the spender by

ë signature.bytes (amount + deadline + signature)

175 function createOrder(

176 OrderCreation calldata _orderCreation ,

177 bytes calldata _affiliateFee ,

178 uint32 _referralCode ,

179 bytes calldata _permitEnvelope

180 ) external payable nonReentrant whenNotPaused returns (bytes32) {

181

182

183 if (_orderCreation.externalCall.length > 0) revert

ë ExternalCallIsBlocked ();

184

185 uint256 affiliateAmount;

186 address affiliateBeneficiary;

187 if (_affiliateFee.length > 0) {

188 if (_affiliateFee.length != 52) revert

ë WrongAffiliateFeeLength ();

189 affiliateBeneficiary = BytesLib.toAddress(_affiliateFee ,

ë 0);

190 affiliateAmount = BytesLib.toUint256(_affiliateFee , 20);

191 if (affiliateAmount > 0 && affiliateBeneficiary == address

ë (0)) revert ZeroAddress ();

192 }
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193

194 Order memory _order = validateCreationOrder(_orderCreation ,

ë msg.sender);

195

196 if (_orderCreation.giveTokenAddress == address (0)) {

197 if (msg.value != _order.giveAmount + globalFixedNativeFee)

ë revert MismatchNativeGiveAmount ();

198 }

199 else

200 {

201 if (msg.value != globalFixedNativeFee) revert

ë WrongFixedFee(msg.value , globalFixedNativeFee);

202

203 _executePermit(_orderCreation.giveTokenAddress ,

ë _permitEnvelope);

204 _safeTransferFrom(

205 _orderCreation.giveTokenAddress ,

206 msg.sender ,

207 address(this),

208 _order.giveAmount

209 );

210 }

211 // reduce giveAmount on (percentFee + affiliateFee)

212 uint256 percentFee = (globalTransferFeeBps * _order.giveAmount

ë ) / BPS_DENOMINATOR;

213 _order.giveAmount -= percentFee + affiliateAmount;

214

215 bytes32 orderId = getOrderId(_order);

216 {

217 GiveOrderState storage orderState = giveOrders[orderId ];

218 orderState.status = OrderGiveStatus.Created;

219 orderState.giveTokenAddress = uint160(_orderCreation.

ë giveTokenAddress);

220 orderState.nativeFixFee = globalFixedNativeFee;

221 orderState.takeChainId = _order.takeChainId.toUint48 ();

222 orderState.percentFee = percentFee.toUint208 ();

223 orderState.giveAmount = _order.giveAmount;

224 // save affiliate_fee to storage

225 if (affiliateAmount > 0) {

226 orderState.affiliateAmount = affiliateAmount;

227 orderState.affiliateBeneficiary = affiliateBeneficiary

ë ;

228 }

229 }
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230 emit CreatedOrder(

231 _order ,

232 orderId ,

233 _affiliateFee ,

234 globalFixedNativeFee ,

235 percentFee ,

236 _referralCode

237 );

238 // Increment user nonces

239 masterNonce[msg.sender ]++;

240

241 return orderId;

242 }

There is no alternative way to place an order in an external call. A

few lines below that expression, order params are validated with the

validateCreationOrder() function, which again checks for a presence of

at least one external call. Because this always evaluates as true, gas

is spent unnecessarily and contract security is not improved in any way:

Listing 2: DlnSource.sol (Lines 412-422)

390 /// @dev Validate creation of order. Will throw exception if

ë incorrect params was passed

391 /// @param _orderCreation information about order

392 /// @param _sender Sender who create order

393 function validateCreationOrder(OrderCreation memory _orderCreation

ë , address _sender)

394 public

395 view

396 returns (Order memory order)

397 {

398 uint256 dstAddressLength = dlnDestinationAddresses[

ë _orderCreation.takeChainId ]. length;

399

400 if (dstAddressLength == 0) revert NotSupportedDstChain ();

401 if (

402 _orderCreation.takeTokenAddress.length != dstAddressLength

ë ||

403 _orderCreation.receiverDst.length != dstAddressLength ||

404 _orderCreation.orderAuthorityAddressDst.length !=

ë dstAddressLength ||
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405 (_orderCreation.allowedTakerDst.length > 0 &&

406 _orderCreation.allowedTakerDst.length !=

ë dstAddressLength) ||

407 (_orderCreation.allowedCancelBeneficiarySrc.length > 0 &&

408 _orderCreation.allowedCancelBeneficiarySrc.length !=

ë EVM_ADDRESS_LENGTH)

409 ) revert WrongAddressLength ();

410

411 // Validate external call params

412 if (_orderCreation.externalCall.length > 0) {

413 ExternalCall memory externalCall = abi.decode(

414 _orderCreation.externalCall ,

415 (ExternalCall)

416 );

417 if (externalCall.executionFee > _orderCreation.takeAmount)

ë revert ProposedFeeTooHigh ();

418 if (

419 externalCall.data.length > 0 &&

420 externalCall.fallbackAddress.length !=

ë dstAddressLength

421 ) revert WrongAddressLength ();

422 }

423 order.giveChainId = getChainId ();

424 order.makerOrderNonce = uint64(masterNonce[_sender ]);

425 order.makerSrc = abi.encodePacked(_sender);

426 order.giveTokenAddress = abi.encodePacked(_orderCreation.

ë giveTokenAddress);

427 order.giveAmount = _orderCreation.giveAmount;

428 order.takeTokenAddress = _orderCreation.takeTokenAddress;

429 order.takeAmount = _orderCreation.takeAmount;

430 order.takeChainId = _orderCreation.takeChainId;

431 order.receiverDst = _orderCreation.receiverDst;

432 order.givePatchAuthoritySrc = abi.encodePacked(_orderCreation.

ë givePatchAuthoritySrc);

433 order.orderAuthorityAddressDst = _orderCreation.

ë orderAuthorityAddressDst;

434 order.allowedTakerDst = _orderCreation.allowedTakerDst;

435 order.externalCall = _orderCreation.externalCall;

436 order.allowedCancelBeneficiarySrc = _orderCreation.

ë allowedCancelBeneficiarySrc;

437 }
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Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

It is recommended to remove the if (_orderCreation.externalCall.length

> 0) from the validateCreationOrder() function body.

Remediation Plan:

PENDING: The DeBridge team acknowledged this recommendation as the ex-

ternal call layout will be developed in a future release that will use

that code.
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3.2 (HAL-02) GIVEORDERSTATE STRUCT
CAN BE PACKED - INFORMATIONAL

Description:

In the DlnSource smart contract the struct GiveOrderState is defined as

given below:

Listing 3: DlnSource.sol (Lines 92,94)

86 struct GiveOrderState {

87 OrderGiveStatus status;

88 // stot optimisation

89 uint160 giveTokenAddress;

90 uint88 nativeFixFee;

91 uint48 takeChainId;

92 uint208 percentFee;

93 uint256 giveAmount;

94 address affiliateBeneficiary;

95 uint256 affiliateAmount;

96 }

As described in the Storage Layout section in this report the

GiveOrderState struct makes use of 5 storage slots. It can be reduced

to 4 by applying the following code change:

Listing 4: DlnSource.sol (Lines 94,95)

86 struct GiveOrderState {

87 OrderGiveStatus status;

88 // stot optimisation

89 uint160 giveTokenAddress;

90 uint88 nativeFixFee;

91 uint48 takeChainId;

92 uint208 percentFee;

93 address affiliateBeneficiary;

94 uint128 giveAmount;

95 uint128 affiliateAmount;

96 }
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This still leaves enough space for the giveAmount and affiliateAmount

variables, as 340282366920938463463e18 is a value big enough and the gas

cost of createOrder() calls is reduced:

BEFORE

AFTER THE SUGGESTED CHANGE

Risk Level:

Likelihood - 1

Impact - 1
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Recommendation:

It is recommended to pack giveAmount and affiliateAmount within the same

storage slot by declaring them as uint128 in the GiveOrderState struct.

Remediation Plan:

ACKNOWLEDGED: The DeBridge team acknowledged this recommendation because

they do not believe that uint128 giveAmount is enough. Order creation

occurs without setting an affiliate reward in most cases, and an order

without affiliate uses only 3 slots.
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3.3 (HAL-03) UNUSED DECLARED CUSTOM
ERRORS - INFORMATIONAL

Description:

The following custom errors are declared in the smart contracts in scope

and not referenced anywhere else in the project:

Listing 5: DlnBase.sol

102 error WrongAutoArgument ();

Listing 6: DlnBase.sol

110 error TheSameFromTo ();

Listing 7: DlnDestination.sol

70 error WrongToken ();

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

It is recommended to revisit all the custom errors declared and remove

those that are not planned to be used.

Remediation Plan:

SOLVED: The DeBridge team solved the issue in the following PR.
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3.4 (HAL-04) UNUSED CONSTANT STATE
VARIABLE - INFORMATIONAL

Description:

The following constant state variable is declared in the DlnBase smart

contract and not referenced anywhere else in the project hierarchy:

Listing 8: DlnBase.sol

37 uint256 public constant SOLANA_CHAIN_ID = 7565164;

Recommendation:

It is recommended to remove the SOLANA_CHAIN_ID state variable from the

DlnBase smart contract in order to reduce the deployment gas costs.

Remediation Plan:

SOLVED: The DeBridge team solved the issue in the following PR.
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3.5 (HAL-05) UNNEEDED
INITIALIZATION OF UINT256 VARIABLES
TO 0 - INFORMATIONAL

Description:

As i is an uint256, it is already initialized to 0. uint256 i = 0

reassigns the 0 to i which wastes gas.

Code Location:

DlnDestination.sol

- Line 202:

for (uint256 i = 0; i < length; ++i){

- Line 223:

for (uint256 i = 0; i < length; ++i){

DlnSource.sol

- Line 256:

for (uint256 i = 0; i < length; ++i){

- Line 287:

for (uint256 i = 0; i < length; ++i){

- Line 368:

for (uint256 i = 0; i < length; ++i){

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

It is recommended not to initialize uint variables to 0 to reduce the gas

costs. For example, use instead:

for (uint256 i; i < length; ++i){
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Remediation Plan:

SOLVED: The DeBridge team solved the issue in the following PR.
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MANUAL TESTING



In the manual testing phase, the following scenarios were tested:

1. As the smart contracts make use of call() to perform native assets

transfers, every function that uses call() (_safeTransferETH() and

_safeTransferEthOrToken()) were reviewed in depth in order to make

sure that there is no possibility for a re-entrancy attack.

2. Order creation (createOrder()) flow was deeply reviewed. The

DlnSource smart contract prevents users to create 2 orders with the

same orderId thanks to the masterNonce[_sender] which is increased

every time an order is created.

3. OrderTakeState.status was fully reviewed making sure it’s updated

correctly at the right time, for example, preventing some malicious

user to call sendBatchEvmUnlock() with the same orderId repeated in

the bytes32[] memory _orderIds array.

4. Access controls were checked in every function. For example:

a) sendEvmUnlock() can only be called by the taker.

b) sendBatchEvmUnlock() can only be called by the taker.

c) sendSolanaUnlock() can only be called by the taker.

d) sendEvmOrderCancel() can only be called by the

orderAuthorityAddressDst.

e) sendSolanaOrderCancel() can only be called by the

orderAuthorityAddressDst.

f) patchOrderTake() can only be called by the orderAuthorityAddressDst

.

g) createOrder() can be called by anyone willing to create an

order.

h) claimBatchUnlock() can only be called by DlnDestinationAddress

from the take chain.

i) claimUnlock() can only be called by DlnDestinationAddress from

the take chain.

j) claimBatchCancel() can only be called by DlnDestinationAddress

from the take chain.

k) claimCancel() can only be called by DlnDestinationAddress from

the take chain.

l) patchOrderGive() can only be called by givePatchAuthoritySrc.

5. Permits used (IERC20Permit) were reviewed in order to make sure that

there is no room for signature replay attacks.

26

MA
NU

AL
TE

ST
IN

G



6. abi.encodePacked() usage across the code-base was deeply reviewed

making sure that no dynamic parameters are used consecutively, pre-

venting any possibility of hash collisions.

7. Event emissions were reviewed.

8. msg.value usage was also deeply reviewed, especially in the

_sendCrossChainMessage() function.

9. Fees are correctly handled in all the required functions.
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STORAGE LAYOUT



Halborn analyzed storage layout of the smart contracts in scope with

tools like sol2uml to check for gas optimizations:

DlnDestination.sol

DlnSource.sol

DlnBase.sol

In order to further improve gas efficiency, it is recommended to apply

the following change in the GiveOrderState struct:
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CURRENT CODE

Listing 9: DlnSource.sol (Lines 92,94)

86 struct GiveOrderState {

87 OrderGiveStatus status;

88 // stot optimisation

89 uint160 giveTokenAddress;

90 uint88 nativeFixFee;

91 uint48 takeChainId;

92 uint208 percentFee;

93 uint256 giveAmount;

94 address affiliateBeneficiary;

95 uint256 affiliateAmount;

96 }

SUGGESTED CODE

Listing 10: DlnSource.sol (Lines 94,95)

86 struct GiveOrderState {

87 OrderGiveStatus status;

88 // stot optimisation

89 uint160 giveTokenAddress;

90 uint88 nativeFixFee;

91 uint48 takeChainId;

92 uint208 percentFee;

93 address affiliateBeneficiary;

94 uint128 giveAmount;

95 uint128 affiliateAmount;

96 }
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BEFORE

AFTER THE SUGGESTED CHANGE
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32

CONTRACT
UPGRADEABILITY



Halborn analyzed the structure of the smart contracts in scope to make

sure all future upgrades are secure:

DlnDestination.sol

33

CO
NT

RA
CT

UP
GR

AD
EA

BI
LI

TY



DlnSource.sol
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DlnBase.sol

1. There is no possibility of storage collisions with the proxies as

DeBridge is using the standard TransparentUpgradeableProxy:

https://etherscan.io/address/0xeF4fB24aD0916217251F553c0596F8Edc630EB66#

code

2. The proxies and their implementations have been deployed and

initialized atomically by using the OpenZeppelin Upgrades Plugins

preventing any possible front-run:
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3. Every initialization function is correctly protected with the

initializer modifier preventing any possible re-initializations:

Listing 11: DlnBase.sol (Lines 134,142,144)

134 function __DlnBase_init(IDeBridgeGate _deBridgeGate) internal

ë initializer {

135 __Context_init_unchained ();

136 __ERC165_init_unchained ();

137 __AccessControl_init_unchained ();

138 __Pausable_init_unchained ();

139 __DlnBase_init_unchained(_deBridgeGate);

140 }

141

142 function __DlnBase_init_unchained(IDeBridgeGate _deBridgeGate)

143 internal

144 initializer

145 {

146 deBridgeGate = _deBridgeGate;

147 _setupRole(DEFAULT_ADMIN_ROLE , msg.sender);

148 }

Listing 12: DlnDestination.sol (Line 81)

81 function initialize(IDeBridgeGate _deBridgeGate) public

ë initializer {

82 __DlnBase_init(_deBridgeGate);

83 __ReentrancyGuard_init ();

84 }

Listing 13: DlnSource.sol (Line 160)

156 function initialize(

157 IDeBridgeGate _deBridgeGate ,

158 uint88 _globalFixedNativeFee ,

159 uint16 _globalTransferFeeBps

160 ) public initializer {

4. All the parent contracts are correctly initialized:
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DlnBase

- Initializable [X] (Not needed to initialize)

- AccessControlUpgradeable [X]

- PausableUpgradeable [X]

DlnDestination

- DlnBase [X]

- ReentrancyGuardUpgradeable [X]

DlnSource

- DlnBase [X]

- ReentrancyGuardUpgradeable [X]
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AUTOMATED TESTING



7.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of

certain areas of the smart contracts in scope. Among the tools used was

Slither, a Solidity static analysis framework. After Halborn verified

the smart contracts in the repository and was able to compile them

correctly into their ABIS and binary format, Slither was run against the

contracts. This tool can statically verify mathematical relationships

between Solidity variables to detect invalid or inconsistent usage of the

contracts’ APIs across the entire code-base.

Slither results:

DlnDestination.sol
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DlnSource.sol
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DlnBase.sol
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• All the reentrancies flagged are false positives. The main

reentrancy point in the smart contracts are the functions

_safeTransferETH() and _safeTransferEthOrToken(). Every public/ex-

ternal function that internally calls these functions make use of

the nonReentrant modifier.

• No major issues found by Slither.
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7.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of

well-known security issues and to identify low-hanging fruits on the

targets for this engagement. Among the tools used was MythX, a security

analysis service for Ethereum smart contracts. MythX performed a scan

on the smart contracts and sent the compiled results to the analyzers to

locate any vulnerabilities.

MythX results:

DlnDestination.sol

DlnSource.sol

DlnBase.sol

• No major issues found by MythX.
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THANK YOU FOR CHOOSING
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