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1 .  I n t r o d u c t i o n

deBridge engaged Halborn to conduct a security assessment on their smart contracts beginning on 
November 26th, 2024, and ending on November 29th, 2024. The security assessment was scoped to 
the smart contracts provided in the debridge-finance/dln-evm GitHub repository. Commit hashes and 
further details can be found in the Scope section of this report.
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https://github.com/debridge-finance/dln-evm


2.  A s s e s s m e n t  S u m m a r y

Halborn was provided 3 days for the engagement, and assigned one full-time security engineer to 
review the security of the smart contracts in scope. The engineer is a blockchain and smart contract 
security expert with advanced penetration testing and smart contract hacking skills, and deep 
knowledge of multiple blockchain protocols.

The purpose of the assessment is to:

Identify potential security issues regarding exclusively the upgradeability of the proposed
smart contracts, including storage conflicts and compatibility with the EVM version of multiple
targeted networks, as listed below:

Arbitrum
Avalanche
Base
BSC
Ethereum
Fantom
Linea
Optimism
Polygon

Ensure that smart contract functionality operates as intended and the new implementation is
adherent to previous business rules.

In summary, Halborn identified an improvement to reduce the likelihood and impact of risks, which 
was addressed by the deBridge team:

8.1 Incompatibility of
externalcallexecutor contract

with transparent proxy
upgradeability

9. Review Notes
10. Automated Testing



Apply the Transparent Upgradeable Proxy pattern to the ExternalCallExecutor and
ExternalCallExecutorBase contracts, in order to enhance upgradeability
capabilities of the system as a whole. Alternatively, implement setter functions
in contracts that are interacting with the ExternalCallExecutor.

3.  Te s t  A p p r o a c h  A n d  M e t h o d o l o g y

Halborn performed a combination of manual and automated security testing to balance efficiency, 
timeliness, practicality, and accuracy in regard to the scope of this assessment. While manual 
testing is recommended to uncover flaws in logic, process, and implementation; automated testing 
techniques help enhance coverage of the code and can quickly identify items that do not follow the 
security best practices. The following phases and associated tools were used during the assessment:

Research into architecture and purpose.
Smart contract manual code review and walkthrough.
Graphing out functionality and contract logic/connectivity/functions (solgraph).
Manual assessment of use and safety for the critical Solidity variables and functions in scope to

identify any arithmetic related vulnerability classes.
Manual testing by custom scripts.
Static Analysis of security for scoped contract, and imported functions (slither).
Testnet deployment (Foundry).



4.  U p g r a d e a b i l i t y  A s s e s s m e n t

We confirm that you can safely proceed with updating the implementations for the following 
contracts across the networks specified above.

Implementation Updates

The updates for DlnSource, DlnDestination, and DlnExternalCallAdapter will be performed using 
the following method in the Proxy Admin contract:

functionfunction  upgradeupgrade((TransparentUpgradeableProxy proxyTransparentUpgradeableProxy proxy,,  addressaddress implementat implementat

Proxy Admin Contract Address: 0xa7b88a746fa457578d5abd6234471f07d895f46b.

The proxy and implementation addresses for each contract are as follows:

1. DlnSource

Proxy Address: 0xeF4fB24aD0916217251F553c0596F8Edc630EB66
New Implementation Address: 0xAFcFdA8DF6d6Ce56a69ccA70723791667C686892

2. DlnDestination

Proxy Address: 0xE7351Fd770A37282b91D153Ee690B63579D6dd7f



New Implementation Address: 0x4a811205Af19A5aD9aA16D6E4C89863dFce22180

3. DlnExternalCallAdapter

Proxy Address: 0x61eF2e01E603aEB5Cd96F9eC9AE76cc6A68f6cF9
New Implementation Address: 0xcB8E9e3CdD538559f6dA9598a4DaC4ac706970bf

The ExternalCallExecutor is updated by invoking the following method in the 
DlnExternalCallAdapter contract:

functionfunction  updateExecutorupdateExecutor((addressaddress _newExecutor _newExecutor))

New Executor Address: 0xAE0361b1C3454b297129e01046057F1D294c7974



5.  R I S K  M E T H O D O L O GY

Every vulnerability and issue observed by Halborn is ranked based on two sets of Metrics and a
Severity Coefficient. This system is inspired by the industry standard Common Vulnerability Scoring
System.

The two Metric sets are: Exploitability and Impact. Exploitability captures the ease and technical
means by which vulnerabilities can be exploited and Impact describes the consequences of a
successful exploit.

The Severity Coefficients is designed to further refine the accuracy of the ranking with two factors:
Reversibility and Scope. These capture the impact of the vulnerability on the environment as well as
the number of users and smart contracts affected.

The final score is a value between 0-10 rounded up to 1 decimal place and 10 corresponding to the
highest security risk. This provides an objective and accurate rating of the severity of security
vulnerabilities in smart contracts.

The system is designed to assist in identifying and prioritizing vulnerabilities based on their level of
risk to address the most critical issues in a timely manner.

5.1  E X P L O I TA B I L I T Y

AT TAC K  O R I G I N  ( AO ) :

Captures whether the attack requires compromising a specific account.

AT TAC K  C O ST  ( AC ) :

Captures the cost of exploiting the vulnerability incurred by the attacker relative to sending a single
transaction on the relevant blockchain. Includes but is not limited to financial and computational
cost.

AT TAC K  C O M P L E X I T Y  ( AX ) :



Describes the conditions beyond the attacker’s control that must exist in order to exploit the
vulnerability. Includes but is not limited to macro situation, available third-party liquidity and
regulatory challenges.

M E T R I C S :

EXPLOITABILIY METRIC ( ) METRIC VALUE NUMERICAL VALUE

Attack Origin (AO) Arbitrary (AO:A)
Specific (AO:S)

1
0.2

Attack Cost (AC)
Low (AC:L)

Medium (AC:M)
High (AC:H)

1
0.67
0.33

Attack Complexity (AX)
Low (AX:L)

Medium (AX:M)
High (AX:H)

1
0.67
0.33

Exploitability  is calculated using the following formula:

5.2  I M PA C T

C O N F I D E N T I A L I T Y  ( C ) :

M ​E

E

E = m ​∏ e



Measures the impact to the confidentiality of the information resources managed by the contract due
to a successfully exploited vulnerability. Confidentiality refers to limiting access to authorized users
only.

I N T E G R I T Y  ( I ) :

Measures the impact to integrity of a successfully exploited vulnerability. Integrity refers to the
trustworthiness and veracity of data stored and/or processed on-chain. Integrity impact directly
affecting Deposit or Yield records is excluded.

AVA I L A B I L I T Y  ( A ) :

Measures the impact to the availability of the impacted component resulting from a successfully
exploited vulnerability. This metric refers to smart contract features and functionality, not state.
Availability impact directly affecting Deposit or Yield is excluded.

D E P O S I T  ( D ) :

Measures the impact to the deposits made to the contract by either users or owners.

Y I E L D  ( Y ) :

Measures the impact to the yield generated by the contract for either users or owners.

M E T R I C S :

IMPACT METRIC ( ) METRIC VALUE NUMERICAL VALUE

Confidentiality (C)

None (I:N)
Low (I:L)

Medium (I:M)
High (I:H)

Critical (I:C)

0
0.25
0.5

0.75
1

M ​I



IMPACT METRIC ( ) METRIC VALUE NUMERICAL VALUE

Integrity (I)

None (I:N)
Low (I:L)

Medium (I:M)
High (I:H)

Critical (I:C)

0
0.25
0.5

0.75
1

Availability (A)

None (A:N)
Low (A:L)

Medium (A:M)
High (A:H)

Critical (A:C)

0
0.25
0.5

0.75
1

Deposit (D)

None (D:N)
Low (D:L)

Medium (D:M)
High (D:H)

Critical (D:C)

0
0.25
0.5

0.75
1

Yield (Y)

None (Y:N)
Low (Y:L)

Medium (Y:M)
High (Y:H)

Critical (Y:C)

0
0.25
0.5

0.75
1

Impact  is calculated using the following formula:

5.3  S E V E R I T Y  C O E F F I C I E N T

R E V E RS I B I L I T Y  ( R ) :

Describes the share of the exploited vulnerability effects that can be reversed. For upgradeable
contracts, assume the contract private key is available.

M ​I

I

I = max(m ​) +I ​

4
m ​ − max(m ​)∑ I I



S C O P E  ( S ) :

Captures whether a vulnerability in one vulnerable contract impacts resources in other contracts.

M E T R I C S :

SEVERITY COEFFICIENT ( ) COEFFICIENT VALUE NUMERICAL VALUE

Reversibility ( )
None (R:N)

Partial (R:P)
Full (R:F)

1
0.5

0.25

Scope ( )
Changed (S:C)

Unchanged (S:U)
1.25

1

Severity Coefficient  is obtained by the following product:

The Vulnerability Severity Score  is obtained by:

The score is rounded up to 1 decimal places.

C

r

s

C

C = rs

S

S = min(10,EIC ∗ 10)



SEVERITY SCORE VALUE RANGE

Critical 9 - 10

High 7 - 8.9

Medium 4.5 - 6.9

Low 2 - 4.4

Informational 0 - 1.9



6.  S C O P E

F ILES  AND REPOSITORY

(a) Repository: dln-evm

(b) Assessed Commit ID: a199d6f

(c) Items in scope:

DlnSource.sol
DlnDestination.sol
DlnExternalCallAdapter.sol
ExternalCallExecutor.sol

Out-of-Scope: Third-party dependencies and economic attacks.

Out-of-Scope: New features/implementations after the remediation commit IDs.

7.  AS S ES S M E N T  S U M M A RY  &  F I N D I N G S  OV E RV I E W
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INCOMPATIBILITY OF EXTERNALCALLEXECUTOR
CONTRACT WITH TRANSPARENT PROXY
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8 .  F I N D I N G S  &  T EC H  D E TA I L S

8 .1  I N C O M PAT I B I L I T Y  O F  E X T E R N A LCA L L E X EC U TO R

C O N T R AC T  WI T H  T R A N S PA R E N T  P ROXY

U P G R A D E A B I L I T Y

// INFORMATIONAL

Description
During the security assessment of the smart contracts in-scope, it was identified that
ExternalCallExecutor and its abstract parent ExternalCallExecutorBase are incompatible with
the Transparent Proxy upgradeability pattern employed by other contracts in the system.

The ExternalCallExecutorBase contract utilizes a constructor for state initialization and does not
inherit from upgradeable base contracts. In the Transparent Proxy pattern, the proxy contract
delegates calls to the implementation (logic) contract but maintains its own storage. Constructors in
the implementation contract are not executed during proxy deployment.

contracts/adapters/ExternalCallExecutor.sol

contracts/adapters/ExternalCallExecutorBase.sol

contractcontract  ExternalCallExecutorExternalCallExecutor  isis
    ExternalCallExecutorBase    ExternalCallExecutorBase,,
    IExternalCallExecutor    IExternalCallExecutor
{{    

1010
1111
1212
1313

        constructorconstructor(())  {{
                _setupRole_setupRole((DEFAULT_ADMIN_ROLEDEFAULT_ADMIN_ROLE,, msg msg..sendersender));;

3737
3838



Consequently, any state variables initialized in the constructors of ExternalCallExecutorBase and
ExternalCallExecutor remain uninitialized in the proxy's storage. This leads to the following issues:

Uninitialized State Variables: Critical state variables may remain unset, causing the contract to
behave unpredictably or fail entirely. More specifically, the constructor of the
ExternalCallExecutor contract is setting the DEFAULT_ADMIN_ROLE to the contract's deployer:
msg.sender.

Inability to Upgrade: Attempting to upgrade ExternalCallExecutor via regular upgradeable
proxy methods will not correctly initialize the contract's state, rendering the upgrade ineffective.

This incompatibility undermines the contract's functionality and the integrity of the upgrade process
within the system.

Proof of Concept
In order to reproduce this issue, it is recommended to use the Hardhat Upgrades plugin, which can
be found at the official code repository.

The following code can be utilized in this proof of concept, highlighting that upgradeability is not
feasible in the ExternalCallExecutor contract.

PoC Code:

importimport  {{ expect  expect }}  fromfrom  'chai''chai';;
importimport  {{ ethers ethers,, upgrades  upgrades }}  fromfrom  'hardhat''hardhat';;

describedescribe..onlyonly(('Contract Upgrade Validation - ExternalCallExecutor''Contract Upgrade Validation - ExternalCallExecutor',,  functfunct
        letlet oldImplementation oldImplementation:: any any;;
        letlet newImplementation newImplementation:: any any;;

        }}3939

https://www.npmjs.com/package/@openzeppelin/hardhat-upgrades


        beforebefore((asyncasync  functionfunction  (())  {{
        oldImplementation         oldImplementation ==  awaitawait ethers ethers..getContractFactorygetContractFactory(('ExternalCall'ExternalCall
        newImplementation         newImplementation ==  awaitawait ethers ethers..getContractFactorygetContractFactory(('ExternalCall'ExternalCall
        }}));;

        itit(('validates old implementation''validates old implementation',,  asyncasync  functionfunction  (())  {{
                awaitawait upgrades upgrades..validateImplementationvalidateImplementation((oldImplementationoldImplementation,,  {{
            kind            kind::  'transparent''transparent'
                }}));;
        }}));;

        itit(('validates new implementation''validates new implementation',,  asyncasync  functionfunction  (())  {{
                awaitawait upgrades upgrades..validateImplementationvalidateImplementation((newImplementationnewImplementation,,  {{
            kind            kind::  'transparent''transparent'
                }}));;
        }}));;

        itit(('validates storage layout compatibility''validates storage layout compatibility',,  asyncasync  functionfunction  (())  {{
                constconst errors  errors ==  awaitawait upgrades upgrades..validateUpgradevalidateUpgrade((
            oldImplementation            oldImplementation,,
            newImplementation            newImplementation,,
                        {{
                kind                kind::  'transparent''transparent'
                        }}
                ));;
                expectexpect((errorserrors))..toto..bebe..undefinedundefined;;
        }}));;

        itit(('checks for common upgrade risks''checks for common upgrade risks',,  asyncasync  functionfunction  (())  {{
                trytry  {{
                        awaitawait upgrades upgrades..validateImplementationvalidateImplementation((newImplementationnewImplementation,,  {{
                unsafeAllow                unsafeAllow::  [['delegatecall''delegatecall',,  'selfdestruct''selfdestruct']],,



                kind                kind::  'transparent''transparent'
                        }}));;
                }}  catchcatch  ((ee:: any any))  {{
                        expectexpect((ee..messagemessage))..toto..notnot..includeinclude(('Contract `ExternalCallExecu'Contract `ExternalCallExecu
                }}
        }}));;
}}));;

Logs:

BVSS



AO:A/AC:L/AX:L/C:N/I:L/A:L/D:N/Y:N/R:P/S:U (1.6)

Recommendation
Considering that ExternalCallExecutor is already deployed as a non-upgradeable contract, the
following remediation steps are recommended:

Refactor Contracts:

Modify ExternalCallExecutor and ExternalCallExecutorBase to replace constructors with
initializer functions using the initializer modifier.

Inherit from upgradeable base contracts to ensure compatibility with the Transparent Proxy
pattern.

Implement Upgradeable Patterns:

Use OpenZeppelin's upgradeable contract libraries to facilitate secure and standard-compliant
upgradeability.

Deploy Behind a Proxy:

Deploy the new ExternalCallExecutor as the implementation contract behind a Transparent
Upgradeable Proxy.

Initialize the contract state by calling the initializer function post-deployment.

Migrate State and Users to the New Contract:

Develop scripts to transfer essential state data from the old contract to the new one.
Ensure data integrity during migration by verifying transferred data.

https://www.halborn.com/portal/bvss?q=AO:A/AC:L/AX:L/C:N/I:L/A:L/D:N/Y:N/R:P/S:U
https://www.halborn.com/portal/bvss?q=AO:A/AC:L/AX:L/C:N/I:L/A:L/D:N/Y:N/R:P/S:U
https://www.halborn.com/portal/bvss?q=AO:A/AC:L/AX:L/C:N/I:L/A:L/D:N/Y:N/R:P/S:U
https://www.halborn.com/portal/bvss?q=AO:A/AC:L/AX:L/C:N/I:L/A:L/D:N/Y:N/R:P/S:U


User Notification:

Inform users and stakeholders about the deployment of the new contract.
Provide clear instructions on any actions they need to take, such as updating contract

addresses in their applications or wallets.

Update System Integrations:

Update all system components (APIs, services, frontends) to interact with the new contract
address.

Ensure seamless integration to prevent service disruptions.

Third-Party Coordination:

Communicate with third-party services that interact with ExternalCallExecutor to update to
the new contract.

Finally, deprecate the Old Contract.

Remediation

SOLVED: The deBridge team has solved this issue, informing that relevant setter functions are in
place where the ExternalCallExecutor contract address needs to be changed or pointed
differently.

9 .  R EV I E W  N OT ES

Added custom wording to "summary" section as requested in TG channel.



1 0 .  AU TO M AT E D  T EST I N G

Halborn used automated testing techniques to enhance the coverage of certain areas of the smart
contracts in scope. Among the tools used was Slither, a Solidity static analysis framework. After
Halborn verified the smart contracts in the repository and was able to compile them correctly into
their ABIs and binary format, Slither was run against the contracts. This tool can statically verify
mathematical relationships between Solidity variables to detect invalid or inconsistent usage of the
contracts' APIs across the entire code-base.









All issues identified by Slither were proved to be false positives, out-of-scope or have been added to
the issue list in this report.

Furthermore, Halborn performed individual tests for upgradeability using the Hardhat Upgrades
plugin. The results are the following:

Halborn strongly recommends conducting a follow-up assessment of the project either within six months or
immediately following any material changes to the codebase, whichever comes first. This approach is crucial for
maintaining the project’s integrity and addressing potential vulnerabilities introduced by code modifications.


