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1.7 INTRODUCTION

Solana Event Reader 1is an application that allows external clients
(DeBridge Network Validator and DeBridge Backend services) to subscribe
to gRPC streams and receive valid events captured from the DeBridge
Solana contract. The application implements two services:

- Reader Service that connects to Solana node via WebSocket and RPC
connection, captures events from DeBridge programs transactions and
stores it in the SQL database,

- GRPC Service that serves events stored in the database using gRPC
protocol.

DeBridge engaged Halborn to conduct a security audit on their Solana

Event Reader application, beginning on March 20th, 2023 and ending on
April 21st, 2023 . Halborn was provided access to the program’s source
code to conduct white-box security testing using tools to scan, detect,
and validate possible vulnerabilities found in the application and report
the findings at the end of the engagement.

The security assessment was scoped to the programs provided in the
debridge-solana-events-reader GitHub repository. Commit hashes and fur-
ther details can be found in the Scope section of this report.

1.2 AUDIT SUMMARY

The team at Halborn was provided 5 weeks for the engagement and assigned a
full-time security engineer to audit the security of the programs in scope.
The security engineer is a blockchain and smart contract security expert
with advanced penetration testing and smart contract hacking skills, and
deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

®* Ensure that program functions operate as intended,
®* Identify potential security issues with the programs.


https://github.com/debridge-finance/debridge-solana-events-reader
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In summary, Halborn identified some risks that were mostly addressed by
the DeBridge team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual review of the source code and
automated security testing to balance efficiency, timeliness, practical-
ity, and accuracy regarding the scope of the program audit. While manual
testing is recommended to uncover flaws in business logic, processes, and
implementation; automated testing techniques help to enhance coverage of
programs and can quickly identify items that do not follow security best
practices.

The following phases and associated tools were used throughout the term
of the audit:

®* Research into the architecture, purpose, and use of the platform.
Manual program source code review to identify business logic issues.
Mapping out possible attack vectors.

®* Thorough assessment of safety and usage of critical Rust variables

and functions in scope that could lead to arithmetic vulnerabilities.
® Finding unsafe Rust code usage (cargo-geiger).

®* Scanning dependencies for known vulnerabilities (cargo audit).

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk
assessment methodology by measuring the LIKELIHOOD of a security incident
and the IMPACT should an incident occur. This framework works for commu-
nicating the characteristics and impacts of technology vulnerabilities.
The quantitative model ensures repeatable and accurate measurement while
enabling users to see the underlying vulnerability characteristics that
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were used to generate the Risk scores. For every vulnerability, a risk

level will be calculated on a scale of 5 to 1 with 5 being the highest

likelihood or impact.

RISK SCALE - LIKELIHOOD

- N W h O
|

Almost certain an incident will occur.

High probability of an incident occurring.

Potential of a security incident in the long term.

Low probability of an incident occurring.

Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

- N W O
|

May cause devastating and unrecoverable impact or loss.

May cause a significant level of impact or loss.

May cause a partial impact or loss to many.

May cause temporary impact or loss.

May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

10 - CRITICAL

9_

7
5_
3

- h O

HIGH

MEDIUM

LOW

VERY LOW AND INFORMATIONAL
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1.4 SCOPE

Code repositories:

1. DeBridge Solana Events Reader

® Repository: debridge-solana-events-reader

®* Commit ID: 4e8b4df1da42048470e8b70ca450dc6dedf23402

Halborn performed an additional audit of code refactoring and new features
included in 0.2.0 version:

®* Commit ID: a924a380ac4da82abbb3704cf4fc47b987cof69d

Out-of-scope:
- third-party libraries and dependencies


https://github.com/debridge-finance/debridge-solana-events-reader
https://github.com/debridge-finance/debridge-solana-events-reader/commit/4e8b4df1da42048470e8b70ca450dc6de4f23402
https://github.com/debridge-finance/debridge-solana-events-reader/commit/a924a380ac4da82abbb3704cf4fc47b987c0f69d
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IMPACT

2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH

0 0

LIKELIHOOD
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SECURITY ANALYSIS RISK LEVEL

(HAL-@1) HARDCODED API KEY

(HAL-02) MISSING AUTHORIZATION FOR
GRPC SERVICE SUBSCRIPTION

(HAL-03) POSSIBLE RUST PANICS DUE
TO UNSAFE UNWRAP USAGE

REMEDIATION DATE

ACKNOWLEDGED

10
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3.1 (HAL-01) API KEY EXPOSED IN THE
CODE - INFORMATIONAL

Description:

API key was found in the examples’ folder. The key can be used to
authenticate with Helius (Solana infrastructure provider).

Even if the key is inactive (no credits available), security code scanners
could flag this issue as a false positive. It’s possible that in the
future, someone can forget that this key was exposed and add more credits,
then all users with access to the repository can use the private RPC
endpoint.

Code Location:

56 let solana_rpc_client = Arc::new(RpcClient::new(
57 "https://rpc.helius.xyz/?api-key=46[REDACTED]".to_owned(),
58 ));
59 let last_nonce = Arc::new(AtomicU64::new(
60 get_nonce_master (&solana_rpc_client).await.unwrap(),
61 ));
Recommendation:

It is recommended to remove the API key from the code base.

Remediation Plan:

SOLVED: The DeBridge team solved this issue in commit
(90b9838ba2c8ef30bfadddeb57c72ff5a5bb0ad1): the API key was re-
voked and removed from the codebase.

12
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3.2 (HAL-02) MISSING AUTHORIZATION
FOR GRPC SERVICE SUBSCRIPTION -
INFORMATIONAL

Description:

GRPC Service serves events from DeBridge Solana programs stored in the
database. Clients can subscribe to GRPC Service using the gRPC protocol
and protobuf defined by DeBridge and receive a feed of events.

It was observed that no authorization, access control, and rate-limiting
mechanism was implemented in the GRPC Service code. Lack of these pro-
tection mechanisms could expose GRPC Service to DOS/DDOS (Denial of Ser-
vice/Distributed Denial of Service) attacks.

Proof of concept:

Sample client with many subscriptions initialized:

17 #[tokio::main]
18 async fn main() {

19 let config = Configuration::builder().env().load().unwrap();
20 tracing::info! ("Run with configuration: {config:?3}");

21

22 let mut client = DebridgeSolanaEventsClient::connect(config.

L, execute_api_address)

23 .await

24 .expect("Failed to connect server");
25

26 let mut tasks = vec![];

27

28 for subscription in 1..1000 {

29 let subscription = [

30 Subscription {

31 block_number: 1,

13
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32
33
34
35
36
37
38
39
40

41

Ls
42
43
44
45
46
47
48

49

50
5T

52
53
54
55
56
57
58
5
60

6
62
63
L
64
65
66

67

is_external_call_needed: false,

3,

Subscription {
block_number: o,
is_external_call_needed: false,
Yo
1
let request = Request::new(stream::iter(subscription.clone
0);
let mut result = client.get_bridge_created_events(request)
.await.unwrap();
let task =
tokio::spawn(async move {
result
.into_inner ()
.for_each(]event]| async move {
if let Ok(e) = event {
match e.bridge_create_event_message.
unwrap () {
bridge_created_event_message::
BridgeCreateEventMessage::Event (event) => {
println! (
"Created new bridge with token
name: {:?}, native chain id: {:7}",
event
.deploy_info
.as_ref ()
.unwrap ()
.native_token_metadata
.as_ref ()
.unwrap ()
.name,
event.deploy_info.as_ref () .unwrap
().native_chain_id,
)3
}
bridge_created_event_message::
BridgeCreateEventMessage::Heartbeat(
heartbeat,
) =2
println! ("New heartbeat: {heartbeat:?}
“ )

14
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68 3}

69 3}
70 »

71 .await;
72 1

73 tasks.push(task);
74 3}

75

76 for task in tasks {

77 task.await.unwrap();
78 3}

79 }

The database is overloaded with requests:

|_buffer\"\nFROM\n bridge_events\nWHERE\n \"slot_number\" > $1\n","log.target":"sqlx::quEfJECEE

.module_path":"sqlx::query", "target":"sqlx: :query"}
{"timestamp":"2023-04-03T06:46:36.7498392", "level": "INFO", "message" : "SELECT (SELECT \"slot\" FROM

..; rows affected: 0, rows returned: 1, elapsed: 1.576ms\n\nSELECT\n (\n SELECT\n \'sloth"
\n FROM\n \"resync_ptr\"\n WHERE'\n ‘\"program\" = 'Settings'\n ) AS \"resync_last_
block\",\n (\n SELECT\n MaX(\"slot_number\" )\n FROM\n ‘\"bridge_events\"\n ) AS \
"last_event_block\",\n (\n SELECT\n Ysloty"\n FROM\n \'rpe_slot\"\n LIMIT\n

1\n ) AS \"rpc_last_block\";\n","log.target":"sqlx::query", "log.module_path":"sqlx: :query","t
nrn‘nf"*"enlv“nunru’ 1
["timestamp":"2023-04-03T06:46:36.8446202", "level”: "ERROR", "message”: "Error while acquire database
connection: PoolTimedOut","target”: "grpc_ser01ce }
["tjmestamp"+"2923-9h-93T95+h5+35 8585192" "level'*'ERROR' "message":"Error while acquire database
LUITTE W LAV - FUWwLl AT uvwu L r l.I'll.sEl. - sl. l- S2CLVILT J
{"timestamp":"2023-04-03T06:46:36.870333Z", "level": "ERROR" , "message" : "Error while acquire database
connection: PoolTimedOut","target”: "grpc_serv1ce }
{'timestamp':'2923-94-93T95:hE:ZE.SSSB?SZ','level':'ERROR','message':'Errur while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"2023-04-03T06:46:36.902028Z" , "level": "ERROR", "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"20823-04-03T06:46:36.9159982" , "level": "ERROR", "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"20823-04-03T06:46:36.932384Z", "level": "ERROR", "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"2023-04-03T06:46:36.9455327" , "level": "ERROR", "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"2023-04-03T06:46:36.960677Z", "level": "ERROR" , "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}
{"timestamp":"2023-04-03T06:46:36.975463Z" , "level": "ERROR", "message" : "Error while acquire database
connection: PoolTimedOut","target":"grpc_service"}

Risk Level:

Likelihood -
Impact - 1

15
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Recommendation:

To protect the application against DoS and DDOS attacks, it’s recom-
mended to implement access control and rate-limiting mechanisms on the
infrastructure level or deploy GRPC Service only in closed/internal net-
works/subnets.

Remediation Plan:

ACKNOWLEDGED: The DeBridge team acknowledged this finding. The GRPC
Service is not intended to be used outside the internal network, so there
are no access control and load-tracking mechanisms. The service will
be deployed within the DeBridge owned network inside docker/k8s with
appropriate network security rules.

16
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3.3 (HAL-03) POSSIBLE RUST PANICS
DUE TO UNSAFE UNWRAP USAGE -
INFORMATIONAL

Description:

The use of helper methods in Rust, such as unwrap, is allowed in de-
velopment and testing environments because these methods are supposed to
throw an error (also known as a panic!) when called on Option::None or a
Result which is not Ok. However, keeping unwrap functions in production
environments is considered bad practice because they may lead to pro-
gram crashes, which are usually accompanied by insufficient or misleading
error messages.

Code Location:

276 let send_event = SendEventBuilder {

277 transaction_hash: tx_signature,

278 slot: slot_number,

279 block_time,

280 block_hash: None,

281 denominator: Denominator::new(transferred.denominator).unwrap
L O,

282 original_event: transferred,

283 bridge_balance_changed,

284 commitment_level,

285 external_call_data,

286 tracked_by_reader_timestamp: chrono::Utc::now().timestamp() as
L, u6b4,

287 }

295 events_storage::insert_send_event (&mut db.acquire().await.unwrap()
L, , send_event)
296 .await

17
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297 .map_err(|lerr| {

298 solana_events_parser::transaction_parser::Error::
L, ErrorWhileConsume (format! (

299 "Error while store send event in db: {err:?3}",

300 ))

301 N7

469 send_event_message: Some(send_event_message::SendEventMessage::
L, Heartbeat(

470 Heartbeat {

471 last_event_block: hb.last_event_block.unwrap_or_default().
L, to_u64().unwrap(),

472 resync_last_block: hb

473 .resync_last_block

474 .unwrap_or_default ()

475 .to_u64()

477 rpc_last_block: hb.rpc_last_block.unwrap_or_default().
L, to_u64().unwrap(),

478 3,

502 sender

503 .send(Self {

504 bridge_create_event_message: Some(

505 bridge_created_event_message::BridgeCreateEventMessage
L, ::Heartbeat(Heartbeat {

506 last_event_block: hb.last_event_block.
L, unwrap_or_default().to_u64().unwrap(),

507 resync_last_block: hb

508 .resync_last_block

509 .unwrap_or_default ()

510 .to_u64 ()

512 rpc_last_block: hb.rpc_last_block.
L, unwrap_or_default().to_u64().unwrap(),

513 b,

514 ),

515 D)

516 .map_err(Box::new)?;

18
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537 sender

538 .send(Self {

539 claim_event_message: Some(claim_event_message::
L, ClaimEventMessage::Heartbheat(

540 Heartbeat {

541 last_event_block: hb.last_event_block.
L, unwrap_or_default().to_u64().unwrap(),

542 resync_last_block: hb

543 .resync_last_block

544 .unwrap_or_default ()

545 .to_u64 ()

546 .unwrap (),

547 rpc_last_block: hb.rpc_last_block.
L, unwrap_or_default().to_u64().unwrap(),

548 },

549 D),

550 19

551 .map_err (Box::new)?;

Risk Level:

Likelihood - 1
Impact - 1

Recommendation:

It is recommended not to use the unwrap function in the production
environment because its use can cause panic! and may crash the program
without providing verbose error messages. Crashing the system can result
in a loss of availability and, in some cases, even the exposure of private
information stored in the state. Some alternatives are possible, such
as propagating the error with ? instead of unwrapping, or using the

error-chain crate for errors.

19
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Remediation Plan:

SOLVED: The DeBridge team solved this issue in
(375af243021424afa0546c64f145¢c4783¢c39f632): all identified
unwrap functions were replaced by a safer error handling.

commit

unsafe

20
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In the manual testing phase, the following scenarios were simulated.
The scenarios listed below were selected based on the severity of the
vulnerabilities for which Halborn was testing the program.

4.1 TRANSACTION EVENTS PARSING

Description:

The Events Reader service connects to the Solana node via RPC and WebSocket
connection to parse instructions events and store them in a SQL database.
The following scenarios related to the Events Reader were tested:

Only transactions from the predefined program are processed and

stored. There is no possibility of polluting DeBridge transaction

events with events coming from different Solana programs,

® Only messages from expected program instructions are parsed and
stored,

®* Transactions events are parsed correctly,

®* Transaction events synchronization is working as expected,

® All expected events from transactions are parsed and stored in the

database.

Results:
No code vulnerabilities were identified.

Environment for tests

Tests for the Events Reader service were performed using local postgresql
instance and Solana test-validator with DeBridge Solana programs (debridge
and settings). The environment was configured as follows:

1. Genesis setup

22
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50 #[tokio::test]
51 async fn genesis_init() {

52 let mut genesis = solana_test_framework::TestValidatorGenesis
L ::default();

53

54 let ledger_path = PathBuf::from(REDACTED);

55 genesis.ledger_path(ledger_path.clone());

56 const SOLANA_CHAIN_ID_RAW: u64 = 7565164,

57 const SOLANA_CHAIN_ID: U256 = U256::from_u64(

L, SOLANA_CHAIN_ID_RAW);

58 const ETH_CHAIN_ID: U256 = U256::0NE;

59

60 let deploy_info = debridge_settings_program::DeployInfo {

61 chain_id: ETH_CHAIN_ID. to_bytes(),

62 native_token_address: native_mint::ID.try_to_vec().unwrap
L O,

63 name: "Wrapped Solana”.to_string(),

64 symbol: "SOL".to_string(),

65 decimals: 9,

66 i

67

68 genesis.add_program("”"debridge_program”, debridge_program::ID);
69 genesis.add_program("debridge_settings_program”,

L, debridge_settings_program::ID);

70 genesis.add_program(

71 "mpl_token_metadata”,

72 mpl_token_metadata::ID,

73 E

74

75 let protocol_authority = Keypair::from_bytes(REDACTED).unwrap
L O

76 let stop_tap = Keypair::from_bytes(REDACTED).unwrap();

77 let fee_beneficiary = Keypair::from_bytes(REDACTED).unwrap();
78

79 let native_token_mint = spl_token::native_mint::ID;

80

81 let (token_mint, bump_token_mint) = Pubkey::

L, find_program_address(

82 &[

83 b"WRAPPER_TOKEN",

84 &debridge_settings_program::Bridge::get_bridge_id(

85 &deploy_info.chain_id,

86 &deploy_info.native_token_address,
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87
88
89
90
91

92
93
94
95

96
97
98
99

100
101
102
103
104

105
106
107
108
109
110
111
112
113

Ls
114
115
116
117
118
119
120
121
122
123
124
125

),
1,
&debridge_settings_program::ID,
);
let (bridge_data, bump_bridge_data) = Pubkey::
find_program_address(
&[b"BRIDGE", token_mint.as_ref ()],
&debridge_settings_program::ID,
)3
let (chain_support_info, bump_bridge_data) = Pubkey::
find_program_address(
&[b" CHAIN_SUPPORT_INFO”, &ETH_CHAIN_ID.to_bytes()],
&debridge_settings_program::1ID,
)3
let (mint_authority, bump_mint_authority) = Pubkey::
find_program_address(
&[b"BRIDGE_MINTER"”, bridge_data.as_ref ()],
&debridge_program:: 1D,
)

let (token_metadata, bump_token_metadata) = Pubkey::
find_program_address(

&L
b"metadata”,
mpl_token_metadata::ID.as_ref (),
&token_mint.as_ref (),
1,
&mpl_token_metadata::ID,
)
let staking_wallet = get_associated_token_address (&

mint_authority, &token_mint);

genesis.add_account_with_lamports/(
protocol_authority.pubkey(),
system_program::ID,
10_000_000_000_000_000 ,

)

genesis.add_account_with_lamports/(
stop_tap.pubkey (),
system_program::ID,
10_000_000_000_000_000 ,

);

24
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126
127
128
129
130
131
132
133
134

L _

135
136
137
138
139
140
141
142
143
144
145
146
147

genesis.add_account_with_lamports(
fee_beneficiary.pubkey (),
system_program::1ID,
10_000_000_000_000_000 ,

)

genesis.add_token_mint(native_token_mint, None, 1, @, None);
genesis.add_token_mint(token_mint, Some(mint_authority), 10
000_000_000, @, None); //comment this line if using mint bridge

genesis.add_token_account (

staking_wallet,

token_mint,

mint_authority,

10_000_000_000 ,

None ,

None ,

9,

None ,

E

let sender = Keypair::from_bytes (&[REDACTED]) .unwrap();
let sender_wallet = Pubkey::from_str("8

L, rcFeCFmy5aK1EroGCmcLyGmgfFXL7vPdZghobbirGpo"”).unwrap();

148 genesis.add_token_account (

149 sender_wallet,

150 token_mint,

151 sender . pubkey (),

Y 10,

153 None ,

154 None ,

155 0,

156 None ,

157 );

158 genesis.add_account_with_lamports(sender.pubkey(),
L, system_program::ID, 10_000_000_000_000_000) ;

159 let (test_validator, validator_kp) = genesis.start_async().
L, await;

160 }
2. Initialize programs and settings

25
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52 #[tokio::test(flavor = "multi_thread”, worker_threads = 1)]
53 async fn init() {

54 let url = "http://localhost:8899".to_string();

55 let mut rpc_client = RpcClient::new(url);

56

57 let (state_settings, bump_state_setting) =

58 Pubkey:: find_program_address (&[b"DEBRIDGE_STATE"], &
L, debridge_settings_program::ID);

59

60 let mut ix = Instruction::new_with_bytes(

61 debridge_settings_program::ID,

62 debridge_settings_program::instruction::InitializeState {
63 confirmation_threshold: 8,

64 excess_confirmations: 3,

65 min_confirmations: 2,

66 3}

67 .data ()

68 .as_ref (),

69 debridge_settings_program::accounts::InitializeState {
70 state: state_settings,

71 protocol_authority: protocol_authority.pubkey(),
72 stop_tap: stop_tap.pubkey(),

73 fee_beneficiary: fee_beneficiary.pubkey(),

74 system_program: system_program::ID,

75 settings_program: debridge_settings_program::ID,
76 payer: protocol_authority.pubkey(),

77 }

78 .to_account_metas (Some(false)),

79 E

80

81 let debridge_settings_program_json_file = "REDACTED/settings.
L, json";

82

83 let keypair_bytes =

84 solana_sdk::signer::keypair::read_keypair_file(

L, debridge_settings_program_json_file)

85 .expect(”"Can't read debridge_settings_program-keypair.
L, json");

86 let mut tx = rpc_client

87 .transaction_from_instructions(

88 &Lix1,

89 &protocol_authority,

90 vec! [&protocol _authority, &keypair_bytes],
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97
92
93
94
IS
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111

112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133

)

.await

.unwrap () ;

let mut ix = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::AddOracle {
oracle: required_oracle,
is_required: true,
3
.data()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),

VE

let mut tx = rpc_client
.transaction_from_instructions(&[ix], &protocol_authority,
vec! [&protocol_authority])
.await
.unwrap () ;

rpc_client.send_and_confirm_transaction (&tx).unwrap();

let mut ix = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::AddOracle {
oracle: oracle,
is_required: false,
3
.data()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),

E

let mut tx = rpc_client
.transaction_from_instructions (&[ix], &protocol_authority,
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L,
134
135
136
137
138
139
140
141

vec! [&protocol_authority])
.await

.unwrap () ;
rpc_client.send_and_confirm_transaction(&tx).unwrap();
let mut ix = Instruction::new_with_bytes(

debridge_settings_program::ID,
debridge_settings_program::instruction::

L, UpdateMinConfirmationCount {

142
143
144
145
146
147
148
149
150
151
152
153
154

L
155
156
157
158
159
160
161
162

min_confirmation: 2,
}
.data()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),

E

let mut tx = rpc_client

.transaction_from_instructions(&[ix], &protocol_authority,

vec! [&protocol_authority])
.await

.unwrap () ;
rpc_client.send_and_confirm_transaction(&tx).unwrap();
let mut ix = Instruction::new_with_bytes(

debridge_settings_program::ID,
debridge_settings_program::instruction::

L, UpdateExcessConfirmationTimeslot {

163
164
165
166
167
168
169
170
171
172
173

new_excess_confirmation_timeslot_seconds: 3,
}
.data ()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
3

.to_account_metas (Some(false)),

)¢

28



MANUAL TESTING

174
175

L
176
177
178
179
180
181
182
183

L
184
185
186
187
188
189
190
191
192
193
194
195
196

L
197
198
199
200
201
202
203
204

L
205
206
207
208
209
210
211
212
213

let mut tx = rpc_client
.transaction_from_instructions (&[ix], &protocol_authority,
vec! [&protocol_authority])
.await
.unwrap () ;

rpc_client.send_and_confirm_transaction (&tx).unwrap();

let mut ix = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::
UpdateExcessConfirmationCount {
excess_confirmations: 3,
3
.data()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),

E

let mut tx = rpc_client
.transaction_from_instructions (&[ix], &protocol_authority,
vec! [&protocol_authorityl])
.await
.unwrap () ;

rpc_client.send_and_confirm_transaction (&tx).unwrap();

let mut ix = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::
UpdateConfirmationThreshold {
confirmation_threshold: 1,
3
.data ()
.as_ref (),
debridge_settings_program::accounts::UpdateState {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),
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214 );

215
216 let mut tx = rpc_client
217 .transaction_from_instructions (&[ix], &protocol_authority,

L, vec![&protocol_authority])

218 .await

219 .unwrap();

220

221 rpc_client.send_and_confirm_transaction(&tx).unwrap();
222

223 let mut ix = Instruction::new_with_bytes(

224 debridge_settings_program::ID,

225 debridge_settings_program::instruction::UpdateGlobalFee {
226 global_fixed_fee: 100, //aka 1%

227 global_transfer_fee_bps: 100, // aka 1%

228 }

229 .data()

230 .as_ref (),

231 debridge_settings_program::accounts::UpdateState {
232 state: state_settings,

233 protocol_authority: protocol_authority.pubkey(),
234 }

233 .to_account_metas (Some(false)),

236 );

237

238 let mut tx = rpc_client

239 .transaction_from_instructions (&[ix], &protocol_authority,

L, vec![&protocol_authorityl])

240 .await

241 .unwrap() ;

242

243 rpc_client.send_and_confirm_transaction(&tx).unwrap();
244

245 let mut ix = Instruction::new_with_bytes(

246 debridge_settings_program::ID,

247 debridge_settings_program::instruction::

L, UpdateFeeBeneficiary {}

248 .data ()

249 .as_ref (),

250 debridge_settings_program::accounts::
L, UpdateStateWithAccount {

251 update_state: debridge_settings_program::accounts::
L, UpdateState {

252 state: state_settings,
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253
254
255
256
257
258
259
260
261

262
263
264
265
266
267
268
269

270
271
272

Ly
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293

protocol_authority: protocol_authority.pubkey(),

¥o
account: fee_beneficiary.pubkey(),
}
.to_account_metas (Some(false)),
)
let mut tx = rpc_client

.transaction_from_instructions (&[ix], &protocol_authority,

vec! [&protocol_authority])
.await

.unwrap () ;

rpc_client.send_and_confirm_transaction(&tx).unwrap();

let mut ix = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::
UpdateProtocolAuthority {3}
.data ()
.as_ref (),
debridge_settings_program::accounts::
UpdateProtocolAuthority {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
new_protocol_authority: protocol_authority.pubkey(),
}
.to_account_metas (Some(false)),

E

let mut tx = rpc_client
.transaction_from_instructions(
&[ix],
&protocol_authority,
vec! [&protocol_authority, &protocol_authorityl],
)
.await

.unwrap();
rpc_client.send_and_confirm_transaction(&tx).unwrap();
let mut ix = Instruction::new_with_bytes(

debridge_settings_program::1ID,
debridge_settings_program::instruction::
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N
294
295
296
Ay
298
299
300
301
302

N
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334

N

UpdateChainSupportInfo {
target_chain_id: ETH_CHAIN_ID.to_bytes(),
is_supported: true,
fixed_fee: None,
transfer_fee: None,
chain_address_len: 1,
}
.data()
.as_ref (),
debridge_settings_program::accounts::
UpdateChainSupportInfo {
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
payer: protocol_authority.pubkey(),
chain_support_info,
system_program: system_program::ID,
}

.to_account_metas (Some(false)),

E

let mut tx = rpc_client
.transaction_from_instructions(
&[ix1],
&protocol_authority,
vec! [&protocol _authority, &protocol_authorityl],
)
.await

.unwrap () ;

rpc_client.send_and_confirm_transaction (&tx).unwrap();

let bridge_id = deploy_info.get_bridge_id().unwrap();

let deploy_id = deploy_info
.calculate_id(Some(bridge_id.clone()))
.unwrap ()
.to_bytes();

let mut msg = deploy_id.clone().try_to_vec().unwrap();
let signatures = test_oracles.sign(&msg);
let msg_text = [

format! ("\x19Ethereum Signed Message:\n{}", msg.len()).
into_bytes (),
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335
336
337
338
339
340

341
342
343
344

345
346
347
348

349
350
351

352
353
354
355
356
357
358
359
360
361
362

363
364
365
366
367
368
369

Ls
370
371
372

msg.clone (),
]

.concat();

let ix1 =
Instruction::new_secp256kl_instruction(msg_text.as_slice()
, 0, signatures.into_iter())

.unwrap () ;

let (confirmation_storage, bump_confirmation_storage) =
Pubkey::find_program_address (&[b"”SIGNATURES", &msg]l, &
debridge_settings_program::ID);

let mut ix2 = Instruction::new_with_bytes(
debridge_settings_program::ID,
debridge_settings_program::instruction::StoreConfirmations
{ msg: msg }
.data()
.as_ref (),
debridge_settings_program::accounts::
UpdateConfirmationStorage {
state: state_settings,
confirmation_storage: confirmation_storage,
instructions: InstructionID,
system_program: system_program::ID,
payer: protocol_authority.pubkey(),
}
.to_account_metas (Some(false)),

E

let mut tx = rpc_client
.transaction_from_instructions(&[ix1, ix2], &
protocol_authority, vec![&protocol_authorityl])
.await

.unwrap () ;
rpc_client.send_and_confirm_transaction(&tx).unwrap();
let (token_metadata_master, bump_token_metadata_master) =

Pubkey:: find_program_address (&[b"”" TOKEN_METADATA"], &

debridge_settings_program::ID);

let mut ix = Instruction::new_with_bytes(

debridge_settings_program::ID,
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373

374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402

Ls
403
404
405
406
407
408

409
410
411
412
413

DE

debridge_settings_program::instruction::InitMetadataMaster

init_prefix: "test".to_string(),
init_postfix: "test”.to_string(),

3

.data()

.as_ref (),

debridge_settings_program::accounts::InitMetadataMaster {
token_metadata_master: token_metadata_master,
state: state_settings,
protocol_authority: protocol_authority.pubkey(),
payer: protocol_authority.pubkey(),
system_program: system_program::ID,

3

.to_account_metas (Some(false)),

let mut tx = rpc_client

.transaction_from_instructions(

&[ix],

&protocol_authority,

vec! [&protocol_authority, &protocol_authorityl],
)
.await

.unwrap () ;

rpc_client.send_and_confirm_transaction(&tx).unwrap();

let mut ix = Instruction::new_with_bytes(

debridge_settings_program::ID,
debridge_settings_program::instruction::

UpdateMetadataMaster {

new_prefix: "test”.to_string(),
new_postfix: "test”.to_string(),
}
.data()
.as_ref (),
debridge_settings_program::accounts::UpdateMetadataMaster

token_metadata_master: token_metadata_master,

state: state_settings,

protocol_authority: protocol_authority.pubkey(),
}

.to_account_metas (Some(false)),
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414 );

415
416 let mut tx = rpc_client
417 .transaction_from_instructions (&[ix], &protocol_authority,

L, vec![&protocol_authority])

418 .await

419 .unwrap();

420

421 rpc_client.send_and_confirm_transaction(&tx).unwrap();
422 %}

Events synchronization tests
Sending new MintBridgeCreated event:

I

. : N
Transaction hash: 31HGkiMWS9gNyRsrgMGragRmunDRcsaMpAE9uUmMVjg2dNUSYYmEW21d9
moglEGRXLz2Hx7gzhD3Nb718vBkeDsfL

f

data: {

bridgeId: [
162, 132, 188, 45, 119, 78, 19,
196, 195, 132, 17, 289, 155, 83,
119, @88, 96, 197, 142, 139, 212,
245, 218, 171, 152, 148, 169, 51,
183, 149, 52, 185

1,

deployId: [
e, o, @, 0, 8, 0, 8, B, B,
e, o, 6, 0, 0, 0, 8, 0, 0,
e, e, 6, 0,0, 0,8,80,.80,
B, 8, @, 8, 1

1

wrapperTokenAddress: [
e, o, @, 0, 0, 0, 8, B, 0,
e, &, 6, 0, 0, 0, 8, 8, 0,
e, e, 0, 0,0, 0, 08, 0, 0,
B, 8, @, @, 2

]

},

name: '‘MintBridgeCreated'

}
= node-app

A new transaction was found and synchronized:
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}

{"timestamp":"20823-04-02T717:10:36.181164Z", "Level”:"INFO", "message": "SELECT \"bridge_id\" FROM bridge_events; rows affected
: @, rows returned: 8, elapsed: 1.148ms","log.target”:"sqlx::query","log.module_path":"sqlx::query", "target":"sqlx::query"}
{"timestamp":"20823-04-02T17:10:36.415002Z", "Level”:"INFO", "message": "Start resync: EkZJX1G7d6YQNm4gMxzYVgd55sEuZn2byl8Yefgs
k35T", "target": "solana_events_parser::event_reader_service"}
{"timestamp":"20823-04-02T17:10:36.415082Z", "Level":"INFO", "message": "Start resync: 2hXJLoJBkUeVczD4YI6s6grNS4ncR6mBgKEBIrLn
3g9D", "target": "solana_events_parser::event_reader_service"}
{"timestamp":"20823-04-02T17:10:36.416610Z", "Level”:"INFO", "message": "Resync start Some(zGdNygaUXZwgi5SmN55XNJI5bla98WegVWAS2x
5uDZwG7udPMz LMuUhh8DoRr f hpBell9cDZibkzevvrSWTPSWsAe )", "target": "solana_events_parser::event_reader_service"}
{"timestamp":"20823-04-02T17:10:36.417485Z", "level”: "INFO", "message": "Resync start None","target":"solana_events_parser::eve
nt_reader_service"}

{"timestamp”:"20823-04-02T17:10:36.425367Z", "Level”: "INFO", “message": “INSERT INTO \'resync_ptr\" (\"program\", ..; rows affec
ted: 1, rows returned: 8, elapsed: 928.667us\n\nINSERT INTO\n \"resync_ptr\" (\"program\", \"slot\")\nVALUES\n ($1, $2) O
\ CONFLICT (\"program\") DO\nUPDATE\NSET\n \"slot\" = $2\n","log.target":"sqlx::query", "log.module_path":"sqlx::query","ta
"stsalx:sousry”}

"timestamp”:"2023-04-02T17:10:36.426304Z","level":"INFO", "message": "Unprocessed transaction find while resynchronization
ocess, transaction hash: 31HGkiMWS9gNyRsrgMGragRmunDRcsaMpAESuUMVjg2dNUSYYmEW2Jd9mog1EGRXLz2Hx7gzhD3Nb718vBkeDsfL", "targe
:"solana_events_parser: :event_reader_service"}

T TIFTI0T50 834094, , tevel o 1 , T
\" at level 1, consumed 3488, all: 200000","target":"solana_events_parser::log_parser"}

Current finalized slot is correctly pulled from chain and kept in the
database:

tader_service"}
“timestamp":"2023-04-02T16:49:17.921466Z" , "level”: "INFO", "message"”: "INSERT INTO \"resync_ptr\" (\"program\", ..; rows affected:
1, rows returned: @, elapsed: 977.375us\n\nINSERT INTO\n \"resync_ptr\" (\"program\", \"slot\")\nVALUES\n ($1, $2) ON CONFLI
T (\"program\") DO\nUPDATE\nSET\n \"slot\" = $2\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx:
query"}
“timestamp”:"2023-04-02T16:49:17.921848Z", "level”: "INFO", "message”: "Start resync: EkZIX1G7d6YQNmégMxzYVgdSSsEuZn2byl8Yefgsk3asT
',"target":"solana_events_parser::event_reader_service"}
"timestamp":"2023-04-02T16:49:17.923628Z", "level": "INFO", "message": "Resync start Some(4NvaRVzK5xXmSSgl7F9fqZLnbZAgSIjskucTrYFX
‘heHNnrAix7Ky2or FDrZwEDMYvBw1X7G4vpgSEUSBQYvgf1i)", "target" : "solana_events_parser::event_reader_service"}
“timestamp":"2023-04-02T16:49:17.9334252", "level": "INFO", "message”: "INSERT INTO \"resync_ptr\" (\"program\", ..; rows affected:
1, rows returned: @, elapsed: 1.834ms\n\nINSERT INTO\n ‘\"resync_ptr\" (\"program\", \"slot\")\nVALUES\n (%1, $2) ON CONFLICT
(\"program\") DO\nUPDATE\nSET\n \"slot\" = $2\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx::q
"1

“timestamp":"2023-04-02T16:49:18.188437Z", "level": "INFO", "message": "INSERT INTO \"rpc_slot\" (\"slot\") ..; rows affected: 1, r
ws returned: @, elapsed: 1.832ms\n\nINSERT INTO\n ‘\"rpc_slot\" (\"slot\")\nVALUES\n ($1) ON CONFLICT (\"onerow_id\") DO\nUPD
TEANSETAR  \"slot\" = $1\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx::query"}
"timestamp":"2023-84-02T16:49:23.194924Z", "level": "INFO", "message": "INSERT INTO \"rpc_slot\" (\"slot\") ..; rows affected: 1, r
ws returned: @, elapsed: 1.942ms\n\nINSERT INTO\n ‘\"rpc_slot\" (\"slot\")\nVALUES\n ($1) ON CONFLICT (\"onerow_id\") DO\nUPD
TEANSETAR  \"slot\" = $1\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx::query"}

--faucet-sol argument ignored, ledger already exists
Ledger location: test-ledger
Log: test-ledger/validator.log
. Inmitializing...
Identity: HTpJuRPCz9BSaEWy16HNEDbsmiyDIYMLWZLCYNDXASTM
Genesis Hash: CBdGEYFZfTRxjPmvS5cT2tZ3Hyt4cNc28LZY3Nyi8sVr
Version: 1.14.7
Shred Version: 49189
Gossip Address: 127.0.0.1:1024
TPU Address: 127.6.8.1:1827
JSON RPC URL: http://127.0.08.1:B899
00:01:15 | Processed Slot: 23579 | Confirmed Slot: 23579 || Finalized Slot: 23547 II Full Sn

postgres=# select * from rpc_slot;
onerow_id | slot

t rELTY)
(1 row)
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Transactions are synchronized correctly even with broken WebSocket con-

nection

In this scenario, wrong URL to WebSocket endpoint was provided to simulate

failure

in RPC node.

Sending new Send transaction:

182 let
183 let
184 let
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215

url = "http://localhost:8899".to_string();

mut rpc_client = RpcClient::new(url);
mut ix = Instruction::new_with_bytes(
debridge_program::ID,

debridge_program::instruction::Send {
amount: 1,
target_chain_id: ETH_CHAIN_ID.to_bytes(),
receiver: vec![0x00],
is_use_asset_fee: false,
submission_params: None,
referral_code: None,
}
.data ()
.as_ref (),
debridge_program::accounts::Sending {
nonce_storage,
bridge_ctx: debridge_program::accounts::BridgeCtx {
bridge: bridge_data,
token_mint,
staking_wallet,
mint_authority,
chain_support_info,
settings_program: debridge_settings_program::ID,
spl_token_program: spl_token::id(),
o
state_ctx: debridge_program::accounts::StateCtx {
state: state_settings,
fee_beneficiary: fee_beneficiary.pubkey(),
3,
send_from_wallet: sender_wallet,
send_from: sender.pubkey(),
system_program: system_program::ID,
external_call_storage: Pubkey::new_unique(),
external_call_meta: Pubkey::new_unique(),
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216 discount: no_discount,

217 bridge_fee,

218 }

219 .to_account_metas(Some(false)),

220 ) ;

221

222 let mut tx = transaction_from_instructions(&mut rpc_client, &[ix
L, ], &sender, vec![&sender])

223 .await

224 .unwrap();

225

226 rpc_client.send_and_confirm_transaction(&tx).unwrap();

New transaction in cluster logs:

Streaming transaction Logs. Lontirmed commitment

Transaction

executed in slot 5957:

: on9RpCWHiytcua82YKWM7gEBrT6jugswW4GYVarlo2SJ1CLgXgyCdckgGQ3p8d7WEZXWc fRidyLeV8r24jhPgrtP

Signature
atus: Ok

Log Messages:

Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program
Program

6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] invoke [1]

log: Instruction: Send

TokenkegQfezyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA invoke [2]

log: Instruction: Transfer

TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA consumed 4645 of 164021 compute units
TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA success
11111111111111111111111111111111 invoke [2]

11111111111111111111111111111111 success
FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTave invoke [2]

log: Instruction: StakeNativeFee

FrAv5D8pH92Mx9kkU6mGMDHEBDGYCeuhtNhSyUngTave consumed 12443 of 154379 compute units
FrAv5D8pHI2Mx9kkUbmgMDHEBDqYCeuhtNhSyUngTavc success
FrAv5D8pH92Mx9kkU6mGMDHEBDGYCeuhtNhSyUngTave invoke [2]

log: Instruction: StakeBalance

FrAv5D8pH92Mx9kkU6mqMDHEBDqYCeuhtNhSyUngTavc consumed 12443 of 138557 compute units
FrAv5D8pHI2Mx9kkUbmgMDHEBDqYCeuhtNhSyUngTavc success

data: 531900n41MKkGBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAKAEAAAAAAAAASATLUAGAAAA==

data: FYTvQJILvpkQAYdS14jv64rcGVO2YBPnXpricMG85WrtACS5e2QX0KpJoVr2q96Bqe3TAWGKSQZSAVfuehEN+22BrGmy5L8SWHQEAAAAAAAAAAQAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAGQAAAAAAAAAAAAAAAAAAADU FQI6UDZWC52ATrtp/800NLW1/hkFLQUZUPjXX022RQAAAAA=

Program
Program

6cQXbazVmsU1FLT1XhBhisxx9aRu6Bu2tYKnWmZRUCh] consumed 87727 of 200000 compute units
6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] success

New transaction was found and synchronized in the most recent synchro-

nization event:
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ZVEIILS_PAISEr: JEVENL_IEaUET_SEIVLLE §
{"timestamp":"2023-04-20T07:37:46.798162Z","level": "INFO", "message": "Resync start Some(53H2urgfKXwmDKPuqrVcFD2pNvTLhCHZL4HGNhF9CBh5bx30c6f6h7gxVUa
LdZH258t804VrJ5p95qEFyQKneBQ)" "target":"solana events parser::event reader service"}

"timestamp":"2023-04-20T07:37:46.800221Z", "level":"INFO", "message": "Unprocessed transaction find while resynchronization process, transaction hag
:| on9RpCWH1iytcua82YKWM7gEBrT6jugsW4GYVar102SI1CLgXgyCdckgGQ3p8d7TWEZXWe fRidyLeV8r24jhPgrtP™ | "target”: "solana_events_parser::event_reader_service"
"timestamp":"2023-04-20T07:37:46.800623Z", "level™: "INFO", "message": "Unprocessed transaction find while resynchronization process, transaction hag
: on9RpCWHiytcua82YKWM7gEBrT6jugsW4GYVar1o2SJ31CLgXgyCdckgGQ3p8d7WEZXWcfRidyLeV8r24jhPgrtP", "target”: "solana_events_parser::event_reader_service"
"timestamp":"2023-04-20T07:37:46.816497Z","level": "INFO", "message": "Program \"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA\" at level 2, consumed
645, all: 164021","targe olana_events_parse og_parser"}

"timestamp":"2023-04-20T07:37:46.816958Z", "level":"INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDgYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 154379","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T07:37:46.817293Z","level":"INFO", "message" : "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 138557","target":"solana_events_parse: log_parser"}

"timestamp":"2023-04-20T07:37:46.817785Z", "level": "INFO", "message": "Program \"6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmzZRUChJ\" at level 1, consumed
87727, all: 200000","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T07:37:46.830508Z","level": "INFO", "message": "Transaction on9RpCWHiytcua82YKWM7gEBrT6jugsw4GYVarl1o2SJ1CLgXgyCdckgGQ3p8d7WEZ
WcfRidyLeV8r24jhPgrtP consumed","target" olana_events_parser::event_reader_service"}
"timestamp":"2023-04-20T07:37:46.832251Z", "level": "INFO", "message":"Set last resynced tx to on9RpCWHiytcua82YKWM7gEBrT6jugsW4GYVarlo2SJ1CLgXgyCdd
gGQ3p8d7WEZXWc fRidyLeV8r24jhPgrtP", "target": "solana_events_parser::event_reader_service"}

"timestamp":"2023-04-20T07:37:46.834721Z", "level":"INFO", "message": "INSERT INTO \"resync_ptr\" (\"program\", ..; rows affected: 1, rows returned:
, elapsed: 1.298ms\n\nINSERT INTO\n \"resync_ptr\" (\"program\", \"slot\")\nVALUES\n ($1, $2) ON CONFLICT (\"program\") DO\nUPDATE\nSET\n \"s
t\" = $2\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx::query"}
"timestamp":"2023-04-20T07:37:46.846246Z","level":"INFO", "message": "Program \"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA\" at level 2, consumed
645, all: 164021","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T07:37:46.846706Z","level":"INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDgYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 154379","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T07:37:46.847055Z", "level": "INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 138557","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T07:37:46.847560Z", "level": "INFO", "message": "Program \"6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmzRUChJ\" at level 1, consumed
87727, all: 200000","target":"solana_events_pars log_parser"}

"timestamp":"2023-04-20T07:37:46.861516Z", "level":"WARN", "message": "Error while getting external call data: Error { request: None, kind: RpcErrox

Forllser(\"AccountNotFound: puhkey=111111101LhzZIHiRTspS9A2RIK' dWFwiFaqkM\")) }" "target":"solana_events::consumer"
"timestamp":"2023-04-20T07:37:46.861592Z", "level":"INFO", "message":"Received amount in transaction on9RpCWHiytcua82YKWM7gEBrT6jugsW4GYVarlo2SJ1Cl
gyCdckgGQ3p8d7WEZXWCfRidyLeVBrZAjthrtP is 1","log.target": "debridge_protobuf_xy

::debridge_solana_service", "log.module_path":"debridge_protobuf_rs::debridge_solana_service","log.file":"/Users/mb/.cargo/git/checkouts/debridge-
rotobuf rs- 96d3b571b792a879/1fScalb/src/11b rs","log.line":149,"target": "debridge_protobuf_rs::debridge_solana_service"}
"timestamp":"2023-04-20T07:37:46.861968Z", "level":"INFO", "message":"Processing send event: 0x6ld4a5e23bfae2b70654ed9804f9d7a6b89c3061395abb40092¢
ed905f42a92",”target":"solana_events::events_storage"}
"timestamp":"2023-04-20T07:37:46.864110Z", "level": "INFO", "message": "INSERT INTO send_events (slot_number, ..; rows affected: 1, rows returned: 0,
lapsed: 550.250ps\n\nINSERT INTO\n send_events (slot_number, nonce, protobuf_buffer)\nVALUES\n ($1, $2, $3) ON CONFLICT (nonce) DO\nUPDATE\nSET|

n \"protobuf_buffer\" = $3\nWHERE\n send_events.nonce = $2\n","log.target":"sqlx: :query","log.module_path":"sqlx::query","target

Transactions are synchronized correctly after unhealthy node recover

In this scenario, two Solana local nodes were created. The Events Reader
service was connected to an unstable node with crash simulation, and
transactions were sent to the always healthy node.

The Events Reader service was able to synchronize remaining transactions
when the node became healthy again.

A new transaction in cluster logs:

ey v e v aun B e e s
Transaction executed in slot 33091
E;EnatureA 5GtaSS6Ljksx4Hp3szyi3xbpL7N3elfz6AUPwhmlaPmtn8ZjEkF7v5XHDBW)QEUHFQY2c3UZvIEGN7p7N5yXfoFT
STatusT Uk
Log Messages:
Program 6cQXbazZVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] invoke [1]
Program log: Instruction: Send
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA invoke [2]
Program log: Instruction: Transfer
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA consumed 4645 of 164021 compute units
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA success
Program 11111111111111111111111111111111 invoke [2]
Program 11111111111111111111111111111111 success
Program FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTave invoke [2]
Program log: Instruction: StakeNativeFee
Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc consumed 12443 of 154379 compute units
Program FrAv5D8pH92Mx9kkU6mqMDHEBDqYCeuhtNhSyUngTavc success
Program FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTave invoke [2]
Program log: Instruction: StakeBalance
Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc consumed 12443 of 138557 compute units
Program FrAv5D8pH92Mx9kkU6mqMDHEBDqYCeuhtNhSyUngTavc success
Program data: 53]900n41MKGCQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAMAAAAAAAAASATUAEAAAA==
Program data: FYTvQJILvpkQA8HD2194g5EJF14Tja3mOUkQOUB4WAEK80QKSQOUS5DRVOVIr2q96Bqe3TAWGKSQZSAVfuehEN+22BrGmy5L8SWHQEAAAAAAAAAAQAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAGQAAAAAAAAAAAAAAAAAAADUFQI6UDZWC52ATrt p/800NLW1/hKFLQUZUPjXX022RQAAAAA=
Program 6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ consumed 87727 of 200000 compute units
Program 6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] success

A new transaction was found and synchronized:
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{"timestamp":"2023—04—20T13:12:53.5137862",”1eve{
h: 5GtaSS6Ljksx4Hp3szyi3xbpL7N3eLfz6AUPwhmlaPmtn8ZjEkF7v5XHDBWjQEUHFqY2c3UZVIEGN7p7NSyXfoFT", "target": "solana_events_parser::event_reader_service"

'INFB","message":"Unprocegsed transaction find while resynchronization process, transaction has

"timestamp":"2023-04-20T13:12:53.513957Z","level": "INFO", "message": "Unprocessed transaction find while resynchronization process, transaction has
: 5GtasS6Ljksx4Hp3szyi3xbpL7N3eLfz6AUPwhmlaPmtn8ZjEKF7v5XHDBWIQEUHFQY2c3UZvIEGN7p7N5yXfoFT", "target": "solana_events_parser::event_reader_service"

"timestamp":"2023-04-20T13:12:53.5359217","level": "INFO", "message": "Program \"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA\" at level 2, consumed
645, all: 164021","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T1. 53.536398Z", "level":"INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mqMDHEBDqYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 154379","target":"solana_events_pars og_parser"}

"timestamp":"2023-04-20T13:12:53.536771Z", "level":"INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 138557","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T13:12:53.537398Z","level": "INFO", "message": "Program \"6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmzRUChJ\" at level 1, consumed
87727, all: 200000","target":"solana_events_parser::log_parser"}

"timestamp":"2023-04-20T13:12:53.551803Z", "level": "WARN", "message":"Error while getting external call data: Error { request: None, kind: RpcError
ForUser(\"AccountNotFound: pubkey=1111111QLbz7JHiBTspS962RLKV8GNdWFwiEagkM\")) }","target":"solana_events::consumer"}
"timestamp":"2023-04-20T13:12:53.551896Z","level": "INFO", "message":"Received amount in transaction 5GtaSS6Ljksx4Hp3szyi3xbpL7N3eLfz6AUPwhmlaPmtn8
JEKF7v5XHDBWJQEUHFQY2c3UZvIEGN7p7NSyXfoFT is 1","log.target": "debridge_protobuf_

Transactions with errors are not parsed

Sending transaction composed with correct and incorrect instructions:

185 let url = "http://localhost:8899".to_string();

186 let mut rpc_client = RpcClient::new(url);

187

188 // correct IX

189 let mut ix1 = Instruction::new_with_bytes/(

190 debridge_program::1ID,

191 debridge_program::instruction::Send {

192 amount: 1,

193 target_chain_id: ETH_CHAIN_ID.to_bytes(),

194 receiver: vec![0x00],

195 is_use_asset_fee: false,

196 submission_params: None,

197 referral_code: None,

198 3

199 .data()

200 .as_ref (),

201 debridge_program::accounts::Sending {

202 nonce_storage,

203 bridge_ctx: debridge_program::accounts::BridgeCtx {
204 bridge: bridge_data,

205 token_mint,

206 staking_wallet,

207 mint_authority,

208 chain_support_info,

209 settings_program: debridge_settings_program::ID,
210 spl_token_program: spl_token::id(),

211 },

212 state_ctx: debridge_program::accounts::StateCtx {
213 state: state_settings,
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214
215
216
217
218
219
220
221
222
223
224
225 );
226

3

fee_beneficiary: fee_beneficiary.pubkey(),
Yo
send_from_wallet: sender_wallet,
send_from: sender.pubkey(),
system_program: system_program::ID,
external_call_storage: Pubkey::new_unique(),
external_call_meta: Pubkey::new_unique(),
discount: no_discount,
bridge_fee,

.to_account_metas (Some(false)),

227 // incorrect IX

228 let
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
L, fail

mut ix2 = Instruction::new_with_bytes(

debridge_program::ID,

debridge_program::instruction::Send {

3

amount: 1,

target_chain_id: ETH_CHAIN_ID.to_bytes(),
receiver: vec![0x00],

is_use_asset_fee: false,
submission_params: None,

referral_code: None,

.data ()
.as_ref (),
debridge_program::accounts::Sending {

nonce_storage,

bridge_ctx: debridge_program::accounts::BridgeCtx {
bridge: bridge_data,
token_mint,
staking_wallet,
mint_authority,
chain_support_info,
settings_program: debridge_settings_program::ID,
spl_token_program: spl_token::id(),

P

state_ctx: debridge_program::accounts::StateCtx {
state: state_settings,
fee_beneficiary: fee_beneficiary.pubkey(),

b

send_from_wallet: sender2_wallet,

send_from: sender2.pubkey(), // incorrect sender should
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257 system_program: system_program::ID,

258 external_call_storage: Pubkey::new_unique(),
259 external_call_meta: Pubkey::new_unique(),
260 discount: no_discount,

261 bridge_fee,

262 }

263 .to_account_metas (Some(false)),

264 ) ;

265

266 // correct ix
267 let mut ix3 = Instruction::new_with_bytes(

268 debridge_program::1ID,

269 debridge_program::instruction::Send {

270 amount: 1,

271 target_chain_id: ETH_CHAIN_ID.to_bytes(),

272 receiver: vec![0x00],

273 is_use_asset_fee: false,

274 submission_params: None,

275 referral_code: None,

276 3

277 .data()

278 .as_ref (),

279 debridge_program::accounts::Sending {

280 nonce_storage,

281 bridge_ctx: debridge_program::accounts::BridgeCtx {
282 bridge: bridge_data,

283 token_mint,

284 staking_wallet,

285 mint_authority,

286 chain_support_info,

287 settings_program: debridge_settings_program::1ID,
288 spl_token_program: spl_token::id(),

289 3,

290 state_ctx: debridge_program::accounts::StateCtx {
291 state: state_settings,

292 fee_beneficiary: fee_beneficiary.pubkey(),
293 3,

294 send_from_wallet: sender_wallet,

295 send_from: sender.pubkey(),

296 system_program: system_program::ID,

297 external_call_storage: Pubkey::new_unique(),
298 external_call_meta: Pubkey::new_unique(),

299 discount: no_discount,

300 bridge_fee,
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301 3}

302 .to_account_metas (Some(false)),

303 );

304

305 // tx only signed with one sender

306 let mut tx = transaction_from_instructions(&mut rpc_client, &[ix1

L, ,ix2,ix3], &sender, vec![&sender, &sender2])

307 .await
308 .unwrap () ;
309

310 rpc_client.send_and_confirm_transaction(&tx).unwrap();

Transaction was reverted and correctly ignored by the Events Reader ser-

vice. Transaction error:

FLOLSNEU LESL LUNUPLLIILZEU * UEDUZLIIIU] LAIBELLS) LIl U./0>
2 Running tests/send-with-err.rs (/Users/mb/projects/hal_projects/debridge/solana-contracts/target/debug/deps/send_with_err-a30ce95a9a7110ab)
thread 'halborn_update_after_claim' panicked at 'called "Result::unwrap()  on an Err’ value: Error { request: Some(SendTransaction), kind: RpcEr
_|ror(RpcResponseError { code: -32002, message: "Transaction simulation failed: Error processing Instruction 1: custom program error: 0x7d3", data:
SendTransactionPreflightFailure(RpcSimulateTransactionResult { err: Some(InstructionError(1, Custom(2003))), logs: Some(["Program 6cQXbazVmsU1FL
Z|T1XhBhi4xx9aRu6Bu2tYKnWmzZRUChJ invoke [1]", "Program log: Instruction: Send", "Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA invoke [2]", "
Program log: Instruction: Transfer", "Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA consumed 4645 of 564021 compute units", "Program Tokenk
egQfeZyiNwAJbNbGKPFXCWuBvVf9Ss623VQ5DA success", "Program 11111111111111111111111111111111 invoke [2]", "Program 11111111111111111111111111111111
'[success", "Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc invoke [2]", "Program log: Instruction: StakeNativeFee", "Program FrAv5D8pH92Mx9k
kU6mgMDHEBDqYCeuhtNhSyUngTavc consumed 12443 of 554379 compute units", "Program FrAv5D8pH92Mx9kkU6mgMDHEBDgYCeuhtNhSyUngTavc success", "Program F
_ | rAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTave invoke [2]", "Program log: Instruction: StakeBalance", "Program FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSy
UngTavc consumed 12443 of 538557 compute units", "Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc success", "Program data: 53J900n41MKGBgAAA
2| AAAAAAAAAAAAAAAAAAAAAAAAAAAWATAAAAAAAAASALUAGAAA "Program data: FYTvQJLvpkQAnOL72vP0Zbo5BU1kMFQ6ub4IhxSoU1S9DzPIb5R8rPROVI2q96Bqe3TAWGKSQZSA
VfuehEN+22BrGmy5L8SwHQEAAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAGQAAAAAAAAAAAAAAAAAA
ADufQJ6uDZwWC52Alrtp/800NLwl/hkF1QUzUPjXX022RQAAAAA: Program 6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] consumed 87727 of 600000 compute unit
LT1Xh " m Xh KnWmZRUChJ invoke [11", "Program 1
Progral ntRaw. Error Number:

ge: A raw constraint was violated.™, "Program 6cQXbaZVmsU compute units™, "Program 6cQX
bazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ failed: custom program error: 0x7d3"]), accounts: None, units_consumed: Some(87727), return_data: None }
) }) }', programs/debridge/tests/send-with-err.rs:309:50

B K

D VA ni N u ess
m log: AnchorError caused by accou

No new entries were created for Send event:

PUSLELIEeS>=H# DCLECI * | I'UIN SElU_EVEIIL>,
postgres=# SELECT nonce,slot_number from send_events;
nonce | slot_number

|
|
|
|
| 7656
)

Feeding service with fake transactions
In this scenario, fake DeBridge settings and debridge programs were
deployed in the local cluster:
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56
57

N
58

L
59

L
60

L,
61

N
62

L,
63
64
65
66
67
68
69
70

L
71
72
73
74
75

L
76
77
78
79
80
81
82
83

L
84
85
86
87
88
89

async fn async_main() {
let debridge_program = Pubkey::from_str ("6
cQXbazZVmsUTFLTT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ") .unwrap();
let debridge_settings = Pubkey::from_str ("
FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc") .unwrap () ;

let debridge_program_malicious = Pubkey::from_str ("
CjVLsQyCFNpgfMLQ9F5iobzxScWL2FYx3r4sGiHdEJub") .unwrap();

let debridge_settings_malicious = Pubkey::from_str ("
yoUBKA9CyCUQHQNT55KGwWbnDEVPRXzQAkfdn5r3xRvj").unwrap () ;

let native_token_mint = Pubkey::from_str ("
SoTT1T1T111111111T1T1T1111111717111111111111111112") . unwrap();

let mut genesis = solana_test_framework::TestValidatorGenesis
::default () ;

let ledger_path = PathBuf::from(

"REDACTED",

)

std::fs::remove_dir_all (ledger_path.clone()).unwrap();

genesis.ledger_path(ledger_path.clone());

const SOLANA_CHAIN_ID_RAW: u64 = 7565164;

const SOLANA_CHAIN_ID: U256 = U256::from_u64(
SOLANA_CHAIN_ID_RAW);

const ETH_CHAIN_ID: U256 = U256::0NE;

let deploy_info = DeployInfo {
chain_id: ETH_CHAIN_ID.to_bytes(),
native_token_address: native_token_mint.try_to_vec().
unwrap (),
name: "Wrapped Solana".to_string(),
symbol: "SOL".to_string(),
decimals: 9,

¥

// Add malicious programs

genesis.add_program("REDACTED"”, debridge_program_malicious);

println! ("debridge program id: {:?3}",
debridge_program_malicious);

genesis.add_program("REDACTED", debridge_settings_malicious);
println!(
"debridge settings program id: {:?}",
debridge_settings_malicious

)5
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90
91
92
93
94
95
96
97
98
99
Y
101
102
103
104
105

106
107
108
109

110
111

112
113

114

115
116
117
118

119
120
121
122

123
124
125
126

// Add valid programs
genesis.add_program("REDACTED"”, debridge_program);
println! ("debridge program id: {:?}", debridge_program);

genesis.add_program("”"REDACTED", debridge_settings);
println!(
"debridge settings program id: {:?}",
debridge_settings
)

genesis.add_program(
"REDACTED",
mpl_token_metadata::ID,
)
println! ("debridge settings program id: {:?}",
mpl_token_metadata::ID);

/* #endregion x/

/* #region CREATE ACCOUNTS =/

let protocol_authority = Keypair::from_bytes (&[REDACTED]).
unwrap () ;

let stop_tap = Keypair::from_bytes (&[REDACTED]) .unwrap();

let fee_beneficiary = Keypair::from_bytes (&[REDACTEDJ]).unwrap
OF

let token_mint = Pubkey::from_str ("
FVRMrrf9dWu9NfybuQvZPt8JsLihgiWsCDKgRFhqVGqg5") .unwrap();
let (bridge_data, bump_bridge_data) = Pubkey::
find_program_address(
&[b"BRIDGE", token_mint.as_ref ()],
&debridge_settings,
)
let (chain_support_info, bump_bridge_data) = Pubkey::
find_program_address(
&[b" CHAIN_SUPPORT_INFO", &ETH_CHAIN_ID.to_bytes()1,
&debridge_settings,
)
let (mint_authority, bump_mint_authority) = Pubkey::
find_program_address(
&[b"BRIDGE_MINTER"”, bridge_data.as_ref ()],
&debridge_program,
)
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127

let (token_metadata, bump_token_metadata) = Pubkey::

L, find_program_address/(

128
129
130
131
132
133
134
135
136

&L
b"metadata",
mpl_token_metadata::ID.as_ref (),
&token_mint.as_ref (),
1,
&mpl_token_metadata::1ID,
)3
let token_mint_malicious = Pubkey::from_str ("8

L, NVwv20oRDtBNBeqrdWdelLGb6T6eYgBmF8QJuzXPjrJim").unwrap () ;

137

let (bridge_data_malicious, bump_bridge_data) = Pubkey::

L, find_program_address(

138
139
140
141

&[b"BRIDGE", token_mint_malicious.as_ref()1],
&debridge_settings_malicious,
);

let (chain_support_info_malicious, bump_bridge_data) = Pubkey

L, ::find_program_address(

142
143
144
145

&[b" CHAIN_SUPPORT_INFO", &ETH_CHAIN_ID.to_bytes()1],
&debridge_settings_malicious,
)3

let (mint_authority_malicious, bump_mint_authority) = Pubkey::

L, find_program_address(

146
147
148
149
150

&[b"BRIDGE_MINTER"”, bridge_data_malicious.as_ref ()],
&debridge_program_malicious,

E

let staking_wallet = Pubkey::from_str(”

L, ufXtxtzcJZAHzZCdHfgUkdCHvztfTAEjsGCFYfrQLnm").unwrap () ;

151

let staking_wallet_malicious = Pubkey::from_str ("

L, Dg80oCYoEvzrQr49J3GRhT9CDaJ4uPVBIwwYsFZ8y9EP8") .unwrap();

152
153
154
155
156
157
158
159
160
161
162
163

genesis.add_account_with_lamports/(
protocol_authority.pubkey(),
system_program::ID,
10_000_000_000_000_000 ,

)

genesis.add_account_with_lamports/(
stop_tap.pubkey (),
system_program::ID,
10_000_000_000_000_000 ,

);
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164
165
166
167
168
169
170
171
172

173

174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200

Ls
201

202

genesis.add_account_with_lamports(
fee_beneficiary.pubkey (),
system_program::ID,
10_000_000_000_000_000 ,

)

genesis.add_token_mint(native_token_mint, None, 1, @, None);

genesis.add_token_mint(token_mint, Some(mint_authority), 10
_000_000_000, @, None); //comment this line if using mint bridge

genesis.add_token_mint (token_mint_malicious, Some(
mint_authority_malicious), 10_000_000_000, @, None); //comment
this line if using mint bridge

// ADD TOKEN ACCOUNTS
genesis.add_token_account (
staking_wallet,
token_mint,
mint_authority,
10_000_000_000 ,
None ,
None ,
9,
None ,

DE

genesis.add_token_account (
staking_wallet_malicious,
token_mint_malicious,
mint_authority_malicious,
10_000_000_000 ,
None ,
None ,
©,
None ,

E

let sender = Keypair::from_bytes (&[REDACTED])

.unwrap () ;

let sender_wallet = Pubkey::from_str("8
rcFeCFmy5aK1EroGCmcLyGmgfFXL7vPdZghobbirGpo"”) .unwrap();

let sender_wallet_malicious = Pubkey::from_str ("
FHNnSKd6cZHZN2odtmkGLAQurHvK5XPVrxmPOmt1qgwEC") .unwrap () ;

genesis.add_token_account (
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= genesis.start_async().

203 sender_wallet,

204 token_mint,

205 sender . pubkey (),

206 10,

207 None ,

208 None ,

209 0,

210 None,

211 );

212 genesis.add_token_account (

213 sender_wallet_malicious,

214 token_mint_malicious,

215 sender . pubkey (),

216 10,

217 None ,

218 None ,

219 Q,

220 None ,

221 );

222 genesis.add_account_with_lamports(sender.pubkey(),
L, system_program::ID, 10_000_000_000_000_000);

223

224 let (test_validator, validator_kp)
L, await;

Then transactions were send including real and fake transfers.

Sending fake and real instructions in the same transaction:

181 let url = "http://localhost:8899".to_string();
182 let mut rpc_client = RpcClient::new(url);

183

184 // real IX

185 let mut real_ix = Instruction::new_with_bytes(
186 debridge_program::ID,

187 debridge_program::instruction::Send {

188 amount: 1,

189 target_chain_id: ETH_CHAIN_ID.to_bytes(),
190 receiver: vec![0x00],

191 is_use_asset_fee: false,
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192 submission_params: None,

193 referral_code: None,

194 }

195 .data()

196 .as_ref (),

197 debridge_program::accounts::Sending {

198 nonce_storage,

199 bridge_ctx: debridge_program::accounts::BridgeCtx {
200 bridge: bridge_data,

201 token_mint,

202 staking_wallet,

203 mint_authority,

204 chain_support_info,

205 settings_program: debridge_settings_program::ID,
206 spl_token_program: spl_token::id(),

207 },

208 state_ctx: debridge_program::accounts::StateCtx {
209 state: state_settings,

210 fee_beneficiary: fee_beneficiary.pubkey(),

211 },

212 send_from_wallet: sender_wallet,

213 send_from: sender.pubkey(),

214 system_program: system_program::ID,

215 external_call_storage: Pubkey::new_unique(),

216 external_call_meta: Pubkey::new_unique(),

217 discount: no_discount,

218 bridge_fee,

219 }

220 .to_account_metas (Some(false)),

221 );

222

223 // fake ix
224 let mut fake_ix = Instruction::new_with_bytes(

225 debridge_settings_malicious,
226 debridge_settings_program::instruction::InitializeSendBridge
L O
227 .data()
228 .as_ref (),
229 debridge_settings_program::accounts::InitSendBridge {
230 bridge_data: bridge_data_malicious,
231 bridge_id_map: Pubkey::from_str ("
L, BMtGiWCICmsCukUMT2EJwLofBWKMHT79P2nDU3hQs2Tf ") .unwrap(),
232 state: state_settings_malicious,
233 staking_wallet: staking_wallet_malicious,

49



MANUAL TESTING

234
235
236
237
238
239
240
241
242
243

Ls
244
245

token_mint: token_mint_malicious,
mint_authority: mint_authority_malicious,
system_program: system_program::ID,
token_program: spl_token::id(),
payer: protocol_authority.pubkey(),

3

.to_account_metas (Some(false)),
)
let mut tx = transaction_from_instructions(&mut rpc_client, &[
fake_ix, real_ix], &sender, vec![&sender, &protocol_authority]).

await.unwrap();

rpc_client.send_and_confirm_transaction (&tx).unwrap();

Sending fake and real instructions in different transactions:

181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203

let url = "http://localhost:8899".to_string();
let mut rpc_client = RpcClient::new(url);

// real IX
let mut real_ix = Instruction::new_with_bytes(
debridge_program::1ID,
debridge_program::instruction::Send {
amount: 1,
target_chain_id: ETH_CHAIN_ID.to_bytes(),
receiver: vec![0x00],
is_use_asset_fee: false,
submission_params: None,
referral_code: None,
}
.data ()
.as_ref (),
debridge_program::accounts::Sending {
nonce_storage,
bridge_ctx: debridge_program::accounts::BridgeCtx {
bridge: bridge_data,
token_mint,
staking_wallet,
mint_authority,
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204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223

chain_support_info,
settings_program: debridge_settings_program::ID,
spl_token_program: spl_token::id(),
b
state_ctx: debridge_program::accounts::StateCtx {
state: state_settings,
fee_beneficiary: fee_beneficiary.pubkey(),
big
send_from_wallet: sender_wallet,
send_from: sender.pubkey(),
system_program: system_program::ID,
external_call_storage: Pubkey::new_unique(),
external_call_meta: Pubkey::new_unique(),
discount: no_discount,
bridge_fee,
}
.to_account_metas (Some(false)),
);
// fake ix

224 let mut fake_ix = Instruction::new_with_bytes(

225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247

debridge_program_malicious,
debridge_program::instruction::Send {
amount: 1,
target_chain_id: ETH_CHAIN_ID.to_bytes(),
receiver: vec![0x00],
is_use_asset_fee: false,
submission_params: None,
referral_code: None,
3
.data()
.as_ref (),
debridge_program::accounts::Sending {
nonce_storage: nonce_storage_malicious,
bridge_ctx: debridge_program::accounts::BridgeCtx {
bridge: bridge_data_malicious,
token_mint: token_mint_malicious,
staking_wallet: staking_wallet_malicious,

mint_authority: mint_authority_malicious,

chain_support_info: chain_support_info_malicious,

settings_program: debridge_settings_malicious,
spl_token_program: spl_token::id(),
Yo

state_ctx: debridge_program::accounts::StateCtx {
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248 state: state_settings_malicious,

L) fee_beneficiary: fee_beneficiary.pubkey(),
250 3,

251 send_from_wallet: sender_wallet_malicious,

252 send_from: sender.pubkey(),

253 system_program: system_program::ID,

254 external_call_storage: Pubkey::new_unique(),
255 external_call_meta: Pubkey::new_unique(),

256 discount: no_discount_malicious,

257 bridge_fee: bridge_fee_malicious,

258 }

259 .to_account_metas (Some(false)),

260 ) ;

261

262 let mut tx = transaction_from_instructions(&mut rpc_client, &[

L, real_ix], &sender, vec![&sender])

263 .await
264 .unwrap () ;
265

266 rpc_client.send_and_confirm_transaction(&tx).unwrap();

267

268 let mut tx = transaction_from_instructions(&mut rpc_client, &[
L, fake_ix], &sender, vec![&sender])

269 .await
270 .unwrap();
271

272 rpc_client.send_and_confirm_transaction(&tx).unwrap();

Only real transfer was parsed and stored:

+

{"timestamp":"2023-04-20T17:36:12.156648Z","level": "INFO", "message": "Program \"TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA\" at level 2, consumed

4645, all: 164021","target":"solana_events_parser::log_parser"}

{"timestamp":"2023-04-20T17:36:12.157161Z","level":"INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mqMDHEBDqYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 154379","target":"solana_events_parser::log_parser"}

{"timestamp":"2023-04-20T17:36:12.157554Z","level": "INFO", "message": "Program \"FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTavc\" at level 2, consumed
12443, all: 138557","target":"solana_events_parser::log_parser"}

{"timestamp":"2023-04-20T17:36:12.158122Z", "level": "INFO", "message" : "Program \"6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ\" at level 1, consumed
87727, all: 200000","target":"solana events parser::log parser"}

{"timestamp":"2023-04-20T17:36:12.1723212","level" :"WARN", "message": "Error while getting external call data: Error { request: None, kind: RpcError
(ForUser(\"AccountNotFound: pubkey=1111111QLbz7JHiBTspS962RLKV8GndWFwiEaqkM\")) }","target":"solana_events::consumer"}

{"timestamp":"2023-04-20T17:36:12.172402Z","level" :"INFO", "message": "Received amount in transaction 54YU9CeRZfS9g2x4egSsrQlLF2csnWaa28hQNdzRDYaHyw
m4Z3qHujT1unPy9WRSr13ueEBXWgINXDZEgDrtXmuG is ©. 1","log.target": "debridge_protobuf_
rs::debridge_solana_service","log.module_path":"debridge_protobuf_rs::debridge_solana_service","log.file":"/Users/mb/.cargo/git/checkouts/debridge

-protobuf-rs-06d3b571b792a870/1f5calb/src/1ib.rs","log.line": 149, "target": "debridge_protobuf_rs::debridge_solana_service"}
{"timestamp":"2023-04-20T17:36:12.172671Z","level": "INFO", "message": "Processing send event: 0x63109602a1f0206d86eeae837e7314d42dcccbb1622ea68869b0
7bf2e37f458f", "target":"solana_events::events_storage"}

{"timestamp":"2023-04-20T17:36:12.174722Z","level": "INFO", "message" : "INSERT INTO send_events (slot_number, ..; rows affected: 1, rows returned: 0
elapsed: 520.541us\n\nINSERT INTO\n send_events (slot_number, nonce, protobuf_buffer)\nVALUES\n ($1, $2, $3) ON CONFLICT (nonce) DO\nUPDATE\nSET
\n \"protobuf_buffer\" = $3\nWHERE\n send_events.nonce = $2\n","log.target":"sqlx::query","log.module_path":"sqlx::query","target":"sqlx::query"
)
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ransaction executed in slot 14390:
Signature: 54YU9CeRZfS9g2x4egSsrQllLF2csnWaa28hQNdzRDYaHywm4ZIgHujT1unPy9WRSr13ueEBXWg INXDZEGDr tXmuG Real
StatusT Ok
Log Messages:
Program 6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ invoke [1]
Program log: Instruction: Send
Program TokenkegQfezyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA invoke [2]
Program log: Instruction: Transfer
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA consumed 4645 of 164021 compute units
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA success
Program 11111111111111111111111111111111 invoke [2]
Program 11111111111111111111111111111111 success
Program FrAv5D8pH92Mx9kkU6mgMDHEBDGYCeuhtNhSyUngTave invoke [2]
Program log: Instruction: StakeNativeFee
Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTave consumed 12443 of 154379 compute units
Program FrAv5D8pHI2Mx9kkUbmgMDHEBDqYCeuhtNhSyUngTavc success
Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTave invoke [2]
Program log: Instruction: StakeBalance
Program FrAv5D8pH92Mx9kkU6mgMDHEBDqYCeuhtNhSyUngTave consumed 12443 of 138557 compute units
Program FrAv5D8pH92Mx9kkUbmgMDHEBDqYCeuhtNhSyUngTavc success
Program data: 53J900n41MKGAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAEAAAAAAAAASALUAGAAAA==
Program data: FYTvQJILvpkQAYXCWAGHWIG2G7q6DfnMU1C3My7FiLgaIabB78uN/RY90Vr2q96Bqe3TAWGKSQZSAVfuehEN+22BrGmy5L8SWHQEAAAAAAAAAAQAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAGQAAAAAAAAAAAAAAAAAAADUFQI6UDZWC52ATrtp/800NLw1/hkF1QUZUPXX022RQAAAAA=
Program 6cQXbazVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUChJ consumed 87727 of 200000 compute units
Program 6cQXbaZVmsU1FLT1XhBhi4xx9aRu6Bu2tYKnWmZRUCh] success
ransaction executed in slot 14423:
Signature: 5kioQnSbnWhG9mjYo73kt869FTmAS5IbagkadWwlx9WIPYKnAFBqGyw5KNf4QkzDUITLZ9DatiA145AW9ga6jcWEA Fake
StatusT 0k
Log Messages:
Program CjVLsQyCFNpgfMLQIF5iobzxScWL2FYx3r4sGiHdEJub invoke [1]
Program log: Instruction: Send
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvVf9Ss623VQ5DA invoke [2]
Program log: Instruction: Transfer
Program TokenkegQfeZyiNwAJbNbGKPFXCWuBvf9Ss623VQ5DA consumed 4645 of 164021 compute units
Program TokenkegQfezZyiNwAJbNbGKPFXCWuBVf9Ss623VQ5DA success
Program 11111111111111111111111111111111 invoke [2]
Program 11111111111111111111111111111111 success
Program yoUBKA9CyCUQHQNT55KGwbnDEVPRXzQAkfdn5r3xRvj invoke [2]
Program log: Instruction: StakeNativeFee

Parsing multiple transactions in a short time
In this scenario, multiple valid transfer instructions were sent to do
DeBridge program in a very short time:

182 let url = "http://localhost:8899".to_string();
183 let mut rpc_client = RpcClient::new(url);

184

185 let mut amount = @;

186 for n in 0..5000 {

187 println! ("SENDING: {}", n);

188 amount = amount + 1;

189 let mut ix = Instruction::new_with_bytes(
190 debridge_program::1D,

191 debridge_program::instruction::Send {
192 amount ,

193 target_chain_id: ETH_CHAIN_ID.to_bytes(),
194 receiver: vec![0x00],

195 is_use_asset_fee: false,

196 submission_params: None,

197 referral_code: None,

198 3}

199 .data ()

200 .as_ref (),

201 debridge_program::accounts::Sending {
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202
203
204
205
206
207
208
209

210
211
212
213
214
215
216
217
218
PAR)
220
221
222
223
224
225
226
227

228
229
230
231
232

nonce_storage,
bridge_ctx: debridge_program::accounts::BridgeCtx {
bridge: bridge_data,
token_mint,
staking_wallet,
mint_authority,
chain_support_info,

settings_program: debridge_settings_program::ID

spl_token_program: spl_token::id(),
Yo
state_ctx: debridge_program::accounts::StateCtx {
state: state_settings,
fee_beneficiary: fee_beneficiary.pubkey(),
be
send_from_wallet: sender_wallet,
send_from: sender.pubkey(),
system_program: system_program::ID,
external_call_storage: Pubkey::new_unique(),
external_call_meta: Pubkey::new_unique(),
discount: no_discount,
bridge_fee,
3
.to_account_metas(Some(false)),

)5

let mut tx = transaction_from_instructions(&mut rpc_client,
&[ix], &sender, vec![&sender])
.await

.unwrap () ;

rpc_client.send_transaction(&tx).unwrap();

Number of events stored before test:
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postgres=# select * from send_events;
nonce | slot_number | protobuf_buffer

(0 rows)

All send transactions were stored:

postgres=# select count(*) from send_events;
count

Note that this scenario is not an equivalent of stress testing, as tests
were performed on the local cluster and own deployment of Events Reader.
On production deployment, the service should be deployed with proper

settings regarding server performance and scaling mechanisms.
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4.2 GRPC Service

Description:

GRPC Service connects to the database, validates and presents events in
public API. The design and implementation of the connections between the
sample client and service were validated:

Authorization mechanisms,

®* Tests against potential DOS/DDOS (Denial of Service / Distributed
Denial of Service) attacks,

® Possibilities of malicious code injection to GRPC Service,

Possibilities of information disclosure vulnerabilities.

Results:

Observations and proof of concept were presented in the HAL-02 issue in
the previous section of the report.
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5.1 AUTOMATED ANALYSIS

Description:

Halborn used automated security scanners to assist with the detection of
well-known security issues and vulnerabilities. Among the tools used was
cargo-audit, a security scanner for vulnerabilities reported to the Rust-
Sec Advisory Database. All vulnerabilities published in https://crates.io
are stored in a repository called The RustSec Advisory Database.

cargo audit is a human-readable version of the advisory database which
performs a scanning on Cargo.lock. Security Detections are only in
scope. All vulnerabilities shown here were already disclosed in the above
report. However, to better assist the developers maintaining this code,
the auditors are including the output with the dependencies tree, and
this is included in the cargo audit output to better know the dependencies
affected by unmaintained and vulnerable crates.

Results:

ID package Short Description

RUSTSEC-2023-0023 | openssl

openssl SubjectAlternativeName and Ex-
tendedKeyUsage: :other allow arbitrary
file read

RUSTSEC-2020-0071

time

Potential segfault in the time crate

RUSTSEC-2023-0018

remove dir all

Race Condition Enabling Link Following
and Time-of-check Time-of-use (TOCTOU)
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 https://rustsec.org/advisories/RUSTSEC-2023-0023
https://github.com/time-rs/time/issues/293
https://rustsec.org/advisories/RUSTSEC-2023-0018
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5.2 UNSAFE RUST CODE DETECTION

Description:

Halborn used automated security scanners to assist with the detection of
well-known security issues and vulnerabilities. Among the tools used was
cargo-geiger, a security tool that lists statistics related to the usage
of unsafe Rust code in a core Rust codebase and all its dependencies.
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Results:

Functions

0/0
15/18
0/4
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

0/0
0/2
8/0
0/0
0/0
0/0
0/0
)0/0
0/0
0/0
1/1
0/24
0/0
8/0
0/0
0/0
0/0
0/0

Expressions

0/0
453/460
0/6
15/15
4/4
0/0
15/15
69/69
15/15
0/0
4/4

2/48
1/147
0/0
6/12
6/12
5/5

0/0
15/15
0/0
69/69
221/221
12/444
0/0

0/0

0/0

0/0
15/15
0/0
69/69
0/0
71/71
361/2144
12/444
5/5

7/7
41/46
1223/1367
26/30
52/175
0/0
12/444
92/138
0/36
917/1327
0/0
12/444
64/75
70/70
5/5
41/46
5/5

0/0
399/399
5/5

5/5
437/1158
659/659
14/14

fp—

5/5
437/1158
659/659
14/14
5/5
657/660
485/494
0/0
94/94
0/0
453/453
0/0
448/460
0/0
94/94
0/0
18/18
94/94
94/94
72/72
12/444
5/5
659/659
5/5

7/7
579/715

Impls

0/0
3/3
0/1
0/0
0/0
0/0
0/0
EVE]
0/0
0/0
0/0

2/2
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
3/3
0/0
0/2
0/0
0/0
0/0
0/0
0/0
0/0
3/3
0/0

Traits

e/0
0/0
8/3
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

Methods

0/0
12/12
0/0
3/3
0/0
0/0
3/3
2/2
3/3
0/0
0/0

0/0
0/1
0/0
0/0
o0/0
0/0
0/0
3/3
0/0
2/2
0/0
2/45
0/0
0/0
0/0
0/0
3/3
0/0

EEVEE]
12/14
0/0
3/3
0/0
6/6
0/0
29/29
0/0
EVE]
0/0
0/0
EVE]
3/3
0/0
2/45
0/0
EVE]

0/0
2/2

Dependency

? solana-events 0.0.2

— anyhow 1.0.69
— async-trait 0.1.64
proc-macro2 1.0.51
unicode-ident 1.0.6
quote 1.0.23
L— proc-macroz 1.0.51
syn 1.0.107
proc-macro2 1.0.51
quote 1.0.23

unicode-ident 1.0.6

0033889898880 -0 0089899 353999  BRVBBS B BB BBBBBVBBB B B >V BBD VB VBBB - BEPB BBD VBD @

— chrono 0.4.23

— 1iana-time-zone 0.1.53
— num-integer 8.1.45
num-traits 0.2.15
— num-traits 0.2.15

— serde 1.0.152

L— serde_derive 1.08.152

proc-macroz 1.0.51
quote 1.0.23
syn 1.0.107

L— time 0.1.45

L— 1libc 0.2.139

— configue ©.2.3-alpha.4

— confique-macro 0.0.7
— heck 0.3.3

— unicode-segmentation 1.10.1
— proc-macro2z 1.0.51
— guote 1.0.23

— syn 1.0.107

— json5 8.4.1

— pest 2.5.5

— memchr 2.5.0

L— 1libc 0.2.139

— serde 1.0.152
— serde_json 1.0.92

— indexmap 1.9.2
— hashbrown 0.12.3
— ahash 0.7.6
— getrandom 0.2.8
|: cfg-if 1.0.0
libc 0.2.139
— once_cell 1.17.0
t: critical-section 1.1.1
parking_lot_core 0.9.7
cfg-if 1.0.0
libc 0.2.139
petgraph 0.6.3
fixedbitset 0.4.2
L— serde 1.0.152
indexmap 1.9.2
serde 1.0.152
serde_derive 1.0.152
smallvec 1.10.0
L— serde 1.0.152
— serde 1.0.152
— bumpalo 3.12.0
— rayon 1.6.1
l— either 1.8.1

L serde 1.0.152
— bumpalo 3.12.0
— rayon 1.6.1

either 1.8.1
L serde 1.0.152

rayon-core 1.10.2
— crossheam-channel 0.5.6

|: cfg-if 1.0.0
crossheam-utils 0.8.14
L cfg-if 1.0.0
— crossheam-deque 0.8.2
cfg-if 1.0.0
crossbheam-epoch 0.9.13
cfg-if 1.0.0
crossheam-utils 0.8.14
memoffset 0.7.1
scopeguard 1.1.0
crossbeam-utils 0.8.14
— crossheam-utils 0.8.14
'— num_cpus 1.15.0
L— libe 0.2.139
'— serde 1.0.152
— rayon 1.6.1
— serde 1.0.152

— itoa 1.0.5
— ryu 1.0.12

T e
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0/0 8/0 8/0 8/0 8/0 ? |— de-solana-client 0.3.2
0/4 0/6 0/1 0/3 0/0 ? — async-trait 0.1.64
0/0 0/0 0/0 0/0 0/0 ? — base58 0.2.0
0/0 0/72 0/3 0/1 0/3 ? — itertools 0.10.5
0/0 14/14 o0/0 o/0 o0/0 S L— either 1.8.1
0/0 9/9 o/0 o/0 o/0 <] — requwest 0.11.16
0/0 o/0 1/1 o/0 o0/0 S — async-compression 0.3.15
0/52 18/637 0/2 o/0 o/0 <] — brotli 3.3.4
0/0 36/37 o/0 o/0 1/1 S — alloc-no-stdlib 2.0.4
0/0 4/5 o0/0 o/0 1/1 S — alloc-stdlib 0.2.2
0/0 36/37 o/0 o/0 1/1 <] L— alloc-no-stdlib 2.0.4
26/26 385/391 1/1 0/0 1/1 S — brotli-decompressor 2.3.4
0/0 36/37 o/0 o/0 1/1 <] I: alloc-no-stdlib 2.0.4
0/0 4/5 o/0 o/0 1/1 S alloc-stdlib 0.2.2
0/2 41/118 0/2 o/0 0/2 S — flate2 1.0.25
0/6 0/156 0/0 0/0 0/0 ? — crc32fast 1.3.2
0/0 0/0 0/0 0/0 0/0 ? L— cfg-if 1.0.0
0/0 0/0 0/0 0/0 0/0 ? — libz-sys 1.1.8
0/24 127444 0/2 o/0 2/45 S L— 1libc 0.2.139
a8 L
a8 L
0/0 30/30 2/2 0/0 0/0 S — futures-core 0.3.26
0/0 0/0 0/0 0/0 0/0 ? — futures-io 0.3.26
2/37 361/2144 o/0 o/0 4/21 S — memchr 2.5.0
0/0 11/165 0/0 0/0 2/2 S — pin-project-lite 0.2.9
25/28 1798/2007 107/111 2/2 80/85 & | | | | tokio 1.25.0
24/24 690/744 11/13 1/1 16/20 S — bytes 1.4.0
0/0 5/5 o/0 o/0 o/0 <] L— serde 1.0.152
0/24 127444 0/2 o/0 2/45 S — 1libc 0.2.139
2/37 361/2144 o0/0 o/0 4/21 S — memchr 2.5.0
1/2 162/664 0/9 o/0 13/26 <] — mio 0.8.5
0/24 127444 0/2 o/0 2/45 S libc 0.2.139
1/1 16/18 1/1 o/0 o/0 <] log 0.4.17
0/0 0/0 0/0 0/0 0/0 ? I: cfg-if 1.0.0
0/0 5/5 o0/0 o/0 o0/0 S serde 1.0.152
0/0 72772 o/0 o/0 o/0 <] — num_cpus 1.15.0
1/1 290,/290 17/17 0/0 25/25 S — parking_lot 0.12.1
0/0 544,544 30/30 14714 24/24 <] lock_api 0.4.9
0/0 18/18 1/1 0/0 0/0 S I: scopeguard 1.1.0
0/0 5/5 o0/0 o/0 o0/0 S serde 1.0.152
16/16 917/1327 o/0 o/0 8/56 <] parking_lot_core 0.9.7
0/0 11/165 0/0 0/0 2/2 S — pin-project-lite 0.2.9
6/6 109/109 0/0 0/0 1/1 <] — signal-hook-registry 1.4.0
0/24 127444 0/2 o/0 2/45 S L— 1libc 0.2.139
3/6 538/651 2/4 o/0 3/4 S — socket2 0.4.7
0/24 12/444 0/2 o/0 2/45 <] L— libc 0.2.139
0/0 0/0 0/0 0/0 0/0 ? L — tokio-macros 1.8.2
0/0 15/15 o/0 o/0 3/3 <] proc-macro2 1.0.51
0/0 0/0 0/0 0/0 0/0 ? guote 1.0.23
0/0 69/69 3/3 o/0 2/2 S syn 1.0.107
0/0 9/9 o/0 o/0 o/0 <] — zstd 0.11.2+zstd.1.5.2
1/1 367/367 9/9 1/1 4/4 S L zstd-safe 5.0.2+zstd.1.5.2
0/24 12/444 0/2 o/0 2/45 <] libc 0.2.139
0/6 0/19 0/0 0/0 0/0 ? zstd-sys 2.0.6+z5td.1.5.2
0/24 127444 0/2 o/0 2/45 S L— 1libc 0.2.139
1/1 367/367 9/9 1/1 4/4 <] — zstd-safe 5.0.2+zstd.1.5.2
=1 -
24/24 690,/744 11/13 1/1 16/20 <] — bytes 1.4.0
0/8 B843/882 o/0 o/0 1/1 S — encoding_rs 0.8.32
0/0 0/0 0/0 0/0 0/0 ? |: cfg-if 1.0.0
0/0 5/5 o/0 o/0 o/0 <] serde 1.0.152
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0/0
0/0
0/0
0/0
0/0
0/0
1/5
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
9/9
2/37
0/0
0/0
0/0
0/0
0/0
24/24
0/0
0/0
0/0
1/5
1/1
24/24
0/0
0/0
0/0
0/0
25/28
0/0
24/24
0/0
0/0
0/0
1/5
0/0
0/0
25/28
0/0
0/0
1/1
0/0
0/0
0/0
0/0
0/0
0/0
1/1
0/0
1/1
0/0
24/24
1/1
0/0
0/1
24/24
n/n

0/0

5/5
83/83
30/30
2/2
30/30
519/542
83/83
30/30
0/0

0/0
15/15
0/0
69/69
2/2
79/79
361/2144
11/165
0/0
24/24
5/5

3/3
690,744
0/0
30/30
2/2
519/542
166,166
690/744
0/0

7/7
41/46
24/24
1798/2007
30/41
690,744
30/30
0/0

2/2
519/542
11/165
24/24
1798/2007
0/0

0/0
16/18
11/165
0/0
15/15
0/0
69/69
74/95
92/138
0/0
166,166
8/8
690,744
166,/166
11/165
55/72
690,744
RI/RR

0/0  0/0
0/0  0/0
8/8  0/0
2/2  0/0
0/0  0/0
2/2  0/0
29/30 0/0
8/8  0/0
2/2  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
3/3  0/0
0/0  0/0
12/12 1/1
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
11/13 1/1
0/6  0/0
2/2  0/0
0/0  0/0
29/30 0/0
10/10 0/0
11/13 1/1
0/0  0/0
0/0  0/0
1/1  0/0
0/0  0/0
107/111 2/2
/1 0/0
11/13 1/1
2/2  0/0
0/0 a/@
0/0  0/0
29/30 0/0
0/0  0/0
0/0  0/0
107/111 2/2
/1 0/0
0/0  0/0
1/1  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
3/3  0/0
1/5  0/0
5/9  0/0
/1 0/0
10/10 0/0
0/0  0/0
11/13 171
10/10 0/0
0/0  0/0
2/13  o0/1
11/13 171
R/R n/n

0/0
0/0
3/3
0/0
0/0
0/0
CYZE
3/3
0/0
0/0
0/0
3/3
0/0
2/2
0/0
11/11
4/21
2/2
0/0
3/3
0/0
0/0
16/20
0/0
0/0
0/0
9/11
2/2
16/20
0/0
0/0
0/0
3/3
80/85
1/1
16/20
0/0
0/0
0/0
9/11
2/2
3/3
80/85

0/0
0/0
0/0
2/2
0/0
3/3
0/0
2/2
2/2
2/4
0/0
2/2
0/0
16/20
2/2
2/2
3/3
16/20
/R

POBOBVBB3039 3-89 9503093805 P3B B3B3V - BBBV - BBBBV VB VB3B3V

|: cfg-if 1.0.0
serde 1.0.152
futures-channel 0.3.26
futures-core 0.3.26
futures-sink 0.3.26
futures-core 0.3.26
futures-util 0.3.26
— futures-channel 0.3.26
— futures-core 0.3.26
— futures-io 0.3.26
— futures-macro 0.3.26
proc-macro2z 1.0.51
guote 1.0.23
syn 1.0.107
— futures-sink 0.3.26
— futures-task 0.3.26
— memchr 2.5.0
— pin-project-lite 0.2.9
— pin-utils 0.1.0
— slab 0.4.7
L— serde 1.0.152
[ 2 I P
— bytes 1.4.0
— fnv 1.0.7
— futures-core 0.3.26
— futures-sink 0.3.26
— futures-util 0.3.26
— http 0.2.9
bytes 1.4.0
fov 1.0.7
itoa 1.0.5
— indexmap 1.9.2
— slab 0.4.7
|— tokio 1.25.0
— tokio-util 0.7.7
bytes 1.4.0
futures-core 0.3.26
futures-io 0.3.26
futures-sink 0.3
futures-util 0.3
pin-project-lite
| l_slab 0.4.7
tokio 1.25.0
L— tracing 0.1.37
cfg-if 1.0.0
log 0.4.17
pin-project-lite 0.2.9
tracing-attributes 0.1.23
proc-macro2 1.0.51
quote 1.0.23
syn 1.0.107
tracing-core 0.1.30
L— once_cell 1.17.0
'— tracing 0.1.37
http 0.2.9
http-body 0.4.
— bytes 1.4.
— http 0.2.9
— pin-project-lite 0.2.9
hyper 0.14.25

': bytes 1.4.0
futurese-rhannal n_3 .24

.26
.26

2
2
0.2.9

5
0
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0/0 0/0 1/1  0/0 0/0 S tracing 0.1.37
0/0 0/0 0/0  0/0 0/0 ? want 0.3.0
1/1 16/18 /1 e/o0 0/0 S log 0.4.17
0/0 22/22 2/2  0/0 1/1 S try-lock 0.2.4
0/0 0/0 o/0 a/0 0/0 ? — hyper-rustls ©.23.2
1/1 166,166 10/10 0/0 2/2 S — http 0.2.9
0/1 55/72 2/13  0/1 3/3 S — hyper 0.14.25
1/1 16/18 1/1 0/0 0/0 S — log 0.4.17
n —
1/1 16/18 1/1  0/0 0/0 S — log 0.4.17
1/1 468/468 13/13 5/5 1/1 S — ring 0.16.20
0/24 12/444 0/2  0/0 2/45 S libc 0.2.139
1/1 92/138 5/9  0/0 2/4 S once_cell 1.17.0
0/0 49/49 6/6  0/0 3/3 S spin 0.5.2
a
n -
1/1 468,468 13/13 5/5 1/1 S |: ring 0.16.20
]
0/0 0/0 0/0  0/0 0/0 ? L— webpki 0.22.0
1/1 468/468 13/13 5/5 1/1 S |: ring 0.16.20
A
(0/0 0/0 0/0 0/0 0/0 ? — rustls-native-certs 0.6.2
0/0 0/0 0/0 0/0 0/0 ? |: openssl-probe 0.1.5
a
n L
25/28 1798/2007  107/111 2/2 80/85 @ | | | |— tokio 1.25.0
0/0 0/0 0/0 0/0 0/0 ? ‘ ‘ ‘ tokio-rustls 0.23.4
& =
25/28 1798/2007 107/111 2/2 80/85 S| | | | | tokio 1.25.0
0/0 0/0 0/0 0/0 0/0 ? L L— webpki 0.22.0
0/0 0/0 0/0 a/0 0/0 ? webpki-roots 0.22.6
0/0 0/0 0/0 0/0 0/0 ? L— webpki 0.22.0
0/0 0/0 0/0 a/0 0/0 ? — hyper-tls 0.5.0
24/24 690/744 11/13 1/1 16/20 & — bytes 1.4.0
0/1 55/72 2/13  0/1 3/3 S — hyper 0.14.25
0/0 0/36 0/0  0/0 0/0 ? — native-tls 0.2.11
1/1 16/18 1/1 0/0 0/0 S — log 0.4.17
30/31 6340/6371  39/39 3/3 19/19 @ — openssl 0.10.45
0/0 0/0 0/0 0/0 0/0 ? — bitflags 1.3.2
0/0 0/0 0/0  0/0 0/0 ? — cfg-if 1.0.0
0/0 0/0 0/0 0/0 0/0 ? — foreign-types 0.3.2
0/0 0/0 0/0 0/0 0/0 ? L foreign-types-shared 0.1.1
0/24 12/444 0/2  0/0 2/45 S — libc 0.2.139
1/1 92/138 5/9  0/0 2/4 S — once_cell 1.17.0
0/0 0/0 0/0 a/0 0/0 ? — openssl-macros 0.1.0
0/0 15715 0/0 0/0 3/3 G proc-macro2 1.0.51
0/0 0/0 0/0  0/0 0/0 ? quote 1.0.23
0/0 69/69 3/3  0/0 2/2 S syn 1.0.107
51/51 175/175 0/0  0/0 0/0 S L— openssl-sys 0.9.80
0/24 12/444 0/2  0/0 2/45 S — libc 0.2.139
0/0 0/0 0/0 a/0 0/0 ? — openssl-probe 0.1.5
51/51 175/175 0/0  0/0 0/0 S '— openssl-sys 0.9.80
25/28 1798/2007  107/111 2/2 80/85 @ | | | |— tokio 1.25.0
0/0 13/13 2/2  0/0 0/0 S — tokio-native-tls 0.3.1
0/0 0/36 0/0  0/0 0/0 ? — native-tls 0.2.11
25/28 1798/2007 107/111 2/2 80/85 S| | | L— tokio 1.25.0
0/0 0/0 0/0  0/0 0/0 ? ipnet 2.7.2
0/0 5/5 0/0  0/0 0/0 S L— serde 1.0.152
1/1 16/18 1/1  0/0 0/0 S log 0.4.17
0/0 0/2 0/0  0/0 0/0 ? mime 0.3.17
0/0 0/36 o/0  0/0 0/0 ? native-tls 0.2.11
1/1 92/138 5/9  0/0 2/4 S once_cell 1.17.0
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0/
0/0
1/1
0/0
0/
1/1
o/0
0/0

0/

0/0
0/0

o/0
0/0
0/0
7/9
0/0
25/28
0/0
0/
o/0

0/
0/0
0/

0/0
0/0

0/0

0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/19
2/37
2/37

0/0
0/0
0/0
0/8
0/0
o/0
1/1
0/0

1/1

0/0
0/
o/0
0/0
0/0

0/0
5/5
16/18
a2
0/36
92/138
3/3
11/165

0/0

3/3
7/7

2/2

3/3

7/7
579/715
5/5
1798/2007
13/13

0/0

30/41

0/0
2/2
0/0

5/5
20/20

5/5

3/3
5/5

0/0

0/0

0/0

7/7
49/49
34/34
33/678
361/2144
361/2144

22/22
5/5
1/1
10/202
6/6

3/3
285/285
5/5

23/23

15/15
0/0
69/69
0/0
15/15

0/0  0/0
0/0  0/0
/1 0/0
0/0  0/0
0/0  0/0
5/9  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
107/111 2/2
2/2  0/0
0/0  0/0
/1 0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
/1 0/0
6/6 0/0
1/2  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
20/20 8/8
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
3/3  0/0
/1 0/0
0/0  0/0

0/0
0/0
0/0
/0
0/0
2/4
o/0
2/2

0/0
0/0

o/0
0/0
0/0
2/2
0/0
80/85
0/0
0/0
1/1

0/0
0/0
0/0

0/0
0/0

0/0
0/0
0/0
0/0
0/0
0/0
3/3
2/2
1/22
4/21
4/21

0/0
0/0
0/0
0/0
0/0
o/0
5/5
0/0

3/3
0/0
2/2
0/0
3/3
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— ipnet 2.7.2
L— serde 1.0.152
— log 0.4.17
— mime 8.3.17
— native-tls 8.2.11
— once_cell 1.17.0
— percent-encoding 2.2.0
— pin-project-lite 0.2.9

— rustls-native-certs 0.6.2

— serde 1.0.152
— serde_json 1.0.92

form_urlencoded 1.1.0

L— percent-encoding 2.2.0
itoa 1.0.5

ryu 1.0.12

serde 1.0.152

|— tokio 1.25.0

— tokio-native-tls 0.3.1

— tokio-rustls 8.23.4

— tokio-util 0.7.7

— url 2.3.1
— form_urlencoded 1.1.0
— idna 0.3.0

L— serde 1.0.152
unicode-normalization 0.1.22
L

t: serde 1.0.152
— percent-encoding 2.2.0

— serde 1.0.152
— webpki-roots 0.22.6

— solana-account-decoder 1.15.0

— Inflector ©.11.4

lazy_static 1.4.0

L spin 0.5.2

regex 1.7.1
aho-corasick 0.7.20
L— memchr 2.5.0
memchr 2.5.0

— bincode 1.3.3

L— serde 1.0.152

— bs58 0.4.0

L shaz 0.9.9

— block-buffer 0.9.0
block-padding 0.2.1
generic-array 0.14.6

E serde 1.0.152
zeroize 1.3.0
[
proc-macro2 1.0.51
quote 1.0.23

syn 1.0.107
synstructure 0.12.6

|— proc-macro2 1.0.51
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0/0
1/1
0/24

1/1
0/0
2/2
0/0
0/0
0/0
0/0
0/0
0/0
0/0
18/18
0/0
0/0
0/0
0/0
1/1
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
2/78
0/0
2/2
0/0
0/0
0/0

0/0
1/1

1/1
0/0
2/4
0/0

0/0
6/6
0/0
0/0
2/2
1/1
1/1
0/0
0/24
0/0
1/1
2/4
0/0
0/24
1/1
1/1
1/1
0/0

0/0
14/14
12/444

285,285
0/0
206/206
5/5

7/7

5/5

0/0

7/7

0/0
22/22
370/414
0/0
15/15
0/0
69/69
16/18
0/0
15/15
0/0
69/69
6/12
5/5

0/0
26/30
29/3973
0/0
350/350
5/5

0/0

4/4

16/16
285/285

285/285
2/2
52/175
5/5

3/3
659/659
6/6

1/1
206/206
193/193
29/201
198/311
12/444
14714
285/285
50/150
0/0
12/444
16/18
122371367
122/122
100/100

0/0  0/0
0/0  0/0
0/2  0/0
20/20 8/8
0/0  0/0
0/0  0/0
0/0  0/0
/1 0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/6  0/0
0/0  0/0
128/129 9/9
0/0  0/0
0/0  0/0
0/6  0/0
3/3  0/0
/1 0/0
0/0  0/0
0/0  0/0
0/0  0/0
3/3  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/6  0/0
2/2  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
20/20 8/8
20/20 8/8
0/0  0/0
1/1  0/0
0/0  0/0
0/0  0/0
5/5  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/2  0/0
0/2  0/0
0/2  0/0
0/0  0/0
20/20 8/8
/1 0/0
0/0  ©8/0
0/2  0/0
/1 0/0
21/24 1/1
2/2  0/0
0/0  0/0

0/0
0/0
2/45

5/5
0/0
7/7
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
3/3
0/0
2/2
0/0
0/0
3/3
0/0
2/2
0/0
0/0
0/0
0/0
0/0
0/0
7/7
0/0
0/0
0/0

0/0
5/5

5/5
0/0
3/3
0/0

0/0
3/3
0/0
0/0
7/7
0/0
0/4
4/6
2/45
0/0
5/5
3/3
0/0
2/45
0/0
62/69
4/4
9/9
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cfg-if 1.0.0
cpufeatures 0.2.5
— 1libc 0.2.139

L generic-array 0.14.6
opaque-debug @.3.0
bv 0.11.1
L— serde 1.0.152
lazy_static 1.4.0
serde 1.0.152
serde_derive 1.0.152
serde_json 1.0.92
solana-address-lookup-table-program 1.15.0
[— bincode 1.3.3
— bytemuck 1.13.0
L— bytemuck_derive 1.4.0
proc-macro2 1.0.51
quote 1.8.23
syn 1.0.107
— log 0.4.17
— num-derive @.3.3
— proc-macro2 1.0.51
— quote 1.0.23
L— syn 1.0.107
— num-traits 0.2.15
— serde 1.0.152
— solama-frozen-abi 1.15.0
— ahash 0.7.6
— blake3 1.3.3
— arrayref 0.3.6
— arrayvec 0.7.2
L serde 1.0.152
— cfg-if 1.0.0
— constant_time_eq 0.2.4

— block-buffer 0.10.3
generic-array 0.14.6

generic-array 0.14.6

rand_core 0.6.4
getrandom 0.2.8
serde 1.0.152

— subtle 2.4.1
'— rayon 1.6.1
— block-buffer 0.9.0
— bs58 0.4.0
— bv 0.11.1
— byteorder 1.4.3
— cc 1.0.79
L— jobserver 0.1.25
L— 1libc 0.2.139
— either 1.8.1
— generic-array 0.14.6
— getrandom 0.1.16
cfg-if 1.0.0
libc 0.2.139
log 0.4.17
— hashbrown 0.12.3
— im 15.1.0

T—— bitmaps 2.1.0
[
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L thiserror 1.0.38
— solana-frozen-abi-macro 1.15.0
— solana-program 1.15.0

I— ark-ff 0.3.0
|: quote 1.0.23
syn 1.0.107

— num-bigint 0.4.3
— num-integer ©.1.45
— num-traits 0.2.15

— rand 0.8.5
libc 0.2.139
log 0.4.17

rand_chacha 8.3.1
ppv-lite8é 0.2.17
rand_core 0.6.4
serde 1.0.152
rand_core 0.6.4
serde 1.0.152
— serde 1.0.152
— num-traits 0.2.15
— quote 1.0.23
— syn 1.0.107

F— ark-std 0.3.0
colored 2.0.0
atty 0.2.14
— libc 0.2.139
lazy_static 1.4.0
num-traits 0.2.15
rand 0.8.5
rayon 1.6.1
— ark-std 0.3.0
— derivative 2.2.0
— proc-macro2 1.0.51
— quote 1.0.23
“— syn 1.0.107
— num-bigint 0.4.3
— num-traits 0.2.15
— paste 1.0.11
— rayon 1.6.1
L — zeroize 1.3.0

— ark-std 0.3.0

— derivative 2.2.0
— num-traits 0.2.15
— rayon 1.6.1

— zeroize 1.3.0

— ark-ff 0.3.0

L— ark-std 0.3.0

— ark-ff 0.3.0
— array-bytes 1.4.1
L— serde 1.0.152

— bincode 1.3.3

— bitflags 1.3.2
— blake3z 1.3.3
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a/0

3/3
15/15
50/150
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16/18
a/0
165/712
22/22

L]

0/0

0/0 0/0
a/0 0/0
0/0 a/0
0/0 0/0
a/0 0/0
3/3 0/0
a/0 0/0
0/0 0/0
0/0 a/0
3/3 0/0
a/0 0/0
0/0 0/0
3/3 0/0
19722 1/1
0/0 0/0
4/10 1/1
5/5 0/0
0/0 0/0
a/0 0/0
0/0 0/0
0/0 0/0
128/129 9/9
0/0 a/0
0/0 0/0
0/0 0/0
1/1 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/3 0/1
8/3 0/1
1/1 0/0
0/2 0/0
0/0 0/0
0/0 a/0
a/0 0/0
20/20 8&/8
20/20 8&/8
0/0 0/0
1/1 0/0
0/0 0/0
0/0 a/0
0/0 0/0
0/0 0/0
1/1 0/0
0/2 0/0
1/1 0/0
0/0 a/0
0/0 0/0
0/0 0/0

LY

nn

0/0
0/0
0/0
a/0
3/3
0/0
2/2
0/0
3/3
a/0
2/2
0/0

3/3
2/2
51/58
0/0
13/26
3/3
0/0
0/0
0/0

0/0
a/0
0/0

0/0
3/3
0/0
0/0
0/0
0/0
8/3
0/3
0/0
2/45

a/0

0/0

5/5

5/5
0/0

0/0
a/0

0/0
0/0
3/3
2/45
0/0
a/0
16/25
0/0

nn
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ety e

— blake3 1.3.3

— borsh 0.9.3

— borsh-derive ©.9.3

— borsh-derive-internal ©.9.3
proc-macro2 1.0.51
quote 1.0.23
syn 1.0.107

— borsh-schema-derive-internal 0.9.3
proc-macro2 1.0.51
quote 1.0.23
syn 1.0.107

— proc-macro-crate 0.1.5

L

— proc-macro2 1.0.51

L— syn 1.0.107

— hashbrown 0.11.2

— ahash 0.7.6

— bumpalo 3.12.0

— rayon 1.6.1

'— serde 1.0.152

— borsh-derive 0.9.3

— bs58 0.4.0

— bv 0.11.1

— bytemuck 1.13.0

— curve25519-dalek 3.2.1
byteorder 1.4.3

rand_core 0.5.1
getrandom 0.1.16
serde 1.0.152
serde 1.0.152
subtle 2.4.1
zeroize 1.3.0
— itertools 0.10.5
— itertools 0.10.5
— lazy_static 1.4.0
— libc 0.2.139
— Llibsecp256kl 0.6.0
— arrayref 0.3.6

— hmac-drbg 0.3.0

generic-array 0.14.6

': generic-array 0.14.6
subtle 2.4.1
— lazy_static 1.4.0

— libsecp256kl-core 0.2.2
— crunchy 0.2.2

'— subtle 2.4.1

— rand 0.7.3

— getrandom 0.1.16

— Llibc 0.2.139

— log 0.4.17

— rand_chacha 0.2.2
ppv-lited6 0.2.17
rand_core 0.5.1

wand smes A E 4
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0/0
0/0
0/0
0/0
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a/0
0/0
0/0

a/0
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a/0
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a/0
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a/0
12/12

2/4
a/0

0/0
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3/3
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a/0
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0/0
12/12
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L
— log

0.4.17

— memoffset 0.8.0
— num-bigint 0.

— num-
— num-traits 0.

4.3
derive 0.3.3
2.15

— rand 0.7.3

— rand_chacha 0.2.2
— rustversion 1.0.11
— serde 1.0.152

— serde_bytes 0.11.9
— serde_derive 1.0.152
— serde_json 1.0.92
— sha2 0.10.6

i

keccak 0.1.3
L— cpufeatures 0.2.5

— solana-frozen-abi 1.15.0
— solana-frozen-abi-macro 1.15.0
— solana-sdk-macro 1.15.0

bs58 0.4.0
proc-macro2 1.0.51
quote 1.0.23
rustversion 1.0.11
syn 1.0.107

— thiserror 1.0.38
— tiny-bip39 0.8.2

anyhow 1.0.69

once_cell 1.17.0
pbkdf2z 8.4.0

rand 0.7.3
rand_core 0.5.1
rayon 1.6.1
sha2z 0.9.9
subtle 2.4.1
rand 0.7.3
rustc-hash 1.1.0
shaz 0.9.9
thiserror 1.0.38
unicode-normalization 0.1.22
zeroize 1.3.0

— wasm-bindgen 0.2.84

cfg-if 1.0.0
serde 1.0.152
serde_json 1.0.92
wasm-bindgen-macro 0.2.84
quote 1.0.23
wasm-bindgen-macro-support 0.2.84
proc-macro2 1.0.51
quote 1.0.23
syn 1.0.107
wasm-bindgen-backend 0.2.84
bumpalo 3.12.0
log 0.4.17
once_cell 1.17.0
proc-macro2 1.0.51
quote 1.0.23
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0/0 00
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0/0  0/0
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0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
0/0  0/0
20/20 8/8
0/3 a/1
/1 0/0
0/0  0/0
/1 0/0

0/0
0/0
0/0
0/0
0/0
3/3
0/0
2/2
0/3
2/45
10/15
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

0/0
0/0
0/0
0/0
0/0
0/0
0/0
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0/0
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— solana-program-runtime 1.15.0

bincode 1.3.3

eager 0.1.0

enum-iterator 1.4.0

L— enum-iterator-derive 1.2.0

proc-macro2 1.0.51
quote 1.0.23

syn 1.0.107
itertools 0.10.5
libc 0.2.139
libloading 0.7.4
L— cfg-if 1.0.0
log 0.4.17
num-derive 0.3.3
num-traits 0.2.15
rand 0.7.3

serde 1.0.152
solana-frozen-abi 1.15.0
solana-frozen-abi-macro 1.15.0
solana-measure 1.15.0

log 0.4.17

solana-sdk 1.15.0
— assert_matches 1.5.0
— bincode 1.3.3
— bitflags 1.3.2
— borsh 0.9.3
— bs58 0.4.0
|— bytemuck 1.13.0
— byteorder 1.4.3
— chrono 0.4.23
— curve25519-dalek 3.2.1
— derivation-path 8.2.0

— curve25519-dalek 3.2.1

serde 1.0.152
serde_bytes 0.11.9

|: rand_core 0.6.4
zeroize 1.3.0
— rand 0.7.3

— rand_core 0.5.1

— serde 1.0.152

— serde_bytes 0.11.9
— sha2 0.9.9

— zeroize 1.3.0

— ed25519-dalek-bip32 0.2.
— derivation-path 0.2.

0
0

L

— sha2 0.10.6
— generic-array 0.14.6

— itertools 0.10.5
— lazy_static 1.4.0
— Llibsecp256kl 0.6.0
— loa 0.4.17
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u/1 rr7206 usu u/u uju 5] CONSOLe U.15.3
0/0 7/7 1/1 0/0 o/0 G lazy_static 1.4.0
0/24 12/444 0/2 0/0 2/45 S libc 0.2.139
0/0 0/0 /0 0/0 0/0 ? unicode-width 0.1.10
0/0 0/0 0/0 0/0 /0 ? number_prefix 0.4.0
19/75 130/781 1/10 0/0 0/0 S portable-atomic 0.3.19
0/0 5/5 0/0 0/0 o/0 G L— serde 1.0.152
6/6 659,659 5/5 0/0 3/3 S rayon 1.6.1
25/28 1798/2007  107/111 2/2 80/85 @ | | | | tokie 1.25.0
0/0 0/0 0/0 0/0 8/0 ? |: unicode-segmentation 1.1@.1
0/0 0/0 0/0 0/0 0/0 ? unicode-width 0.1.10
1/1 16/18 1/1 0/0 o/0 G — log 0.4.17
0/0 6/6 0/0 0/0 0/0 S — quinn 0.9.3
24/24 690/744 11/13 1/1 16/20 S — bytes 1.4.0
0/0 0/0 0/0 0/0 8/0 ? — futures-io 0.3.26
0/0 11/165 0/0  0/0 2/2 S — pin-project-lite 0.2.9
0/0 9/9 0/0 0/0 1/1 S — quinn-proto 0.9.3
24/24 690,744 11/13 1/1 16/20 S — bytes 1.4.0
0/0 32/32 0/0 0/0 0/0 S — rand 0.8.5
1/1 468,468 13/13 5/5 1/1 S — ring 0.16.20
0/0 0/0 0/0 0/0 0/0 ? — rustc-hash 1.1.0

a8 -
0/0 0/0 0/0 0/0 0/0 ? — rustls-native-certs 0.6.2
0/0 24/24 0/0 0/0 3/3 S — slab 0.4.7
0/0 0/0 0/0 0/0 0/0 ? — thiserror 1.0.38

7 -
0/0 0/0 1/1 o/0 o/0 G — tracing 0.1.37
0/0 /0 0/0 0/0 a/0 ? — webpki 0.22.0
1/1 115/168 0/0 0/0 2/2 S — quinn-udp 0.3.2
0/24 12/444 0/2 0/0 2/45 S — libc 0.2.139
0/0 9/9 0/0 0/0 1/1 S — quinn-proto 0.9.3
3/6 538/651 2/4 o/0 3/4 G — socket2 0.4.7
0/0 0/0 1/1 0/0 0/0 S '— tracing 0.1.37
0/0 0/0 0/0 0/0 0/0 ? — rustc-hash 1.1.0

2 -
0/0 0/0 /0 0/0 0/0 ? — thiserror 1.0.38
25/28 1798/2007 107/111 2/2 80/85 S| | | | tokie 1.25.0
0/0 0/0 1/1 0/0 0/0 S tracing 0.1.37
0/0 0/0 0/0 0/0 0/0 ? webpki 8.22.0
0/0 15/15 0/0 0/0 0/0 S — rand 0.7.3
6/6 659,/659 5/5 0/0 3/3 S — rayon 1.6.1
0/0 0/0 0/0 0/0 a/0 ? — solana-connection-cache 1.15.0
0/4 0/6 0/1 0/3 0/0 ? — async-trait 0.1.64
0/0 22/22 0/0 0/0 o/0 G — bincode 1.3.3
1/5 519,542 29/30 0/0 9/11 S — futures-util 0.3.26
0/0 41/46 1/1 0/0 0/0 S — 1indexmap 1.9.2
0/0 0/0 0/0 0/0 0/0 ? — indicatif 0.17.3
1/1 16/18 1/1 0/0 0/0 S — log 0.4.17
0/0 15/15 0/0 0/0 o/0 G — rand 0.7.3
6/6 659,659 5/5 0/0 3/3 S — rayon 1.6.1
0/0 0/0 0/0 0/0 0/0 ? — solana-measure 1.15.0
0/0 10/10 0/0 0/0 0/0 S — solana-metrics 1.15.0
0/0 0/0 0/0 0/0 0/0 ? — solana-net-utils 1.15.0
0/0 22/22 0/0 o/0 o/0 G — bincode 1.3.3
0/0 /0 0/0 0/0 /0 ? — clap 3.2.23
2/2 45/45 0/0 0/0 0/0 S atty 0.2.14
0/0 /0 0/0 0/0 a/0 ? bitflags 1.3.2
0/0 0/0 0/0 0/0 0/0 ? clap_lex 0.2.4
0/0 13/20 2/2 1/1 2/2 G L os_str_bytes 6.5.0
2/37 361/2144 0/0 0/0 4721 S L— memchr 2.5.0
0/0 41/46 1/1 0/0 0/0 S indexmap 1.9.2
1/1 92/138 5/9 0/0 2/4 S once_cell 1.17.0
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0/0
0/0
0/0
0/0

1/1
0/0
0/0
2/2

0/0
2/2
1/1

0/0
0/0
0/0
0/0
2/2
0/0
0/24
0/0
/0
0y2
6/13
/0
0/24
/0
/0
/0
0/0
/0
/0
/0
0/0
0/24
/0
/0
0/0
0/24
1/1
14/15
0/0
6/6
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
1/1
/0
0/0
0/0
0/0
/0
0/0
0/0
3/3

6/12
0/0
7/7
40/40

468/468
/0

/0
24/37

6/11
24/37
23/23

10/10
85/85
26/30
22/22
206/206
20/23
12/444
5/5

/0
0/857
273/516
/0
12/444
/0

/0

/0
LYFLY
/0

/0

/0

7/7
12/444
/0

/0

7/7
12/444
16/18
1621/1713
15/15
659/659
5/5
10/10
0/0

7/7
72/72
8/8

0/0
22/22
16/18
/0
6/12
5/5

0/0

/0

0/0
10/10
456/456

0/0
0/0
1/1
0/0

13/13
0/0
0/0
0/0

0/0
0/0
0/0

0/0
0/0
0/0
0/0
0/0
0/0
0/2
0/0
/0
/0
14/14
/0
0/2
/0
/0
/0
3/3
/0
/0
/0
1/1
0/2
/0
/0
1/1
0/2
1/1
5/6
0/0
5/5
0/0
0/0
0/0
1/1
0/0
0/0
0/0
0/0
1/1
/0
0/0
0/0
0/0
/0
0/0
0/0
1/1

0/0
0/0
0/0
0/0

5/5
0/0
0/0
0/0

0/0
0/0
0/0

0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
a/0
a/0
0/0
a/0
0/0
a/0
a/0
a/0
0/0
a/0
a/0
a/0
0/0
0/0
a/0
a/0
0/0
0/0
0/0
0/0
o/0
0/0
o/0
0/0
0/0
0/0
o/0
0/0
0/0
0/0
o/0
a/0
o/0
0/0
0/0
a/0
0/0
0/0
o/0

0/0
0/0
0/0
0/0

1/1
0/0
0/0
0/0

0/0
0/0
0/0

0/0
2/2
0/0
0/0
7/7
0/0
2/45
0/0
0/0
0/0
25/25
0/0
2/45
0/0
0/0
0/0
2/2
0/0
0/0
0/0
0/0
2/45
0/0
0/0
0/0
2/45
0/0
21/22
0/0
3/3
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
3/3

BBV vBB VB8B83 BBBBBBBB VBB VI IBVIIB VB VYRR BBBPOIBDB VIBDPDBB B

t: num-traits 0.2.15
rusticata-macros 4.1.8
— lazy_static 1.4.0

— nom 7.1.3
[
— ring 0.16.20

— rusticata-macros 4.1.0
— thiserror 1.8.38
— time 0.3.20

t: num-bigint 0.4.3
time 0.3.20
zeroize 1.3.0

— solana-metrics 1.15.0
— solana-perf 1.15.0

ahash 0.7.6
bincode 1.3.3
bv 0.11.1
caps 0.5.5
— 1libc 0.2.139
— serde 1.0.152
'— thiserror 1.8.38
curve25519-dalek 3.2.1
dlopen 0.1.8
— dlopen_derive 8.1.4
libc 0.2.139
quote 0.6.13
L— proc-macro2 0.4.30
L— unicode-xid 0.1.0
syn 0.15.44
proc-macro2 0.4.30
quote 0.6.13
unicode-xid 8.1.0
— lazy_static 1.4.0
— 1ibc 0.2.139
dlopen_derive 0.1.4
fov 1.0.7
lazy_static 1.4.0
libc 0.2.139
log 0.4.17
nix 0.25.1
rand 0.7.3
rayon 1.6.1
serde 1.0.152
solana-metrics 1.15.0
solana-rayon-threadlimit 1.15.0
lazy_static 1.4.0
num_cpus 1.15.0
solana-sdk 1.15.0
solana-vote-program 1.15.0
— bincode 1.3.3
— log 0.4.17
— num-derive 0.3.3
— num-traits 0.2.15
— serde 1.0.152
— serde_derive 1.0.152
— solana-frozen-abi 1.15.0
— solana-frozen-abi-macro 1.15.0
— solana-metrics 1.15.0
— solana-program 1.15.0
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2/37 361/2144
0/0 6/11
1/1 92/138
0/0 0/0

0/0 3/3

0/0 32/32
0/0 ELYEL
0/0 5/5

0/0 7/7

0/1 5/83
0/0 0/0

1/1 14/14
0/8 4/196
1/1 399/399
0/0 0/72
0/0 40/40
0/0 0/0

0/0 0/0

0/0 0/36
1/1 92/138
25/28 1798/2007
0/0 13/13
0/0 0/0

0/0 0/0

0/0 20/20
0/0 0/0

2/2 24/37
0/0 0/0

0/0 0/0

0/0 0/0

3/3 82/156
0/0 0/0

0/0 0/0

0/0 14/14
0/0 0/0

0/0 0/0
1/1 92/138
0/0 15/15
0/0 0/0

0/0 5/5

0/0 7/7

0/8 4/196
a/5 0/389
0/0 0/0

0/0 69/69
0/0 0/0

0/0 0/0
25/28 1798/2007
0/0 0/0

0/0 142/142

668/1172  54552/74238 864/1026 65/72

error: Found 67 warnings

0/0 0/0
0/0 0/0
5/9 0/0
0/0 0/0
0/0 0/0
0/0 0/0
1/2 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
/7 1/1
0/3 0/1
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
5/9 0/0
107/111 2/2
2/2 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
4/4 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
5/9 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
0/0 0/0
a/7 0/0
0/0 0/0
3/3 0/0
0/0 0/0
0/0 0/0
107/111 2/2
1/1 0/0
0/0 0/0

4/21
0/0
2/4
0/0
0/0
0/0
2/2

0/0
0/0
0/0
0/0
0/0

0/0
13/13

0/3
0/0
0/0
0/0
0/0
2/4
80/85
0/0
0/0
0/0

0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

0/0
0/0
2/4
3/3
0/0
0/0
0/0
0/0
0/4
0/0
2/2
0/0
0/0
80/85
0/0
7/7

=

@8y v V@V VB8P VBBV VBP VRV VBB VBB VPGB VIR IPROPB - BBOPPOBI BBOD

914/1255

L

memchr 2.5.0
num-bigint 0.4.3
once_cell 1.17.0

paste 1.0.11
percent-encoding 2.2.0
rand 0.8.5

regex 1.7.1

serde 1.0.152
serde_json 1.0.92
shal 0.10.5

cfg-if 1.0.0
cpufeatures 0.2.5
shaz 0.10.6
smallvec 1.10.0

itertools 0.10.5
nom 7.1.3
unicode_categories 0.1.1
sqlx-rt 8.6.2
native-tls 0.2.11
once_cell 1.17.0
— tokio 1.25.0
tokio-native-tls 0.3.1
tokio-rustls 0.23.4
stringprep 0.1.2

unicode-normalization 0.1.22
thiserror 1.0.38
time 0.3.20
tokio-stream 0.1.11
url 2.3.1
webpki-roots 0.22.6
whoami 1.3.0

'— sglx-macros 0.6.2

dotenvy 8.15.6
either 1.8.1

L— unicode-segmentation 1.10.1
hex ©.4.3
once_cell 1.17.0
proc-macroz 1.0.51
quote 1.0.23

serde 1.0.152
serde_json 1.0.92
sha2 0.10.6
sqlx-core 8.6.2
sgqlx-rt 0.6.2

syn 1.0.107

url 2.3.1

— thiserror 1.0.38

— tokio 1.25.0

tracing 0.1.37
tracing-subscriber 0.3.16

73



THANK YOU FOR CHOOSING

// HALBORN




	DOCUMENT REVISION HISTORY
	CONTACTS
	EXECUTIVE OVERVIEW
	INTRODUCTION
	AUDIT SUMMARY
	TEST APPROACH & METHODOLOGY
	RISK METHODOLOGY

	SCOPE

	ASSESSMENT SUMMARY & FINDINGS OVERVIEW
	FINDINGS & TECH DETAILS
	
	Description
	Code Location
	Recommendation
	Remediation Plan

	
	Description
	Proof of concept
	Risk Level
	Recommendation
	Remediation Plan

	
	Description
	Code Location
	Risk Level
	Recommendation
	Remediation Plan


	MANUAL TESTING
	TRANSACTION EVENTS PARSING
	Description
	Results

	GRPC Service
	Description
	Results


	AUTOMATED TESTING
	AUTOMATED ANALYSIS
	Description
	Results

	UNSAFE RUST CODE DETECTION
	Description
	Results



