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This report was prepared for the Aurora Labs DualDefense Audit

The report contains information about participants, in-scope targets
as well as information about vulnerabilities found and fixed in the
smart contracts code.

Approved by HackenProof Team
Aurora Labs DualDefense Summary
Name
Report
Type Smart Contracts
Technology Rust
Timeline 14 Feb 2025 - 17 Mar 2025

Deployed contract / GitHub Public
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OVERVIEW

ABOUT AUDIT
SET TOTAL REPORT SCOPE REVIEW
D SUBMITTED COUNT
2 500 000 HAL . 2435

+ 85 000 USDT

ABOUT AURORA LABS

Aurora is a Virtual Chain built on NEAR. The first of many. It's, at the
same time, the sandbox and the proof of the robustness of the parent
protocol. It's a smart contract - probably the most complex that exists -
that is also an Ethereum Virtual Machine, providing a turn-key solution
for developers to operate their apps on an Ethereum-compatible,
high-throughput, scalable and future-safe platform, with low
transaction costs.



SCOPES AND TARGETS

https://qgithub.com/near/intents/ ®
tree/91fee5e119fd74d8de1dbb57 E

d27060873a0ae503 Smart contract Rust



https://github.com/near/intents/tree/91fee5e119fd74d8de1dbb57d27060873a0ae503
https://github.com/near/intents/tree/91fee5e119fd74d8de1dbb57d27060873a0ae503
https://github.com/near/intents/tree/91fee5e119fd74d8de1dbb57d27060873a0ae503
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FINDINGS

VALID REPORTS STATISTICS

Critical -0

Informative - 0

SIGNAL-TO-NOISE RATIO

Displays the ratio of the Valid
reports and Received reports. Valid
reports include Informative,
Triaged, Paid, Resolved, Discosed
statuses
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PAYMENT STATISTICS

REWARDS TO SECURITY RESEARCHERS

During the DualDefense audit period, bug hunters did not identify any
critical vulnerabilities. As a result, no payments from the flash pools
staked by $HAI holders were distributed to the security researchers.

SECURITY RESEARCHERS

TOP HACKERS

Aurora Labs has taken responsibility for compensating security
researchers who identified vulnerabilities outside the scope of the
DualDefense reward model's terms and conditions.

@0xd4ps 2 $0 1


https://hackenproof.com/hackers/0xd4ps

Researcher Total findings Payouts Place

@bareli 4 $0 2
harsh barelia

@Drshah
Shahroze khan



https://hackenproof.com/hackers/bareli
https://hackenproof.com/hackers/Drshah
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CONCLUSION

ABOUT NODETERMINAL

The audit makes no statements or warranties on security of the code.
It also cannot be considered as a sufficient assessment regarding the
utility and safety of the code, bugfree status or any other statements
of the contract.

It is important to note that you should not rely on this report only
- we recommend proceeding with several independent audits and a
public bug bounty program to ensure security of smart contracts.

TECHNICAL DISCLAIMER

Smart contracts are deployed and executed on blockchain platform.
The platform, its programming language, and other software related
to the smart contract can have its vulnerabilities that can lead to
hacks. Thus, the audit can't guarantee the explicit security of the
audited smart contracts.



